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Cisco Designing and Implementing Cisco Service Provider Cloud Network
Infrastructure Sample Questions (Q137-Q142):

NEW QUESTION # 137
Which of'the following is NOT a purpose of implementing ACLs in network security?

A. To provide a layer of security

B. To define routing protocols

C. To restrict access to network resources
D. To filter network traffic

Answer: B

NEW QUESTION # 138
SR-IOV technology improves network performance by:

A. Increasing CPU utilization for network tasks

B. Allowing VM direct access to physical network interfaces
C. Encrypting all data in transit

D. Decreasing the nuimber of available network paths

Answer: B

NEW QUESTION # 139
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Refer to the exhibit. An engineer must configure multhoming between router R1 and service provider SP-2.
Locally generated routes must be advertised to service provider SP-2. Which command nust be run on R1 to complete the
configuration?

e A network 10.12.10.1 route-map as200only in
e B. neighbor 10.12.10.1 route-map localonly out




¢ C. neighbor 10.0.0.0 route-map localonly out
¢ D. network 10.0.0.0 route-map as200only out

Answer: B

Explanation:

OnRI1 (AS200), the requirement is:

* Advertiselocally generated routes(for example, 10.10.10.0/24 from AS200)

* Only towardSP-2, which peers on IP10.12.10.1

* Apply a policy (route-map) controlling what R1 advertises

In BGP, to controlwhich locally originated routesare sent to a specific neighbor, the correct configuration is:
neighbor <IP> route-map <map-name> out

This applies outbound policy filtering or permitting to the prefixes advertised.

Thus:

* The neighbor toward SP-2 is10.12.10.1

* The route-map must be appliedoutbound

* The command that accomplishes this is:

neighbor 10.12.10.1 route-map localonly out

Why the Other Options Are Incorrect

* A. network 10.0.0.0 route-map as200only outThe network command doesnotaccept route-map out.
This is invalid syntax.

* C. network 10.12.10.1 route-map as200only inIncorrect network, incorrect direction, and mvalid syntax with in.
* D. neighbor 10.0.0.0 route-map localonly out10.0.0.0 is not a BGP neighbor; it's a network prefix.

NEW QUESTION # 140
What is the main advantage of using container orchestration in application deployment?

A. Reduced security

B. Automated management of containers
C. Manual scaling of applications

D. Increased application latency

Answer: B

NEW QUESTION # 141
What is used to protect a web server against a DDoS attack?

A. Network Access Control

B. Device Authorization Control
C. Web Application Firewall

D. Wi-Fi Protected Access

Answer: C

Explanation:

Comprehensive and Detailed Explanation

AWeb Application Firewall (WAF)protects HTTP/HTTPS applications against:
* DDoS attacks (layer 7)

* Bot traffic

* Request floods

* SQL mjection, XSS, OWASP Top 10 threats

Other options:

* Device Authorization Control # device authentication, not DDoS

* NAC # endpoint authorization, not DDoS

* WPA # Wi-Fi protection, irrelevant to web servers

Thus, the correct protection mechanism for web servers isA. Web Application Firewall.
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