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Cisco Securing Networks with Cisco Firepower Sample Questions (Q112-
Q117):

NEW QUESTION # 112
In a multi-tenant deployment where multiple domains are in use. which update should be applied outside of the Global Domain?

A. minor upgrade

B. local import of intrusion rules
C. local import of major upgrade
D. Cisco Geolocation Database

Answer: D

NEW QUESTION # 113

An engineer must replace a Cisco Secure Firewall high-availability device due to a failure. When the replacement device arrives, the
engineer must separate the high-availability pair from Cisco Secure Firewall Management Center. Which action must the engineer
take first to restore high availability?

A. Unregister the secondary device.

B. Configure NTP time synchronization.
C. Register the secondary device

D. Force a break between the devices.

Answer: A

Explanation:

When replacing a Cisco Secure Firewall high-availability (HA) device due to a failure, the first step the engineer must take is to
unregister the secondary (failed) device from the Cisco Secure Firewall Management Center (FMC). This action separates the HA
pair and ensures that the new replacement device can be registered and configured correctly.

Steps:

Access the FMC and navigate to the device management section.

Unregister the failed secondary device to remove it from the HA patr.

Register the replacement device to the FMC.

Reconfigure the HA settings to restore the high-availability configuration.

By unregistering the failed device first, the engineer ensures a clean setup for the replacement device, avoiding potential conflicts or
issues in the HA configuration.

NEW QUESTION # 114
Which report template field format is available in Cisco FMC?

A. bar chart

B. box lever chart
C. benchmark chart
D. arrow chart

Answer: A

NEW QUESTION # 115
‘Which command nmust be run to generate troubleshooting files on an FTD?

A. system generate-troubleshoot all
B. show tech-support

C. sudo sf troubleshoot.pl

D. system support view-files



Answer: C

Explanation:
Reference:
https//www.cisco.comy/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote- SourceFire-00.html

NEW QUESTION # 116
Refer to the exhibit.

. ASSESSMENT RESULTS

AUTOMATING THE TUNING EFFORT

During the assessment period, the following changes to your network were observed.

NETWORK CHANGE TYPE NUMBER OF CHANGES
A new aperaling syustem was found 1 3o
A ngw host was addod 1o the notwork 366
A dovice Slanoed using a new lranspon protocol 381
A dovice startod usng a new Notwoik protocol ara

And engineer is analyzing the Attacks Risk Report and finds that there are over 300 instances of new operating systems being seen
on the network How is the Firepower configuration updated to protect these new operating systens?

A. Cisco Firepower gives recommendations to update the policies.

B. The administrator manually updates the policies.

C. The admnistrator requests a Remediation Recommendation Report from Cisco Firepower
D. Cisco Firepower automatically updates the policies.

Answer: A

Explanation:
Ref
httpsy//www.cisco.comy/c/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide-v60/ Tailori

NEW QUESTION # 117
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