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Cisco Securing Networks with Cisco Firepower 300-710 Prüfungsfragen mit
Lösungen (Q119-Q124):
119. Frage 
Which two remediation options are available when Cisco FMC is integrated with Cisco ISE? (Choose two.)

A. DHCP pool disablement
B. host shutdown
C. quarantine
D. port shutdown
E. dynamic null route configured

Antwort: C,D

120. Frage 
Which command is typed at the CLI on the primary Cisco FTD unit to temporarily stop running high-availability?

A. system support network-options
B. configure high-availability suspend
C. configure high-availability disable
D. configure high-availability resume

Antwort: C

Begründung:
Section: Management and Troubleshooting
Explanation/Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config- guide-
v61/firepower_threat_defense_high_availability.html

121. Frage 
A security engineer is deploying Cisco Secure Endpoint to detect a zero day malware attack with an SHA-256 hash of
47ea931f3e9dc23ec0b0885a80663e30ea013d493f8e88224b570a0464084628. What must be configured in Cisco Secure
Endpoint to enable the application to take action based on this hash?

A. correlation policy
B. custom detection list
C. transform set
D. access control rule

Antwort: B

122. Frage 
A network administrator is concerned about the high number of malware files affecting users' machines. What must be done within
the access control policy in Cisco FMC to address this concern?

A. Create an intrusion policy and set the access control policy to block.
B. Create a file policy and set the access control policy to allow.
C. Create an intrusion policy and set the access control policy to allow.
D. Create a file policy and set the access control policy to block.

Antwort: B

Begründung:
Access control rules:
Rule 3: Block evaluates traffic third. Matching traffic is blocked without further inspection. Traffic that does not match continues to
the final rule.
Rule 4: Allow is the final rule. For this rule, matching traffic is allowed; however, prohibited files, malware, intrusions, and exploits



within that traffic are detected and blocked. Remaining non- prohibited, non-malicious traffic is allowed to its destination, though it is
still subject to identity requirements and rate limiting. You can configure Allow rules that perform only file inspection, or only intrusion
inspection, or neither.

123. Frage 
Refer to the exhibit.

An administrator is looking at some of the reporting capabilities for Cisco Firepower and noticed this section of the Network Risk
report showing a lot of SSL activity that cloud be used for evasion. Which action will mitigate this risk?

A. Use encrypted traffic analytics to detect attacks
B. Use SSL decryption to analyze the packets.
C. Use Cisco AMP for Endpoints to block all SSL connection
D. Use Cisco Tetration to track SSL connections to servers.

Antwort: B

124. Frage
......
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