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Cisco Securing Networks with Cisco Firepower 300-710 Prüfungsfragen mit
Lösungen (Q281-Q286):
281. Frage 
The administrator notices that there is malware present with an .exe extension and needs to verify if any of the systems on the
network are running the executable file. What must be configured within Cisco AMP for Endpoints to show this data?

A. vulnerable software
B. file analysis
C. threat root cause
D. prevalence

Antwort: B

282. Frage 
Refer to the exhibit. And engineer is analyzing the Attacks Risk Report and finds that there are over 300 instances of new operating
systems being seen on the network.
How is the Firepower configuration updated to protect these new operating systems?

A. Cisco Firepower gives recommendations to update the policies.
B. Cisco Firepower automatically updates the policies.
C. The administrator requests a Remediation Recommendation Report from Cisco Firepower
D. The administrator manually updates the policies.

Antwort: A

Begründung:
Firepower Recommendations for IPS policies is a tool that work with network discovery to apply recommendations to IPS policies,
but you have to apply that unless you configure your custom IPS policy to automatically take recommendations (not suggested for
low end FW like 1010 because of the memory limit).
https://www.cisco.com/c/en/us/td/docs/security/firepower/60/configuration/guide/fpmc-config- guide-
v60/Tailoring_Intrusion_Protection_to_Your_Network_Assets.html

283. Frage 
An engineer is investigating connectivity problems on Cisco Firepower that is using service group tags. Specific devices are not being
tagged correctly, which is preventing clients from using the proper policies when going through the firewall How is this issue
resolved?

A. Use Wireshark with an IP subnet filter.
B. Use a packet sniffer with correct filtering
C. Use traceroute with advanced options.
D. Use a packet capture with match criteria.

Antwort: C



284. Frage 
An engineer is troubleshooting connectivity to the DNS servers from hosts behind a new Cisco FTD device.
The hosts cannot send DNS queries to servers in the DMZ. Which action should the engineer take to troubleshoot this issue using
the real DNS packets?

A. Use the show blocks command in the Threat Defense CLI tool and create a policy to allow the blocked traffic.
B. Use the Connection Events dashboard to check the block reason and adjust the inspection policy as needed.
C. Use the packet capture tool to check where the traffic is being blocked and adjust the access control or intrusion policy as
needed.
D. Use the packet tracer tool to determine at which hop the packet is being dropped.

Antwort: B

285. Frage 
A network administrator is reviewing a weekly scheduled attacks risk report and notices a host that is flagged for an impact 2 attack.
Where should the administrator look within Cisco FMC to find out more relevant information about this host and attack?

A. Analysis > Hosts > Vulnerabilities
B. Analysis > Hosts > Host Attributes
C. Analysis > Lookup > Whols
D. Analysis > Correlation > Correlation Events

Antwort: A

Begründung:
The Analysis > Hosts > Vulnerabilities page in Cisco FMC displays information about the hosts on the network and their associated
vulnerabilities. The administrator can filter the hosts by impact level, which indicates how likely an attack is to succeed against a host.
An impact level of 2 means that the host was attacked and is potentially vulnerable, but no exploit was confirmed. The administrator
can click on a host to view more details, such as its IP address, operating system, applications, protocols, and intrusion events. The
administrator can also view the details of each vulnerability, such as its CVE ID, description, severity, and recommended actions3

286. Frage
......

Um jeden Kunden geeignete Vorbereitungsmethode für Cisco 300-710 finden zu lassen, bieten wir insgesamt 3 Versionen von
Cisco 300-710 Prüfungsunterlagen, nämlich PDF, Online Test Engine, sowie Simulations-Software. Mindestens wird wohl eine
davon Ihnen am besten bei der Vorbereitung unterstützen. Kostenlose Demos aller drei Versionen sind angeboten. Jede Version
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