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Cisco Implementing and Configuring Cisco Identity Services Engine Sample
Questions (Q216-Q221):

NEW QUESTION # 216
An engineer is using the low-impact mode for a phased deployment of Cisco ISE and is trying to connect to the network prior to
authentication. Which access will be denied in this?

A. EAP
B. DNS
C. HTTP
D. DHCP

Answer: C

Explanation:
HTTP is the most reasonable answer. User that tried to connect needs to connect to DN'S, DHCP and of course EAP.

NEW QUESTION # 217
An engineer is configuring a dedicated SSID for onboarding devices.
‘Which SSID type accomplishes this configuration?

A. guest

B. dual

C. hidden
D. broadcast

Answer: A

Explanation:

A guest SSID is a dedicated SSID that is used for guests and other unauthorized users. It is typically a separate SSID from the main
corporate SSID and has limited access to the network.

This makes it a good choice for onboarding devices, as it allows the engineer to control the access that the devices have to the
network.

The other options are incorrect. A dual SSID is a configuration where two SSIDs are broadcast on the same radio. This is not
necessary for onboarding devices. A hidden SSID is an SSID that is not broadcast. This can be useful for security purposes, but it is
not necessary for onboarding devices. A broadcast SSID is an SSID that is broadcast. This is the default setting for SSIDs and is
not specific to onboarding devices.

NEW QUESTION # 218
Which two endpoint compliance statuses are possible? (Choose two.)

A. valid

B. mvalid

C. compliant
D. known
E. unknown

Answer: C,E

Explanation:

Endpoint Compliance Status:

- Unknown Profile

- Comnpliant Profile

- Noncompliant Profile

https//www.cisco.comvc/en/us/td/docs/security/ise/2-

2/admin_guide/b_ise admin guide 22/b ise admin guide 22 chapter 010111.html



NEW QUESTION # 219
An administrator is configuring RADIUS on a Cisco switch with a key set to Cisc403012128 but is receiving the error
"Authentication failed: 22040 Wrong password or invalid shared secret. "what must be done to address this issue?

A. Configure the key on the Cisco ISE instead of the Cisco switch.

B. Add the network device as a NAD inside Cisco ISE using the existing key.

C. Use a key that is between eight and ten characters.

D. Validate that the key is correct on both the Cisco switch as well as Cisco ISE.

Answer: D

NEW QUESTION # 220

An organization is hosting a conference and must make guest accounts for several of the speakers attending,

The conference ended two days early but the guest accounts are still being used to access the network. What must be configured to
correct this?

A. Create an authorization rule denying guest access.

B. Navigate to the Guest Portal and delete the guest accounts.

C. Navigate to the Sponsor Portal and suspend the guest accounts.
D. Create an authorization rule denying sponsored guest access.

Answer: C

NEW QUESTION # 221
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