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Questions (Q58-Q63):

NEW QUESTION # 58
Refer to the exhibit.
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Which value must be configured in the User Group field when the Cisco AnyConnect Profile is created to connect to an ASA
headend with [Psec as the primary protocol?

A. tunnel-group
B. address-pool
C. group-alias

D. group-policy

Answer: A

Explanation:

Reference:
https://www.cisco.convc/en/us/td/docs/security/vpn_client/anyconnect/anyconnect4 1/
administration/guide/b AnyConnect Administrator Guide 4-1/configure-vpn.html

NEW QUESTION # 59

An administrator is designing a VPN with a partner's non-Cisco VPN solution. The partner's VPN device will negotiate an IKEv2
tunnel that will only encrypt subnets 192.168.0.0/24 going to 10.0.0.0/24. Which technology must be used to meet these
requirements?

A. DMVPN
B. GETVPN
C. VII

D. crypto map

Answer: D

NEW QUESTION # 60



An engineer would like Cisco AnyConnect users to be able to reach servers within the 10.10.0.0/16 subnet while all other traffic is
sent out to the Internet. Which IPsec configuration accomplishes this task?
crypto ikev2 authorization policy Local Authz 01

route set local ipv4 10.10.0.0 0.0.255.255

crypto ikev2 authorization policy Local_Authz_01
route set access-list Secured Routes

ip access-list extended Secured_Routes

permit ip any 10.10.0.0 0.0.255.255

* crypto ikevl authorization policy Local Authz. 01
route set access-list Secured_Routes
ip access-list extended Secured Routes
permit ip any 10.10.0.0 0.0.255.255

crypto ikev2 authorization policy Local_Authz_01
route set remote ipv4 10.10.0.0 0.0.255.255

A. Option C
B. Option A
C. OptionD
D. Option B

Answer: D

Explanation:
https//www.cisco.comvc/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpr/configuration/xe-3s/sec-flex-vpn-xe-3s-book/sec-cfg-flex-
serv.html

NEW QUESTION # 61
Over the weekend, an administrator upgraded the Cisco ASA image on the firewalls and noticed that users cannot connect to the
headquarters site using Cisco AnyConnect. What is the solution for this issue?

A. Upgrade the Cisco AnyConnect client driver to be compatible with the Cisco ASA software image.

B. Upgrade the Cisco AnyConnect client version to be compatible with the Cisco ASA software image.

C. Upgrade the Cisco AnyConnect Start Before Logon module to be compatible with the Cisco ASA software image.
D. Upgrade the Cisco AnyConnect Network Access module to be compatible with the Cisco ASA software image.

Answer: D

NEW QUESTION # 62

*Jul 16 20:21:25.317: ISAKMP (1004): received packet from 192.168.0.2 dport
500 sport 500 Global (R) MM KEY EXCH

*Jul 16 20:21:25.317: ISARMP: reserved not zero on ID payload!

*Jul 16 20:21:25.317: $CRYPTO-4-IKMP BAD MESSAGE: IKE message from 192.168.0.2
failed its sanity check or is malformed

Refer to the exhibit. Which type of mismatch is causing the problem with the [Psec VPN tunnel?

A. crypto access list
B. transform set

C. preshared key
D. Phase 1 policy

Answer: C



Explanation:

Section: Troubleshooting using ASDM and CLI

Explanation/Reference: https//www.cisco.conyc/en/us/support/docs/security-vpr/ipsec-negotiation- ke-protocols/5409- ipsec-
debug-00.htmi#ike

NEW QUESTION # 63
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