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NEW QUESTION # 111 
Which is a wireless network attack?

A. Rogue Access Point
B. Phishing email scam
C. Smurf attack
D. SQL Injection

Answer: A

NEW QUESTION # 112 
Which countermeasure can help in reducing the risk of tailgating?

A. Using complex passwords
B. Enforcing strict login timeouts
C. Conducting regular security audits
D. Implementing biometric security measures

Answer: D

NEW QUESTION # 113 
Which password cracking technique uses precomputed hash values?

A. Phishing
B. Dictionary attack
C. Rainbow table attack
D. Session hijacking

Answer: C

NEW QUESTION # 114 
What is the main goal of password cracking?

A. To encrypt user credentials
B. To gain unauthorized access to a system
C. To secure a system by strengthening passwords
D. To recover a password by exploiting vulnerabilities in the system

Answer: B

NEW QUESTION # 115 
What is a common vulnerability in OT systems that can be exploited in cyber-physical attacks?

A. The use of proprietary protocols
B. Lack of real-time data analysis
C. Interconnectivity with IT networks
D. Absence of physical security controls

Answer: C

NEW QUESTION # 116
......
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