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CompTIA SY0-701 Exam Syllabus Topics:

Topic Details

Topic 1

Security Program Management and Oversight: Finally, this topic discusses elements of effective security
governance, the risk management process, third-party risk assessment, and management processes.
Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.

Topic 2

Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and
motivations, explaining common threat vectors and attack surfaces, and outlining different types of
vulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and
exploring mitigation techniques used to secure enterprises against threats.

Topic 3
General Security Concepts: This topic covers various types of security controls, fundamental security
concepts, the importance of change management processes in security, and the significance of using
suitable cryptographic solutions.

Topic 4

Security Operations: This topic delves into applying common security techniques to computing resources,
addressing security implications of proper hardware, software, and data asset management, managing
vulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses
enhancing enterprise capabilities for security, implementing identity and access management, and utilizing
automation and orchestration for secure operations.

Topic 5

Security Architecture: Here, you'll learn about security implications across different architecture models,
applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.

CompTIA Security+ Certification Exam Sample Questions (Q439-Q444):
NEW QUESTION # 439 
One of a company's vendors sent an analyst a security bulletin that recommends a BIOS update. Which of the following vulnerability
types is being addressed by the patch?

A. Firmware
B. Virtualization
C. Operating system
D. Application

Answer: A

Explanation:
Explanation
Firmware is a type of software that is embedded in hardware devices, such as BIOS, routers, printers, or cameras. Firmware
controls the basic functions and operations of the device, and can be updated or patched to fix bugs, improve performance, or
enhance security. Firmware vulnerabilities are flaws or weaknesses in the firmware code that can be exploited by attackers to gain
unauthorized access, modify settings, or cause damage to the device or the network. A BIOS update is a patch that addresses a
firmware vulnerability in the basic input/output system of a computer, which is responsible for booting the operating system and
managing the communication between the hardware and the software. The other options are not types of vulnerabilities, but rather
categories of software or technology.
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NEW QUESTION # 440 
An employee receives a text message from an unrecognized number claiming to be the Chief Executive Officer and asking the
employee to purchase gift cards. Which of the following types of attacks describes this example?

A. Watering-hole
B. Phishing
C. Disinformation
D. Impersonation

Answer: D

Explanation:
Impersonation involves an attacker pretending to be a trusted individual, such as a CEO, to trick someone into taking an action - in
this case, purchasing gift cards - often seen in social engineering attacks via text or email.

NEW QUESTION # 441 
A company wants to protect a specialized legacy platform that controls the physical flow of gas inside of pipes. Which of the
following environments does the company need to secure to best achieve this goal?

A. SDN
B. IoT
C. SCADA
D. IaaS

Answer: C

Explanation:
Systems that control physical industrial processes-such as pumping gas, water control, electrical grids, or manufacturing lines-fall
under SCADA (Supervisory Control and Data Acquisition) environments.
SCADA systems are part of larger OT (Operational Technology) infrastructures and manage sensors, actuators, valves, flow
controls, and telemetry.
CompTIA Security+ SY0-701 explains that SCADA environments typically:
* Use legacy protocols (e.g., Modbus, DNP3)
* Require high availability
* Often run outdated operating systems
* Have control systems that cannot easily be patched
* Require specialized segmentation and monitoring
This exactly matches the scenario describing a "specialized legacy platform controlling gas flow inside pipes." IaaS (A) is cloud
infrastructure and unrelated to industrial control. SDN (C) relates to software-defined networking, not physical industrial controls.
IoT (D) includes smart devices but is not typically used for large- scale industrial gas control.
Thus, securing SCADA is the correct answer.

NEW QUESTION # 442 
A security administrator recently reset local passwords and the following values were recorded in the system:
Which of the following in the security administrator most likely protecting against?

A. Weak password complexity
B. Account sharing
C. Pass-the-hash attacks
D. Password compromise

Answer: C

Explanation:
The scenario shows MD5 hashed password values. The most likely reason the security administrator is focusing on these values is to
protect against pass-the-hash attacks. In this type of attack, an attacker can use a captured hash to authenticate without needing to
know the actual plaintext password. By managing and monitoring these hashes, the administrator can implement strategies to mitigate
this type of threat.
References =



CompTIA Security+ SY0-701 Course Content: Domain 04 Security Operations.
CompTIA Security+ SY0-601 Study Guide: Chapter on Identity and Access Management.

NEW QUESTION # 443 
A security analyst locates a potentially malicious video file on a server and needs to identify both the creation date and the file's
creator. Which of the following actions would most likely give the security analyst the information required?

A. Check endpoint logs.
B. Obtain the file's SHA-256 hash.
C. Query the file's metadata.
D. Use hexdump on the file's contents.

Answer: C

Explanation:
Metadata is data that describes other data, such as its format, origin, creation date, author, and other attributes. Video files, like
other types of files, can contain metadata that can provide useful information for forensic analysis. For example, metadata can reveal
the camera model, location, date and time, and software used to create or edit the video file. To query the file's metadata, a security
analyst can use various tools, such as MediaInfo, ffprobe, or hexdump, to extract and display the metadata from the video file. By
querying the file's metadata, the security analyst can most likely identify both the creation date and the file's creator, as well as other
relevant information. Obtaining the file's SHA-256 hash, checking endpoint logs, or using hexdump on the file's contents are other
possible actions, but they are not the most appropriate to answer the question. The file's SHA-256 hash is a cryptographic value that
can be used to verify the integrity or uniqueness of the file, but it does not reveal any information about the file's creation date or
creator. Checking endpoint logs can provide some clues about the file's origin or activity, but it may not be reliable or accurate,
especially if the logs are tampered with or incomplete. Using hexdump on the file's contents can show the raw binary data of the file,
but it may not be easy or feasible to interpret the metadata from the hex output, especially if the file is large or encrypted.

NEW QUESTION # 444
......
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