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CompTIA Linux+ Certification Exam 58 & XKO0-005 58 5% &8 (Q116-Q121):

ER #116

A Limix user reported the following error after trying to connect to the system remotely:

ssh: connect to host 10.0.1.10 port 22: Resource temporarily unavailable The Linux systems administrator executed the following
commands in the Linux system while trying to diagnose this issue:
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CE Q O 0.0.0.0:22 0.0.98.0:*% LISTEN

Which of the following commands will resolve this issue?

e A firewall-cmd --zone=public --permanent --add-port=22/udp
e B. systenctl enable firewalld; systemct] restart firewalld

e (. firewall-cmd --zone=public --permanent --add-service=22
e D. firewall-cmd --zone=public --permanent --add-service=ssh

Ef#: D
fEE L

The firewall-cimd --zone=public --permanent --add-service=ssh command will resolve the issue by allowing SSH connections on
port 22 in the public zone of the firewalld service. This command will add the ssh service to the permanent configuration of the public
zone, which means it will persist after a reboot or a reload of the firewalld service. The firewall-cmd --zone=public --permanent --
add-service=22 command is invalid, as 22 is not a valid service name. The systemct] enable firewalld; systemct] restart firewalld
command will enable and restart the firewalld service, but it will not change the firewall rules. The firewall-cmd --zone=public --
permanent --add-port=22/udp command will allow UDP traffic on port 22 in the public zone, but SSH uses TCP, not UDP.
Reference: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 18: Securing Linux Systems, page 543.

R #117
A Linux system fails to start and delivers the following error message:

Which of the following commands can be used to address this issue?

A. fdisk /dev/sdal

B. fsck.ext4 /dev/sdal
C. mkfs.ext4 /dev/sdal
D. partprobe /dev/sdal

EfE: B

R :

The command fsck.ext4 /dev/sdal can be used to address the issue. The issue is caused by a corrupted filesystem on the /dev/sdal
partition. The error message shows that the filesystem type is ext4 and the superblock is mvalid. The command fsck.ext4 is a tool for
checking and repairing ext4 filesysterms. The command will scan the partition for errors and attempt to fix them. This command can
resolve the issue and allow the systemto start. The other options are incorrect because they either do not fix the filesystem
(partprobe or fdisk) or destroy the data on the partition (mkfs.ext4). References: CompTIA Linux+ (XK0-005) Certification Study
Guide, Chapter 10: Managing Storage, page 325.

HMH#118



A systerms administrator is working on an SFTP server configuration. Which of the following commands will best enable the
connectivity to that service fromthe 10.10.0.0/24 network?

A. sudo ufw allow from 10.10.0.0/24 to any port 22
B. sudo ufw allow 0:222/tcp from 10.10.0.0

C. sudo ufiv allow from 10.10.0.0/24

D. sudo ufw allow in on ethQ to any port 22

Ef#: A

fiE L.

To allow SFTP (which usesport 22, same as SSH) from a specific subnet usingUFW, the most specific and correct syntax is:
bash

sudo ufw allow from 10.10.0.0/24 to any port 22

* This allows trafficfrom a specific subnet to port 22, which is what's required.

* Option B allows traffic on an interface but isnot limited to the subnet.

* Option C is incomplete - it allowsall portsfrom the subnet.

* Option D ismalformed syntax- 0:222/tcp is not a valid port range or UFW format.

Reference:CompTIA Limux+ XK0-005 Official Study Guide, Domain 3.0 - Security

"UFW rules can be configured to restrict access by IP range and port. For SFTP, allow port 22 specifically from the required
subnet."

R #119
A developer has been unable to remove a particular data folder that a team no longer uses. The developer escalated the issue to the

systems administrator. The following output was received:

# rmdir data/

rmdir: failed to remove ‘data/': Operation not permitted
# rm -rf data/

rm: cannot remove ‘data': Operation not permitted

# mv data/ mydata

mv: cannot move ‘data/' to ‘mydata': Operation not permitted
# cd data/

# cat > test.txt

bash: test.txt: Permission denied

Which of the following commands can be used to resolve this issue?

e A. chgp -R 755 data/
e B. chmod -R 777 data/
e C. chown-R data/

e D. chattr -R -idata/

IEf#: D

AR :

The command that can be used to resolve the issue of being unable to remove a particular data folder is chattr - R -i data/. This
command will use the chattr utility to change file attributes on a Linux file system. The -R option means that chattr will recursively
change attributes of directories and their contents. The -1 option means that chattr will remove (unset) the immutable attribute from
files or directories. When a file or directory has the immutable attribute set, it cannot be modified, deleted, or renamed.

The other options are not correct commands for resolving this issue. The chgrp -R 755 data/ command will change the group
ownership of data/ and its contents recursively to 755, which is not a valid group name. The chgrp command is used to change
group ownership of files or directories. The chmod -R 777 data/ command will change the file mode bits of data/ and its contents
recursively to 777, which means that everyone can read, write, and execute them. However, this will not remove the immutable
attribute, which prevents deletion or modification regardless of permissions. The chmod command is used to change file mode bits of
files or directories. The chown -R data/ command is incomplete and will produce an error. The chown command is used to change
the user and/or group ownership of files or directories, but it requires at least one argument besides the file name. References:
CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter 7:



Managing Disk Storage; chattr(1) - Linux manual page; chgrp(1) - Linux manual page; chmod(1) - Linux manual page; chown(1) -
Linux manual page

HA #120

A systens administrator is receiving tickets fromusers who cannot reach the application app that should be listening on port
9443/tcp on a Linux server.

To troubleshoot the issue, the systems administrator runs netstat and receives the following output:

# netstat —anp | grep appd I grep —-w LISTEN

tcp 0 0 127.0.0.1:9443 0.0.0.0:* LISTEN 1234/appd

Based on the nformation above, which of the following is causing the issue?

A. The application is listening on port 1234.

B. The IP address 0.0.0.0 is not valid.

C. The application is listening on the loopback interface.
D. The application is not running,

EfE: C

AR :

The server is ina "Listen” state on port 9943 using its loopback address. The "1234" is a process-id The cause of the issue is that
the application is listening on the loopback interface. The loopback interface is a virtual network interface that is used for internal
commumnication within the system. The loopback interface has the IP address 127.0.0.1, which is also known as localhost. The
netstat output shows that the application is listening on port 9443 using the IP address 127.0.0.1. This means that the application can
only accept connections fiom the same system, not from other systens on the network. This can prevent the users from reaching the
application and cause the issue. The administrator should configure the application to listen on the IP address 0.0.0.0, which means
all available interfaces, or on the specific IP address of the system that is reachable from the network. This will allow the application
to accept connections from other systers and resolve the issue. The cause of the issue is that the application is listening on the
loopback interface. This is the correct answer to the question. The other options are incorrect because they are not supported by the
outputs. The IP address 0.0.0.0 is valid and means all interfaces, the application is not listening on port 1234, and the application is
running as shown by the process ID 1234. References: CompTIA Linux+ (XK 0-005) Certification Study Guide, Chapter 12:
Managing Network Connections, page 383.
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