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F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q28-Q33):
NEW QUESTION # 28 
A BIG-IP Administrator needs to change the management IP address of a BIG-IP device. Where should the administrator perform
this task?

A. Network > Self IPs
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B. Network > VLANs
C. System > Platform
D. Network > Interfaces

Answer: C

Explanation:
Management of the device's identity and primary out-of-band connectivity is a central Control Plane responsibility.
* Platform Settings: The System > Platform section of the Configuration Utility is used to manage global hardware and system
parameters, including the hostname, management IP address, and time zone.
* Management vs. Data Plane: It is critical to distinguish between the management interface and TMM data interfaces. While data
plane IPs (Self IPs) are configured under Network > Self IPs, the dedicated management port settings are grouped with other
platform-level configurations.
* Access Control: This area is also used to manage administrative security, such as restricting SSH or HTTPS access to specific
management subnets or IP addresses.
* Impact of Change: Changing the management IP will immediately disconnect any active GUI or SSH sessions using the current
management IP. The administrator must reconnect using the newly assigned address.

NEW QUESTION # 29 
As an organization grows, more people have to log into the BIG-IP. Instead of adding more local users, the BIG-IP Administrator is
asked to configure remote authentication against a central authentication server.
Which two types of remote server can be used here? (Choose two answers)

A. OAUTH
B. RADIUS
C. LDAP
D. SAML

Answer: B,C

Explanation:
BIG-IP supports remote authentication by integrating with centralized authentication services through its AAA framework. The
supported and commonly used remote authentication servers include:
* LDAP (A)Used to authenticate users against directory services such as Active Directory or other LDAP-compliant directories.
* RADIUS (C)Commonly used for centralized authentication, authorization, and accounting, especially in network and security
environments.
Why the other options are incorrect:
* OAUTH (B) is an authorization framework, not supported as a direct administrative authentication backend for BIG-IP
management access.
* SAML (D) is primarily used for single sign-on (SSO) in application authentication scenarios, not for BIG-IP administrative login
authentication.
Thus, the correct remote authentication server types are LDAP and RADIUS.

NEW QUESTION # 30 
Administrative user accounts have been defined on the remote LDAP server and are unable to log in to the BIG-IP device. Which
log file should the BIG-IP Administrator check to find the related messages?28

A. /var/log/user.log
B. /var/log/messages
C. /var/log/ltm
D. /var/log/secure

Answer: D

Explanation:
Comprehensive and Detailed Explanation From BIG-IP A34dministration Control Plane Administration documents: Authentication
and authorization events are handled by the system's PAM (Pluggable Authentication Modules). For Control Plane security auditing,
all login attempts-whether local or remote (LDAP/RADIUS/TACACS+)-and SSH-related security events are recorded in
/var/log/secure. This is the primary log for troubleshooting administrative access issues



NEW QUESTION # 31 
A BIG-IP Administrator needs to update the list of configured NTP servers. In which area of the Configuration Utility should the
BIG-IP Administrator perform this update?

A. System > Services
B. System > Platform
C. System > Preferences
D. System > Configuration

Answer: D

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: NTP (Network
Time Protocol) is vital for management connectivity and HA state synchronization. Correct time is required for log timestamping and
device trust group communication46. To manage these settings, the administrator navigates to System > Configuration, where
general system-level services like NTP and DNS are defined to ensure the Control Plane remains synchronized with the network
environment.

NEW QUESTION # 32 
A BIG-IP Administrator suspects that one of the BIG-IP device power supplies is experiencing power outages. Which log file
should the BIG-IP Administrator check to verify the suspicion?

A. /var/log/audit
B. /var/log/kern.log
C. /var/log/ltm
D. /var/log/daemon.log

Answer: C

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Although
/var/log/ltm is primarily associated with Local Traffic Manager events, it is also the primary destination for system-level alerts
generated by the Control Plane's chmand (Chassis Manager Daemon). Hardware status changes, including power supply failures,
fan speeds, and temperature warnings, are logged as "notice" or "critical" events within the LTM log file.

NEW QUESTION # 33
......
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