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H #4717

You have an Azure DevOps release pipeline as shown in the following exhibit.

You need to complete the pipeline to configure OWASP ZAP for security testing,

Which five Azure CLI tasks should you add insequence? To answer, move the tasks from the list of tasks to the answer area and
arrange them in the correct order.
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Tasks Answer Area

Build machine image ~

Convert Report Format

Download the file | @ @
Publish Test Resuits ] @ @
a’y

'[ Docker CLI installer

Explanation:

Defining the Release Pipeline

Once the application portion of the Release pipeline has been configured, the security scan portion can be defined. In our exanple,
this consists of 8 tasks, primarily using the Azure CLI task to create and use the ACI instance (and supporting structures).
Otherwise specified, all the Azire CLI tasks are Inline tasks, using the default configuration options.

Reference:
https:/devblogs.microsoft.com/premier-developer/azire-devops-pipelines- leveraging-owasp-zap-in-the- release-pipeline/

HR #478

You have an Azure subscription that contains two resource groups named Contoso RG and Contoso Dev, an Azure data factory
named Contoso Data Factory, and a release pipeline in Azure Pipelines named Pipelinel.

You plan to deploy Contoso Data Factory to ContosoRG by using Pipelinel.

You add the Azure Resource Manager (ARM) template deployment task shown the following exhibit.

fE L

Explanation:

Deployment Mode

Location specified in the Linked artifact variable

B #479

You have a project in Azure DevOps.

You plan to deploy a self-hosted agent by using an unattended configuration script.

‘Which two values should you define in the configuration script? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. the project name

B. the organization URL

C. the agent pool name

D. authorization credentials

E. the deployment group name

IEﬁ! B\ D

f# L

Unattended config:

The agent can be set up from a script with no human intervention. You must pass --unattended and the answers to all questions.
To configure an agent, it must know the URL to your organization or collection and credentials of someone authorized to set up
agents. All other responses are optional.

Reference:

httpsv/docs.microsoft.conven-us/azure/devops/pipelines/agents/v2-windows Overview



E R #480

You manage build and release pipelines by using Azire DevOps. Your entire managed environment resides in Azure.

You need to configure a service endpoint for accessing Azure Key Vault secrets. The solution must meet the following requirements:
* Ensure that the secrets are retrieved by Azure DevOps.

* Avoid persisting credentials and tokens in Azure DevOps.

How should you configure the service endpoint? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

AR :

Explanation

Box 1: Azure Pipelines service connection

Box 2: Managed Service Identity Authentication

The managed identities for Azure resources feature in Azure Active Directory (Azure AD) provides Azure services with an
automatically managed identity in Azure AD. You can use the identity to authenticate to any service that supports Azure AD
authentication, including Key Vault, without any credentials in your code.

Reference:

https://docs.microsoft.comven-us/azure/devops/pipelines/tasks/deploy/azire-key-vault
https://docs.microsoft.conven-us/azure/active-directory/managed- identities-azure-resources/overview

E R #481

You need to implement the code flow strategy for Project2 in Azure DevOps.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange in the correct order.

Ef#:

R -

Explanation

Step 1: Create a repository

A Git repository, or repo, is a folder that you've told Git to help you track file changes in. You can have any number of repos on
your conmputer, each stored in their own folder.

Step 2: Create a branch

Branch policies help teans protect their important branches of development. Policies enforce your team's code quality and change
management standards.

Step 3: Add a build validation policy

‘When a build validation policy is enabled, a new build is queued when a new pull request is created or when changes are pushed to
an existing pull request targeting this branch. The build policy then evaluates the results of the build to determine whether the pull
request can be completed.

Scenario:

Implement a code flow strategy for Project2 that will:

Enable Team? to submit pull requests for Project2.

Enable Team? to work independently on changes to a copy of Project2.

Ensure that any intermediary changes performed by Teanm2 on a copy of Project2 will be subject to the same restrictions as the ones
defined in the build policy of Project2.

References: https:/docs.microsoft.com/en-us/azure/devops/repos/git/manage- your-branches

Topic 2, Case Study: 10verview

Existing Environment

Litware, Inc. an independent software vendor (ISV) Litware has a main office and five branch offices.

Application Architecture

The company' s primary application is a single monolithic retirement fimd management system based on ASP.NE T web forms that
use logic written in V8.NET. Some new sections of the application are written in C#.

Variations of the application are created for individual customers. Currently, there are more than 80 have code branches in the
application's code base.

The application was developed by using Microsoft Visual Studio. Source code is stored in Team Foundation Server (TFS) in the



main office. The branch offices access of the source code by using TFS proxy servers.

Architectural Issues

Litware focuses on writing new code for customers. No resources are provided to refactor or remove existing code. Changes to the
code base take a long time, AS dependencies are not obvious to individual developers.

Merge operations of the code often take months and involve many developers. Code merging frequently introduces bugs that are
difficult to locate and resolve.

Customers report that ownership costs of the retirement find management system increase continually. The need to merge unrelated
code makes even minor code changes expensive.

Requirements

Planned Changes

Litware plans to develop a new suite of applications for investment planning. The investment planning Applications will require only
minor integration with the easting retirement find management system.

The investment planning applications suite will include one muilti-tier web application and two iOS mobile applications. One mobile
application will be used by employees; the other will be used by customers.

Litware plans to move to a more agile development methodology. Shared code will be extracted into a series of package.

Litware has started an internal cloud transformation process and plans to use cloud based services whenever suitable.

Litware wants to become proactive m detecting failures, rather than always waning for customer bug reports.

Technical Requirements

The company's investment planning applications suite must meet the following technical requirements:

* New incoming connections through the firewall must be minimized.

* Members of a group named Developers must be able to install packages.

* The principle of least privilege must be used for all permission assignments

* A branching strategy that supports developing new functionality in isolation must be used.

* Members of a group named Team leaders must be able to create new packages and edit the permissions of package feeds

* Visual Studio App Center must be used to centralize the reporting of mobile application crashes and device types in use.

* By default, all App Center must be used to centralize the reporting of mobile application crashes and device types in use.

* Code quality and release quality are critical. During release, deployments must not proceed between stages if any active bugs are
logged against the release.

* The mobile applications must be able to call the share pricing service of the existing retirement flnd management system. Until the
system is upgraded, the service will only support basic authentication over HUPS.

* The required operating system configuration tor the test servers changes weekly. Azure Automation State Configuration must be
used to ensure that the operating system on each test servers configured the same way when the servers are created and checked
periodically.

Current Technical

The test servers are configured correctly when first deployed, but they experience configuration drift over time. Azure Automation
State Configuration fails to correct the configurations.

Azure Automation State Configuration nodes are registered by using the following command.

H R #482
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