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PR #151

A renowned research institute with a high-security wireless network recently encountered an advanced cyber attack. The attack was
not detected by traditional security measures and resulted in significant data exfiltration. The wireless network was equipped with
WPA3 encryption, MAC address filtering, and had disabled SSID broadcasting. Intriguingly. the attack occurred without any
noticeable disruption or changes in network performance. After an exhaustive forensic analysis, the cybersecurity team pinpointed
the attack method. Which of'the following wireless network-specific attacks was most likely used?

A. KRACK (Key Reinstallation Attack), exploiting vulnerabilities in the WPA2 protocol

B. Evil Twin Attack, where a rogue access point mimics a legitimate one to capture network traffic
C. Jamming Attack, disrupting network communications with interference signals

D. Bluesnarfing. exploiting Bluetooth connections to access network data

Z%: B

il RE #152
Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to the
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Wireshark menu icon that contains iterms to manipulate, display and apply filters, enable, or disable the dissection of protocols, and
configure user-specified decodes.
Identify the Wireshark menu Leilani has navigated in the above scenario.

A. Statistics
B. Capture
C. Analyze
D. Main toolbar

EX: B
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A company decided to implement the cloud infrastructure within its corporate firewall 10 secure sensitive data from external access.
The company invested heavily in creating a cloud architecture within its premises to manage full control over its corporate data.
‘Which of the following types of cloud deployment models did the company implement in this scenario?

A. Private cloud
B. Public cloud
C. Multi cloud

D. Commumity cloud
EE: A

fE R A«

Private cloud is the type of cloud deployment model that the company implemented in this scenario. Cloud computing is a model that
provides on-demand access to shared and scalable computing resources, such as servers, storage, networks, applications, etc., over
the internet or a network. Cloud computing can have different types based on its service or deployment model. A cloud deployment
model defines how and where the cloud mfrastructure and services are hosted and accessed.A cloud deployment model can have
different types, such as public cloud, private cloud, hybrid cloud, community cloud, etc. A private cloud is a type of cloud
deployment model that provides exclusive access to cloud infrastructure and services to a single organization or entity. A private
cloud can be hosted within or outside the organization's premises and managed by the organization or a third-party provider.A
private cloud can be used to secure sensitive data from external access and maintain fill control over the corporate data.In the
scenario, the company decided to implement the cloud infrastructure within its corporate firewall to secure sensitive data from
external access. The company invested heavily in creating a cloud architecture within its premises to manage full control over its
corporate data. This means that the company implemented a private cloud for this purpose. A multi-cloud is not a type of cloud
deployment model, but a term that describes a strategy that uses muiltiple public or private clouds from different providers for
different purposes or functions.A public cloud is a type of cloud deployment model that provides open access to cloud infrastructure
and services to multiple organizations or entities over the internet. A public cloud can be hosted and managed by a third- party
provider that owns and operates the cloud infrastructure and services.A community cloud is a type of cloud deployment model that
provides shared access to cloud infrastructure and services to multiple organizations or entities that have common interests or goals.

FIRE #154

Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked with discovering the operating
system (OS) of a host. He used the Unkornscan tool to discover the OS of the target system. As a result, he obtained a TTL value,
which Indicates that the target system is running a Windows OS.

Identify the TTL value Henry obtained, which indicates that the target OS is Windows.

A0
B. 1
C.2
D.3

£%: B

fE R A -

128 is the TTL value that Henry obtained, which indicates that the target OS is Windows. TTL (Time to Live) is a field in the TP
(Internet Protocol) header that specifies how long a packet can remain in a network before it is discarded or dropped. TTL is
usually expressed in seconds or hops (the number of routers or gateways that a packet passes through). TTL is used to prevent
packets from looping endlessly in a network or consuming network resources . Different operating systens have different default



TTL values for their packets. By observing the TTL value of a packet froma target system or network, one can infer the operating
system of the target . Some common TTL values and their corresponding operating systems are:

* 64: Linux, Unix, Android

* 128: Windows

* 255: Cisco 10S

* 60: Mac OS

In the scenario, Henry used Nmap tool to discover the OS of the target system. Nmap (Network Mapper) is a tool that can perform
various network scanning and enumerationtasks, such as port scanning, OS detection, service identification, etc . Nmap can use
various techniques to detect the OS of a target system, such as TCP/IP fingerprinting, which involves analyzing various TCP/IP
characteristics of packets from the target system, such as TTL value. In the scenario, Henry obtained a TTL value of 128 , which
indicates that the target OS is Windows.

Fi =8 #155

Zion belongs to a category of employees who are responsible for implementing and managing the physical security equipment
installed around the facility. He was instructed by the management to check the finctionality of equipment related to physical
security. Identify the designation of Zion.

A. Supervisor

B. Safety officer

C. Chief nformation security officer
D. Guard

ZX: D

fE AR -

It identifies the designation of Zion. A guard is a person who is responsible for implementing and managing the physical security
equipment installed around the facility. A guard typically performs tasks such as:

- Checking the finctionality of equipment related to physical security Monitoring the surveillance cameras and alarns

- Controlling the access to restricted areas

- Responding to emergencies or incidents

In the above scenario, Zion belongs to this category of employees who are responsible for implementing and managing the physical
security equipment installed around the facility.
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