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Palo Alto Networks System Engineer - Prisma Cloud Professional Sample
Questions (Q13-Q18):
NEW QUESTION # 13 
Which RQL string using network query attributes returns all traffic destined for Internet or for Suspicious IPs that also exceeds
1GB?

A. network where bytes > 1GB and destination = 'Internet IPs' OR 'Suspicious IPs'
B. network where dest publicnetwork IN ('Internet IPs', 'Suspicious IPs') AND bytes > 1000000000
C. network where publicnetwork = ('Internet IPs', 'Suspicious IPs') AND bytes > 1000000000
D. show traffic where destination.network = ('Internet IPs', 'Suspicious IPs') AND bytes > 1000000000

Answer: B

Explanation:
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-rql-reference/rql-reference/rql-examples All network traffic
that is greater than 1GB and destined to Internet or Suspicious IPs (allows you to identify data exfiltration attempt on any cloud
environment).
networkwheredest.publicnetwork IN ('Internet IPs','Suspicious IPs') AND bytes > 1000000000

NEW QUESTION # 14 
What happens in Prisma Cloud after Training Model Threshold or Alert Disposition is changed?

A. Existing alerts and new alerts are regenerated based on the new setting.
B. New alerts are generated based on the new setting.
C. Changes will take effect after a new learning phase of 30 days.
D. System will perform a reboot, deleting all past alerts.

Answer: A

NEW QUESTION # 15 
Which pillar of the Prisma Cloud platform can secure outbound traffic, stop lateral attack movement, and block inbound threats?

A. Cloud Identity Security
B. Cloud Code Security
C. Cloud Workload Protection (CWP)
D. Cloud Network Security

Answer: D

NEW QUESTION # 16 
When protecting against attempts to exploit client-side and server-side vulnerabilities, what is the Palo Alto Networks best practice
when using NGFW Vulnerability Protection Profiles?

A. Clone the predefined Strict Profile, with packet capture settings enabled
B. Use the default Vulnerability Protection Profile to protect clients from all known critical, high, and medium-severity threats
C. Use the default Vulnerability Protection Profile to protect servers from all known critical, high, and medium-severity threats
D. Clone the predefined Strict Profile, with packet capture settings disabled

Answer: A
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NEW QUESTION # 17 
The following error is received when performing a manual twistcli scan on an image:

What is missing from the command?

A. username
B. registry path for image name
C. password
D. console address

Answer: B

NEW QUESTION # 18
......
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