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HEE #61

An employee of a pharmaceutical company accidentally checked in code that contains AWS secret keys to a public GitHub
repository, which exposes production resources to attackers.

‘Which mitigation strategy must a security engineer recommend to prevent future reoccurrence?

A. Inplement a phishing education campaign.

B. Add a web application firewall

C. Implement a more granular port security strategy.
D. Configure a SCM precommit hook.

HE: D

3.

An SCM (Source Code Management) precommit hook scans code for sensitive information such as AWS keys before it is
committed. This prevents developers from accidentally pushing secrets to public reposttories, protecting production resources from
exposure.
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HEZ #62

A company hosted muiltiple applications in the Kubernetes environment, using the naming app01, app02, and so on. An app01 user
could access app02 data because no security measures are implemented. The administrator decided to place each application within
a separate namespace and ensure that the namespaces are completely isolated and cannot communicate with each other. Which
solution must be used to accomplish the task?

A. RoleBinding

B. HTTPRoute

C. NetworkPolicy
D. Gateway

HE: C

MY

In Kubernetes, a NetworkPolicy controls commumication between pods and namespaces. By applying policies that deny cross-
namespace traffic, the administrator can ensure each application (e.g., app01, app02) is isolated and cannot access data from other
namespaces.

HEE #63

A company recently discovered that a former employee, who left to join a competitor, continued to access and exfiltrate sensitive
data over several weeks after leaving, The breach highlighted vulnerabilities in the organization's data security and access
management practices. To prevent such incidents in the future, the organization must adopt measures that detect and restrict
unauthorized data access and transfer. Which mitigation strategy must be implemented to address the issue?

A. Deploy audit logging and monitoring solution.
B. Upgrade network policy access.

C. Inplement web application firewall.

D. Implement data loss prevention strategy.

HEe. D

MH.

A Data Loss Prevention (DLP) strategy directly addresses the problem of unauthorized access and exfiltration of sensitive data.
DLP tools monitor, detect, and block suspicious data transfers, ensuring that insiders or former employees cannot copy, email, or
upload sensttive information without authorization. This provides the required prevention and control that the scenario calls for.

A2 #64

A software development company uses multiple cloud providers to host the applications. The company is designing a scalable
firewall solution that must meet the requirements:

- Consistent security policies across multiple cloud environments.

- Centralized visibility and management.

- Scalability to accommodate different cloud platforns.

Which type of firewall meets the requirements?

A. distributed firewall
B. traditional firewall
C. host-based firewall
D. zone-based firewall

HE:. A

Y.

A distributed firewall is designed for muilti-cloud and hybrid environments. It ensures consistent security policies across muiltiple
platforms, offers centralized visibility and management, and scales seamlessly with workloads across different cloud providers. This
directly meets the requirements of the scenario, unlike traditional or host-based solutions that lack centralized scalability across

multiple clouds.

BB #65



An IT company experienced the spread of malicious content between user endpoints, which impacted business critical resources.
The company wants to implement a solution to control communication between individual endpoints on the network. Which
approach achieves the goal?

A. TrustSec
B. RADIUS
C. profiling
D. posture

HE: A

Y.

Cisco TrustSec enables software-defined segmentation by assigning Security Group Tags (SGTs) to endpoints and enforcing
commumnication policies. This allows granular control of traffic between individual endpoints, preventing the spread of malicious
content across the network.
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