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¢ Role of'the IT department in IT infrastructure management, disaster recovery, and business continuity

processes: This section of the exam measures skills of Systems Administrators and explains how the IT
T | department manages mfrastructure and supports recovery processes to keep operations running during
disruptions. It mtroduces how IT teans protect systens, restore services, and maintain continuity for the
business.

¢ Structure, function, and security associated with networks: This section of the exam measures skills of [T
Support Specialists and outlines the basic components of networks, how they operate, and the security
FE2 needed to protect them It provides a simple view of how network structures support communication and

how security measures protect information.
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¢ Data management functions in databases: This section of the exam measures the skills of Systems

Administrators and summarizes the basic functions involved in managing data within databases. It
FRE3 introduces how data is stored, organized, and accessed, giving learners a simple understanding of how
essential database tasks support business information needs.

¢ Basics of Programming Languages in Software Development: This section of the exam assesses the skills of]

IT Support Specialists and covers the fundamental purpose of programming languages in software
FE 4 development. It provides a simple description of how programming works and how developers use
languages to build tools and applications.

¢ Introduction to IT: This section of the exam measures the skills of IT Support Specialists and explains
mformation technology as a discipline, along with how the IT department supports business activities. It
provides a simple overview of different IT areas such as systems and services, networks and security,
scripting and programming, data management, and the business side of IT. Learners see how these areas
connect with each other and how they contribute to organizational operations.
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‘Which operating system component schedules when each application runs?

A. File manager
B. User interface
C. Driver

D. Kernel

ZEX: D

it REES B -

The kernel schedules when each application runs. In operating systens, scheduling is the process of deciding which program or
process gets access to the CPU and for how long. This is essential for multitasking, where many applications appear to run at the
same time. The kernel contains the process scheduler, which manages ready queues, assigns CPU tine slices, handles context
switching, and enforces priority rules so that system tasks and user applications run smoothly. In Information Technology, this
function is part of core resource management, alongside memory management and device coordination. The user interface controls
how the system s presented to users, such as command-line or graphical interfaces. The file manager focuses on storing, retrieving,
and organizing files and folders. Drivers translate operating system commands into device- specific actions for hardware such as
keyboards, printers, and disk controllers. Since scheduling is a core OS responsibility handled internally, the correct component is
the kernel
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‘Which two languages are scripted?
Choose 2 answers

e A PHP
¢ B. Python
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e C. Ada
e D.C

EX: AB
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Scripting languages are a specific type of programming language that is interpreted rather than requiring compilation. They are
designed for specific runtime environments to provide additional functions, integrate complex systems, and communicate with other
programming languages12.

Here are the two scripted languages from the given options:

1.PHP (Hypertext Preprocessor):

oPHP is a widely used server-side scripting language.

olt is primarily used for web development to create dynamic web pages.

oPHP scripts are executed on the server before the HTML is sent to the client's browser.

olt can interact with databases, handle forns, and perform various server-side tasks.

oPopular platforms like WordPress and Joomla are built using PHP.

2.Python:

oPython is a versatile and powerful scripting language.

olt is known for its readability and concise syntax.

oPython can be used for web development, data analysis, scientific computing, automation, and more.

olt is both a server-side and client-side scripting language.

oPython's extensive libraries make it suitable for a wide range of applications.

References:

*1Coursera: What Are Scripting Languages?

*2IONOS: Explanation, Features, and Examples of Scripting Languages
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When would a business intelligence (BI) system be useful in making a decision?

e A. When figuring out when to reorder store nventory for a particular stock keeping unit (SKU)

¢ B. When determining the average salary of the company's executives

¢ C. When deciding if a restaurant should use more organic food in its menu, based on customer reviews and an analysis of
current costs

¢ D. When deciding whether to promote an employee by looking at their annual sales performance

ER: C
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A BI system shines in this scenario because it leverages the power of data from various sources and turns that into actionable
nsights:

*Customer Sentiment Analysis: Bl systems can incorporate natural language processing to analyze customer reviews, gauging
sentiment and preferences towards organic food. Trends and patterns can be identified.

*Cost Analysis: Bl can pull in data on ingredient costs (organic vs. conventional), preparing a comprehensive analysis of how
switching to more organic food would impact operational expenses.

*Decision Support: By combining customer sentiment, cost analysis, and potentially market trends (through external data
integration), a BI system can provide a holistic view of the trade-offs and the potential impact of increasing organic food usage.

R #100
Which type of off-site storage is an empty shell that can be used for operations in the event of a natural disaster or terrorist attack?

A. Warm site
B. Icy site

C. Cold site
D. Hot site

ER: C
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The type of off-site storage that serves as an empty shell for operations during a natural disaster or terrorist attack is a Cold sitel.



Unlike a Hot site, which is fully operational and ready for immediate use, a Cold site requires setup and provisioning before it can be
utilized]. It provides a cost-effective solution for disaster recovery while minimizing ongoing expenses.
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‘Which method is frequently used to protect software?

A. GNU General Public License
B. Copyrights

C. Trademarks

D. Fair use

EX: B

R -

Software protection involves safeguarding software applications from unauthorized use, distribution, or reproduction. Various
methods are employed to protect software, but one of the most frequently used approaches is through copyrights. Here's why:
1.Copyrights:

oDefinition: Copyright protection grants exclusive rights to the creator or owner of the software. It prevents others from copying,
distributing, or using the software without permission.

oHow It Works:

When a software developer creates an original program, they automatically hold the copyright to it.

The copyright holder can specify licensing terms and conditions, allowing or restricting certain uses.

Users must conply with these terns to legally use the software.

oBenefits:

Legal Protection: Copyright laws provide legal recourse against infiingement.

Revenue Control: Developers can license their software and generate revenue.

Innovation Encouragement: Copyright protection encourages innovation by rewarding creators.

oReferences: 12

2.0Other Methods:

0oGNU General Public License (GPL): GPL is an open-source license that allows users to freely use, modify, and distribute
software. However, it requires derivative works to be open-source as well.

oFair Use: Fair use is a legal doctrine that permits limited use of copyrighted material without permission for purposes such as
criticism, commentary, or education.

oTrademarks: Trademarks protect brand names, logos, and symbols associated with software. While not directly related to software
protection, trademarks play a role in branding and identity.

In summary, while other methods exist, copyrights remain a findamental and frequently used approach to protect software from
unauthorized use and ensure developers' rights are respected.

References:

1.CrowdStrike: Software Security

2.Baeldung: Methods to Protect Software From Piracy

3.Microcosm: What is software protection?
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