ISO-IEC-27001-Lead-Auditor-CN7 A b4 > 7 Wi
8. ISO-IEC-27001-Lead-Auditor-CNE It 55 5 jE

Cosmic Certifications Limited
Summary of audit findings:

Opportunities for Improvement (OT)

Lot

Item Findings Requirements | Follow-up
(The arganisation should improve the overall awareness of infarmation Clause 7.4 2nd WA
1 il
Becunty incident management respansdality and process. Control 4.5.24

Honconformities (NCs)
drem  Fndngs
During the audit on the outsaurced process;sampling gng of

the sutsourced service contracts withoWeCarg the madical

1. device manufacturer fi
data
securily requiremants in the contract.

C dies mot include personal

otection and &g mokznce as part of the information

During the udit on information secunty during the business

continuity process, sampling one of the senvice continuity and 4 Commedive
s i E Clause B.1 and
. recovery plans for the restdent’s healthy status monitodng MEnor @ctions ang
. Control A.5.29
serice, The auditor found the recovery plan has not yet been iz required,
tested.

sipnied by Audit

Team Leader

P.S. ShikenPASS#%}Google Drive T34 L T v» 3 Kl 2> D F L 2 ISO-IEC-27001-Lead-Auditor-CNX' >
7"+ httpsy/drive.google.comfopen?id=1MIW_7qwU9fQpw4od WINSK ZIIZtSS

214 i . {Exancode} iR B ZBE DIFEDR N #R T, HETE T F@BMINz LS nn &L
fzo 1272 L {Examcode}RBE % BB ¥ 212 id + ISO-IEC-27001-Lead-Auditor-CNEX B D ¥l 12 £ < DB % B
TUNERD Y £ ¥, ISO-IEC-27001-Lead-Auditor-CNIEEEABR 2 EAN T 2 & JHO Y 27 H 4 b E 7 0 OFH
EFHALTIRTOD2—HF—D7 54 Ny —5BESHL. "y #—DBHA*PHEET. Fofobld. EVRA AR
BEFEOLDICTHUEERINLBECOABETEZELELITWDE LY. BHOFHEEL D & 2 21TAE
—WIT W £ ¥ A . ISO-IEC-27001-Lead-Auditor-CNERBE B I BTE L B+ F L€ W U hiFEHTT., RE
T232LEHY EEA.

ShikenPASSIZ i& « ISO-IEC-27001-Lead-Auditor-CN22E Bbt i 8 & % o 1 G A CRIE 42 %8 2 REE T 2 BEH
HVET. Ay b54>EHY F¥A. ISO-IEC-27001-Lead-Auditor-CND &# %13 98% L E¢¥. F 7. ISO-
IEC-27001-Lead- Auditor-CN ® PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead- Auditort 3C AR )&k
B ECET YL Y — LR EBRLAVKLTET. Z0D. A=V T FLAZX—VEREET B &
EBEOLET. MBO2—HF—DA—VZERy 7 ACEET2ESE. Bl 7 FL 22 EBECHEL TL
FE&W, P27 H A DT 7R—H—B A, EROFAMIHZBZIENTE E£T. HHPECBDOISO-IEC-
27001-Lead-Auditor-CNEREE b L > b 25T 2 L. COE I HEBUY—LRALBELAWELIT T,

>> ISO-IEC-27001-Lead-Auditor-CN7 A I+ 4 > 7" )V B <<

ISO-IEC-27001-Lead-Auditor-CN#& 31 %t 3% i &2 & ISO-IEC-27001-Lead-
Auditor-CN# & &k

24 DISO-IEC-27001-Lead-Auditor-CN2 B #HM 2 BEAL 12 Ch 6 DAL IS 27201 LRt 3

ISO-TEC-27001-Lead-Auditor-CN2# B M O FEF & BFH 2 HU T 2 40 OEMRF — L8359 £ 3. Bitn s

ISO-TEC-27001-Lead-Auditor-CN2: B #iht # BEA L 7= O B BAF L KGR » ORI Re 2 M IBGE 2R e % 6
#RL £ 4. ISO-IEC-27001-Lead-Auditor-CN2E B #H M # AT 2356, EELBREAR T LI DY €

Ao SBEZ. BHIVATLANERTHEZ LEZBHRL £,

PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-
Auditor® 3L R) B € ISO-IEC-27001-Lead-Auditor-CN & 5% [ /& (Q194-
Q199):


https://drive.google.com/open?id=1MJW_7qwU9fjQpw4odWfIN8KZllI89tS8
https://www.japancert.com/ISO-IEC-27001-Lead-Auditor-CN.html
https://www.passtest.jp/ISO-IEC-27001-Lead-Auditor-CN-mondaishuu.html
https://www.shikenpass.com/ISO-IEC-27001-Lead-Auditor-CN-shiken.html
https://www.jpshiken.com/ISO-IEC-27001-Lead-Auditor-CN_shiken.html

M #194

B AR TR T I AT I B PR IR S =T E A .

BEERARERETRRAT, FE-TEERNZAHD, EHUALARGER, RRUETHKRE % TEH
KT, BE, B L ZIRIFERIEENZEAHD.

Select the words that best complete the sentence below to describe a third-party audit plan.

“An audit plan is a statement of the intent of the audit team to all args of the cOpany¥ith & wp'.\-‘dctermmlrug a for certification approval.”
-

To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted in réd, and then click on the applicable text from the options below. Altematively, you may drag and drop the option to
the appropriate blank section.

recommendation | verdict permit report asgess | inspect question
fE R
. —
Select the words that best complete the sentence below to describe a third-party audit plan. '
i
[ ]
4

“An audit plan is a statement of the intent of the audit team to all areas of the company with a view to determining a Wfor certification approval.”

To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted in réd, and then elick on the applicable text from the options below. Alternatively, you may drag and drop the option to
the appropriate blank section.

recommendation ‘ verdict I | permit \ ‘ 1epul£ __L - ] || inspect ‘ ‘ question ﬂ
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Regular security awareness and training sessions for employees are a control measure aimed at preventing security incidents by
ensuring that personnel are aware of information security threats and concerns, and understand their roles and responsibilities in
safeguarding organizational assets. This proactive approach is designed to educate employees on the importance of security
practices and to avoid the occurrence of security incidents. References: = This answer is based on the principles of personnel
security management as outlined in ISO/IEC 27001, particularly in Annex A.7 which deals with human resource security before,
during, and after employment, and Annex A.9 which focuses on access control and ensuring that employees have access only to the
information that is necessary for their job role
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The mail sent by the CEO giving his views on the status of the company and the company's future strategy and the CEO's vision and
the employee's part in it should be classified as internal mail. Internal mail is a type of classification that indicates that the information
is intended for internal use only, and should not be disclosed to external parties without authorization. The mail sent by the CEO
contains nformation that is relevant and important for the employees of the company, but may not be suitable for public disclosure,
as it may contain sensitive or confidential information about the company's performance, goals, or plans. Reference: : CQI & IRCA
ISO 27001:2022 Lead Auditor Course Handbook, page 34. : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook,



page 37. : [ISO/IEC 27001 LEAD AUDITOR - PECB], page 14.
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According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, the auditee should take the following actions in
response to a nonconformity against clause 6.1.3.e of ISO/IEC 27001:220221:

* Tmplement the appropriate risk treatment for each of the applicable controls, as this is the main requirement of clause 6.1.3.e and
the objective of the risk treatment process2.

* Revise the relevant content in the Statement of Applicability to justify their exclusion, as this is the expected output of the risk
treatment process and the evidence of the risk-based decisions3.

* Revistt the risk assessment process relating to the three controls, as this is the input for the risk treatment process and the source of
identifying the risks and the controls4.

The other options are not correct because:

* Allocating responsibility for producing evidence to prove to auditors that the controls are implemented is not a valid action, as the
audit team already found that there was no evidence of the implementation of the three controls.

* Compiling plans for the periodic assessment of the risks associated with the controls is not a valid action, as this is part of the risk
monitoring and review process, not the risk treatment process5.

* Incorporating written procedures for the controls into the organisation's Security Manual is not a valid action, as this is part of the
documentation and operation of the ISMS, not the risk treatment process.

* Removing the three controls from the Statement of Applicability is not a valid action, as this is not a sufficient justification for their
exclusion and does not reflect the risk treatment process.

* Undertaking a survey of customers to find out if the controls are needed by them s not a valid action, as this is not a relevant
criterion for the risk assessment and treatment process, which should be based on the organisation's own context and objectives.
References: 1: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 36, section 4.5.22: ISO

/IEC 27001:2022, clause 6.1.3.e3: ISO/IEC 2700122022, clause 6.1.3.4: ISO/IEC 2700122022, clause 6.1.25:

ISO/IEC 27001:2022, clause 6.2. : ISO/IEC 27001:2022, clause 7.5 and 8. : ISO/IEC 27001:2022, clause

6.1.3.d. : ISO/IEC 27001:2022, clause 4.1 and 4.2.
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This scenario represents a conformity because ABC Inc. has implemented procedures for managing removable storage media that
align with the classification scheme of the information stored. When information is classified as "confidential," more stringent
procedures apply, whereas for "public" information, the procedures focus only on integrity and availability, following the
organization's defined information classification policy.

References: ISO/IEC 2700122013, Clause A.8.2 (Information classification)
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