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EE #28
Critical process recovery requires an assessment of resources.

o A. True
e B. False
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HE: A

Y.

Recovery of critical processes depends heavily on identifying and assessing the resources needed-such as personnel, facilities, [T
systers, and communication tools. Without a proper resource assessment, recovery plans may fail to address key operational
dependencies.

References:

PSP Study Guide - Business Recovery Planning

ASIS POA Manual - Critical Function and Resource Assessment

HEE #29
What inplies that the confinement is for personal advantage rather than to bring the plaintiffto court?

A. Battery

B. None of the above
C. Confinement

D. False imprisonment

HE: D

CEr

False imprisonment refers to the unlawful restraint of an individual against their will without legal justification. It becomes particularly
problematic when the purpose of confinement is personal advantage, such as intimidation, punishiment, or coercion, rather than lawful
detention to bring someone before legal authorities.

Battery (A) mvolves physical contact.

Confinement (B) is a general term and not inherently unlawful.

False imprisonment (C) is the correct legal term for unjustified confinerment.

References:

ASIS POA Manual - Legal Liability and Use of Force

PSP Study Guide - Civil Legal Doctrines: Torts and Restraint

EAE #30
What incorporate a detection system, which can eliminate concerns over water damage and false activation of the system?

A. Exposure

B. Discovery system
C. Post-action system
D. Pre-action system

He. D

ME:

Pre-action sprinkler systems are designed to prevent accidental water discharge. These systems include a detection component
(such as smoke or heat detectors) that must activate before the water enters the pipes.

They are often used in areas where water damage would be catastrophic (e.g., data centers, museuns).

Discovery system (A), Exposure (B), and Post-action system (C) are not standard ternms in fire suppression.

"Post-action system'" is incorrect; the correct termnology is '"pre-action system" References:

ASIS POA Manual - Fire Suppression Technologies

PSP Study Guide - Sprinkler and Water-Based Suppression Systens

AE #31
When reviewing an Intrusion Detection System (IDS), what type of analysis includes numeric values for probability of detection
(PD), the systents false alarmrate (FAR), and its nuisance alarmrate (NAR)?

A. Qualitative
B. Practical

C. Theoretical
D. Quantitative



HE. D

MH.

Quantitative analysis involves the use of numeric data to evaluate system performance. In Intrusion Detection Systems, metrics such
as Probability of Detection (PD), False Alarm Rate (FAR), and Nuisance Alarm Rate (NAR) are used to objectively measure
system effectiveness.

A and C are more subjective or observational.

B (Theoretical) implies modeling, not actual data evaluation.

References:

PSP Study Guide - IDS Performance Evaluation

POA Manual - Quantitative Analysis in Security Systems

EE #32
‘When sudden widespread destruction of data both on the computer system and on the peripheral devices occurs, the machine is
possibly infected with a:

A. Trojan Horse

B. Innocuous Bug

C. Hostile worm

D. Catastrophic Virus

He: D

Y.

A catastrophic virus causes widespread and often irrecoverable damage to data on a systemand its connected devices. Such viruses
are designed to rapidly corrupt, delete, or overwrite data, leading to system failure and loss of operational capability.

Innocuous Bug (A) implies minimal or no harm

Hostile worm (C) can be destructive but is not a defined term for this scenario.

Trojan Horse (D) is deceptive but does not usually cause sudden widespread destruction immediately.

References:

ASIS POA Manual - Virus Classifications and Impact

PSP Study Guide - Malware Threat Profile
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