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H A #235
Malicious software prograns that infect computers and comup to r delete the data on them.

The above-mentioned statement defines which of the following terms?

e A Wormm
¢ B. Trojan
e C. Spyware
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e D. Virus

IEf#: D

H I #236

Alex is an incident handler for Tech-o-Tech Inc. and is tasked to identify any possible insider threats within his organization. Which
of the following insider threat detection techniques can be used by Alex to detect insider threats based on the behavior of a
suspicious employee, both individually and in a group?

A. Profiling
B. Physical detection

C. Mole detection
D. behaviorial analysis

Ef#: D

H #237

Eric is an incident responder working on developing incident-handling plans and procedures. As part of this process, he is analyzing
the organizational network to generate a report and develop policies based on the acquired results.

‘Which of the following tools will help him in analyzing his network and the related traffic?

A. Burp Suite
B. Wireshark
C. Whois

D. FaceNiff
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B #238

A global manufacturing company detected unauthorized privilege escalation on an OT workstation connected to production systeis.
The attacker’s persistence and data exfiltration are not fully identified. The CISO wants to limit lateral movement without alerting the
attacker. Which containment action best aligns with this objective?

A. Disable select services and maintain a low profile using passive monitoring,
B. Restore the system using the latest verified backup.

C. Inttiate system-wide shutdown.

D. Notify all employees to change credentials immediately.

EE: A

R

Comprehensive and Detailed Explanation (ECIH-aligned):

This scenario requires stealthy containment, a technique emphasized in ECIH when dealing with advanced threats, particularly n OT
environments.

Option A is correct because disabling selective services while maintaining passive monitoring restricts attacker movement without
tipping them off. ECIH stresses that premature disruption can cause attackers to destroy evidence or accelerate damage.

Options B, C, and D are noisy actions that alert the adversary and risk operational disruption.

ECIH recommends low-profile containment for advanced and persistent threats, especially in critical infrastructure, making Option A
the correct response.

B R #239
A threat source does not present a risk if NO vulnerability that can be exercised for a particular threat source. Identify the step in
which different threat sources are defined:

e A. System characterization
e B. Identification Vulnerabilities



¢ C. Control analysis
o D. Threat identification
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