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CWNP Certified Wireless Security Professional (CWSP) Sample Questions
(Q94-Q99):

NEW QUESTION # 94
When using a tunneled EAP type, such as PEAP, what component is protected inside the TLS tunnel so that it is not sent in clear
text across the wireless medium?

A. Server credentials

B. RADIUS shared secret
C. User credentials

D. X.509 certificates

Answer: C

Explanation:

In tunneled EAP types (e.g., PEAP, EAP-TTLS):

A secure TLS tunnel is first established using the server's certificate.

Then, user credentials (e.g., username/password) are sent through the encrypted tunnel to ensure confidentiality.
Incorrect:

A). Certificates are exchanged during tunnel establishiment, not protected within .

C). Server credentials are used to establish the tunnel, not protected mside it.

D). The RADIUS shared secret secures communication between AP/controller and RADIUS server-not sent via the tunnel.
References:

CWSP-208 Study Guide, Chapter 4 (Tunneled EAP Methods)

IEEE 802.1X and EAP Specifications

NEW QUESTION # 95

The following numbered items show some of the contents of each of the four frames exchanged during the 4- way handshake:
1. Encrypted GTK sent

2. Confirmation of temporal key installation

3. Anonce sent from authenticator to supplicant

4. Snonce sent from supplicant to authenticator, MIC included

Arrange the frames in the correct sequence begnning with the start of the 4-way handshake.

e A431,2
e B.3,4,1,2
e C.1,2,3,4
e D.2,3,41
Answer: B
Explanation:

The correct sequence of the 4-Way Handshake frames in WPA/WPA2 is:

Message 1: Authenticator sends ANonce to the supplicant # (3)

Message 2: Supplicant sends SNonce and a MIC to the authenticator # (4) Message 3: Authenticator sends GTK and confirms
keys with MIC # (1) Message 4: Supplicant confirms installation of PTK/GTK # (2) This process ensures mutual key confirmation
and integrity before data traffic begins.

NEW QUESTION # 96
The IEEE 802.11 standard defined Open System authentication as consisting of two auth frames and two assoc frames. Ina
WPA2-Enterprise network, what process immediately follows the 802.11 association procedure?

e A. DHCP Discovery
e B. RADIUS shared secret lookup
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C. 4-Way Handshake

D. Passphrase-to-PSK mapping
E. 802.1X/EAP authentication
F. Group Key Handshake

Answer: E

Explanation:

In WPA2-Enterprise:

After successful Open System authentication and 802.11 association, the next step is 802.1X/EAP authentication via EAPOL
frames.

This phase establishes user identity and derives the PMK.

Incorrect:

A). Group Key Handshake comes after the 4- Way Handshake.

C). DHCP occurs after authentication and key negotiation.

D). 4-Way Handshake follows successful 802.1X authentication.

E). PSK mapping applies to WPA2-Personal, not Enterprise.

F). The RADIUS shared secret is pre-configured between authenticator and RADIUS server-not part of real- time negotiation.
References:

CWSP-208 Study Guide, Chapter 3 (Authentication and Association Flowchart) IEEE 802.11-2012 Standard

NEW QUESTION # 97
Given: You are using a Wireless Aggregator utility to combine mutltiple packet captures. One capture exists for each of channels 1, 6
and 11. What kind of troubleshooting are you likely performing with such a tool?

A. Interference source location.

B. Wireless adapter failure analysis.

C. Fast secure roaming problemns.

D. Narrowband DoS attack detection.

Answer: C

Explanation:

When using a wireless aggregator to combine packet captures from channels 1, 6, and 11 (the three non- overlapping 2.4 GHz
channels), you're most likely analyzing multi-channel behavior. This is particularly relevant when troubleshooting roaming issues, such
as fast secure roaming (e.g,, 802.11r). These captures help determine whether authentication or association events occur smoothly
across APs operating on different channels.

Incorrect:

A). Adapter failure doesn't require multi-channel capture.

B). Interference location is typically single-channel and spectrum-analysis focused.

D). Narrowband DoS attacks are also usually identified using RF spectrum analysis, not packet capture across all channels.
References:

CWSP-208 Study Guide, Chapter 6 (Roaming and Mobility)

CWNP Whitepaper: WLAN Troubleshooting Methodologies

CWNP Learning Portal: 802.11 Roaming and Analysis

NEW QUESTION # 98
Role-Based Access Control (RBAC) allows a WLAN administrator to perform what network function?

A. Allow access to specific files and applications based on the user's WMM access category.

B. Allow simultaneous support for muttiple EAP types on a single access point.

C. Minimize traffic load on an AP by requiring mandatory admission control for use of the Voice access category.
D. Provide two or more user groups connected to the same SSID with different levels of network privileges.

Answer: D

Explanation:
RBAC enables dynamic assignment of different access privileges (e.g., VLAN, ACLs, bandwidth) to users even when they connect
through the same SSID. This simplifies SSID management while maintaining fine- grained access control.



Incorrect:

A). Admission control is a QoS/WMM function, not RBAC.

B). Access category (AC) affects frame prioritization, not file/app access.

D). Multiple EAP types are supported in authentication servers-not directly tied to RBAC.
References:

CWSP-208 Study Guide, Chapter 6 (Role-Based Access Control and SSID Simplification)

NEW QUESTION # 99
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