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HH #182

SCENARIO

Please use the following to answer the next question:

John is the new privacy officer at the prestigious international law firm- A&M LLP. A&M LLP is very proud of its reputation in the
practice areas of Trusts & Estates and Merger & Acquisition in both U.S. and Europe. During lunch with a colleague from the
Information Technology department, John heard that the Head of IT, Derrick, is about to outsource the firm's email continuity
service to their existing email security vendor - MessageSafe.

Being successful as an email hygiene vendor, MessageSafe is expanding its business by leasing cloud infrastructure from Cloud Inc.
to host email continuity service for A&M LLP.

John is very concerned about this initiative. He recalled that MessageSafe was in the news six months ago due to a security breach.
Immediately, John did a quick research of MessageSafe's previous breach and learned that the breach was caused by an
unintentional mistake by an I'T administrator. He scheduled a meeting with Derrick to address his concerns.
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At the meeting, Derrick emphasized that email is the primary method for the firm's lawyers to commumnicate with clients, thus it is
critical to have the email continuity service to avoid any possible email downtime. Derrick has been using the anti-spam service
provided by MessageSafe for five years and is very happy with the quality of service provided by MessageSafe. In addition to the
significant discount offered by MessageSafe, Derrick emphasized that he can also speed up the onboarding process since the firm
already has a service contract in place with MessageSafe. The existing on-premises email continuity solution is about to reach its end
of life very soon and he doesn't have the time or resource to look for another solution. Furthermore, the off- premises email
continuity service will only be turned on when the email service at A&M LLP's primary and secondary data centers are both down,
and the email messages stored at MessageSafe site for continuity service will be automatically deleted after 30 days.

Which of the following is a TRUE statement about the relationship among the organizations?

A. Cloud Inc. should enter into a data processor agreement with A&M LLP.

B. MessageSafe is liable if Cloud Inc. fails to protect data from A&M LLP.

C. Cloud Inc. must notify A&M LLP of a data breach immediately.

D. A&M LLP's service contract must be amended to list Cloud Inc. as a sub-processor.

Ef#: C
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‘What should a privacy professional keep in mind when selecting which metrics to collect?

e A. Metrics should reveal strategies for increasing company earnings.

¢ B. Metrics should be reported to the public.

¢ C. The number of metrics should be limited at first.

¢ D. A variety of metrics should be collected before determining their specific fmctions.

Ef#: C

fEEL:

A privacy professional should keep in mind that the number of metrics should be limited at first when selecting which metrics to
collect. Metrics are quantitative measures that help evaluate the performance and effectiveness of a privacy program. However,
collecting too many metrics can be overwhelming, confuising, and costly. Therefore, a privacy professional should start with a few
key metrics that are relevant, meaningful, actionable, and aligned with the organization's privacy goals and priorities. These metrics
can be refined and expanded over time as the privacy program matures and evolves. References: [Privacy Metrics], [Measuring
Privacy Program Effectiveness]

E R #184
Which of'the following best describes proper compliance for an international organization using Binding Corporate Rules (BCRs) as
a controller or processor?

A. Employees must sign an ad hoc contractual agreement each time personal data is exported.

B. All employees must follow the privacy regulations of the jurisdictions where the current scope of their work is established.
C. All employees are subject to the rules in their entirety, regardless of where the work is taking place.

D. Employees who control personal data must complete a rigorous certification procedure, as they are exempt from legal
enforcement.

EfE: B

AR :

Binding Corporate Rules (BCRs) are a mechanism for international organizations to transfer personal data within their group of
companies across different jurisdictions, in compliance with the EU General Data Protection Regulation (GDPR) and other privacy
laws. BCRs are legally binding and enforceable by data protection authorities and data subjects. BCRs must ensure that all
employees who process personal data follow the privacy regulations of the jurisdictions where the data originates from, regardless of
where they are located or where the data is transferred to. References: [Binding Corporate Rules], [BCRs for controllers],

[BCRs for processors]

Reference: https//www.lexology.com/library/detail. aspx?g=80239951-01b8-409f-9019-95315233852¢

HH #185
Which of the following is NOT an important factor to consider when developing a data retention policy?



A. Organizational culture.
B. Technology resource.

C. Business requirement.
D. Conpliance requirement

EfE: A

fiR .-

Organizational culture is not an important factor to consider when developing a data retention policy. A data retention policy is a
document that defines how long an organization retains personal information for various purposes and how it disposes of it securely
when it is no longer needed. A data retention policy should be based on factors such as: business requirements, such as operational
needs, customer expectations, contractual obligations, or industry standards; compliance requirements, such as legal obligations,
regulatory mandates, or audit recommendations; and technology resources, such as storage capacity, backup systems, encryption
methods, or disposal tools. Organizational culture, which refers to the values, beliefS, norns, and behaviors that shape how an
organization operates and interacts with its stakeholders, is not a relevant factor for determining data retention periods or disposal
methods.

References:

CIPM Body of Knowledge (2021), Domain IV: Privacy Program Operational Life Cycle, Section B:

Protecting Personal Information, Subsection 4: Data Retention

CIPM Study Guide (2021), Chapter 8: Protecting Personal Information, Section 8.4: Data Retention CIPM Textbook (2019),
Chapter 8: Protecting Personal Information, Section 8.4: Data Retention CIPM Practice Exam (2021), Question 141

M #186
What does it mean to "rationalize" data protection requirements?

A. Address the less stringent laws and regulations, and inform stakeholders why they are applicable

B. Look for overlaps in laws and regulations from which a common solution can be developed

C. Evaluate the costs and risks of applicable laws and regulations and address those that have the greatest penalties
D. Determine where laws and regulations are redundant in order to elimmnate some from requiring compliance

IEf#: B
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Explanation

To rationalize data protection requirements means to look for overlaps in laws and regulations from which a common solution can be
developed. This can help simplify compliance efforts and reduce costs and complexity. References: IAPP CIPM Study Guide, page
16.
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