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HP Aruba Certified Network Security Professional Exam Sample Questions
(Q37-Q42):

NEW QUESTION # 37
A company needs you to integrate HPE Aruba Networking ClearPass Policy Manager (CPPM) with HPE Aruba Networking
ClearPass Device Insight (CPDI). What is one task you should do to prepare?

A. Collect a Data Collector token from HPE Aruba Networking Central.

B. Configure WMI, SSH, and SNMP external accounts for device scanning on CPPM.
C. Enable Insight in the CPPM server configuration settings.

D. Install the root CA for CPPM's HTTPS certificate as trusted in the CPDI application.

Answer: C

Explanation:

* ClearPass Device Insight Integration:

* To integrate ClearPass Device Insight (CPDI) with ClearPass Policy Manager (CPPM), you must enable the Insight feature in the
CPPM server configuration settings.

* This ensures CPPM can share and receive profiling data with CPDI for device identification.

* Option Analysis:

* Option A: Incorrect. Root CA certificates are not required for this integration.

* Option B: Correct. Enabling Insight on CPPM is essential for the integration to function.

* Option C: Incorrect. WMI, SSH, and SNMP are not part of the CPDI integration prerequisites.

* Option D: Incorrect. The Data Collector token is relevant to Aruba Central, not CPDI integration.

NEW QUESTION # 38

A company has HPE Aruba Networking APs running AOS-10 that connect to AOS-CX switches. The APs will:
. Authenticate as 802.1X supplicants to HPE Aruba Networking ClearPass Policy Manager (CPPM)

. Be assigned to the "APs" role on the switches

. Have their traffic forwarded locally

‘What information do you need to help you determine the VLAN settings for the "APs" role?

A. Whether the switches have established tunnels with an HPE Aruba Networking gateway

B. Whether the APs bridge or tunnel traffic on their SSIDs

C. Whether the switches are using local user-roles (LURSs) or downloadable user-roles (DURs)
D. Whether the APs have static or DHCP-assigned IP addresses

Answer: B

Explanation:

To determine the VLAN settings for the "APs" role on AOS-CX switches, it is crucial to know whether the APs bridge or tunnel
traffic on their SSIDs. Ifthe APs are bridging traffic, the VLLAN settings on the switch need to align with the VLLANSs used by the
SSIDs. Ifthe APs are tunneling traffic to a controller or gateway, the VLAN settings might differ as the traffic is encapsulated and
forwarded through the tunnel. Understanding this aspect ensures that the VLAN configuration on the switches correctly supports the
traffic forwarding method employed by the APs.

Reference: Aruba's AOS-10 and AOS-CX documentation provide guidance on VLAN configuration and traffic forwarding
methods, highlighting the importance of aligning VLLAN settings with the APs' traffic handling mode.

NEW QUESTION # 39

A security team needs to track a device's commumication patterns and identify patterns such as how many destinations the device is
accessing,

Which Aruba solution can show this information at a glance?

A. AOS-CX Analytics Dashboard using the system+installed NAE agent

B. HPE Aruba Networking ClearPass Device Insight (CPDI) under a device's network activity
C. HPE Aruba Networking ClearPass Insight Endpoints and Network Dashboards

D. HPE Aruba Networking ClearPass Policy Manager (CPPM) live monitoring Access Tracker



Answer: B

Explanation:

HPE Aruba Networking ClearPass Device Insight (CPDI) can show detailed information about a device's commumnication patterns,
including how many destinations the device is accessing. CPDI provides comprehensive visibility into the behavior and activity of
devices on the network, allowing the security team to track and analyze communication patterns at a glance. This information is
critical for identifying anomalies and potential security threats.

NEW QUESTION # 40

HPE Aruba Networking ClearPass Policy Manager (CPPM) uses a service to authenticate clients. You are now adding the
Endpoints Repository as an authorization source for the service, and you want to add rules to the service's policies that apply
different access levels based, in part, on a client's device category. You need to ensure that CPPM can apply the new correct
access level after discovering new clients' categories.

‘What should you enable on the service?

A. The Use cached Roles and Posture attributes from previous sessions option in the Enforcement tab
B. The Posture Compliance option in the Service tab

C. The Audit End-host option in the Service tab

D. The Profile Endpoints option in the Service tab

Answer: D

Explanation:

To ensure that HPE Aruba Networking ClearPass Policy Manager (CPPM) can apply the correct access levels based on a client's
device category after discovering new clients, you need to enable the "Profile Endpoints" option in the Service tab. This option
allows CPPM to profile and categorize endpoints dynamically, ensuring that the appropriate access levels are applied based on the
device's characteristics. Enabling this feature ensures that new devices are accurately profiled and that access policies can be
enforced based on the updated device information.

Reference: Aruba ClearPass documentation and profiling guides detail the configuration and use of endpoint profiling to enhance
access control and policy enforcement based on device categories.

NEW QUESTION # 41
HPE Aruba Networking Central displays a Gateway Threat Count alert in the alert list. How can you gather more information about
what caused the alert to trigger?

e A. Check the threat list for the gateway associated with the alert. Access threat details and download packet info.

¢ B. Check the gateway's Audit Trail in HPE Aruba Networking Central for more details about the threats that triggered the
alert.

e C. Use HPE Aruba Networking Central tools to run a Network Check on the gateway with which the alert is associated.

e D. Use Live Monitoring on the gateway to download a packet capture of recent traffic flowing through the gateway.

Answer: A

Explanation:

Gateway Threat Count Alert

This alert indicates that the gateway has detected threats in traffic passing through it. HPE Aruba Networking Central provides tools
to investigate and analyze these threats in detail.

Analysis of Each Option

A: Use HPE Aruba Networking Central tools to run a Network Check on the gateway with which the alert is associated:

* Incorrect:

* Network Check tools in Central are primarily used for connectivity and performance diagnostics, not for analyzing detected
threats.

* This does not provide insight into the specific threats triggering the Gateway Threat Count alert.

B: Use Live Monitoring on the gateway to download a packet capture of recent traffic flowing through the gateway:

* Incorrect:

* Live Monitoring and packet capture can provide raw traffic data, but interpreting this requires significant manual analysis.

* The Gateway Threat Count alert already provides summarized threat insights that are easier to access via the threat list.

C: Check the threat list for the gateway associated with the alert. Access threat details and download packet info:

* Correct:



* The threat list is specifically designed to display detailed information about detected threats, such as their type, severity, and
source/destination.

* Administrators can access this list in Central for the affected gateway, view granular details, and even download associated packet
data for deeper inspection.

D: Check the gateway's Audit Trail in HPE Aruba Networking Central for more details about the threats that triggered the alert:
* Incorrect:

* The Audit Trail tracks configuration changes and administrative actions, not the details of detected threats.

* It is not relevant for nvestigating the Gateway Threat Count alert.

Final Recommendation

To gather more information about what caused the Gateway Threat Count alert to trigger, check the threat list for the associated
gateway. This provides detailed threat information and the option to download packet data for further analysis.

References

* HPE Aruba Networking Central Threat Management Guide.

* Understanding Gateway IDS/IPS Alerts in Aruba Central Documentation.

* Best Practices for Threat Investigation Using Aruba Central.
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