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We have always believed that every user has its own uniqueness. In order to let you have a suitable way of learning. The staff of
NSE4 FGT AD-7.6 study materials also produced three versions of the systent: the PDF, Software and APP online. Although the
content is the same in all the three versions of our NSE4 FGT AD-7.6 Exam Questions, the displays are totally different. And you
will find that in our NSE4 FGT AD-7.6 practice engine, the content and versions as well as plans are the best for you.

These Fortinet NSE4 FGT AD-7.6 updated dumps are launched in the market after suggestions from experienced professionals.
Therefore, this Fortinet NSE4 FGT AD-7.6 exam study material is kept to the point and concise. The Fortinet NSE4 FGT AD-
7.6 practice material for Exams. Choice are essential for your successful learning. Often applicants for the exam run on a tight daily
schedule before the final Fortinet NSE4 FGT AD-7.6 Exam, so actual Fortinet NSE 4 - FortiOS 7.6 Administrator exam
questions are fruitful to prepare successfully on the first try.
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Are you planning to appear in the Fortinet NSE 4 - FortiOS 7.6 Administrator (NSE4_FGT AD-7.6) certification test and need to
know where to get updated practice questions? Then you are at the right place because Fortinet NSE 4 - FortiOS 7.6 Administrator
(NSE4_FGT_AD-7.6) has made the learning material for the applicants to prepare successfully for the certfication examin a short
time.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q48-Q53):

NEW QUESTION # 48
Which three pieces of information does FortiGate use to identify the hostname of the SSL server when SSL certificate inspection is
enabled? (Choose three.)

e A The subject field in the server certificate.

B. The server name indication (SNI) extension in the client hello message.
C. The serial number in the server certificate.

D. The host field in the HTTP header.

E. The subject alternative name (SAN) field in the server certificate.

Answer: A,B,E

Explanation:
When SSL certificate inspection is enabled on a FortiGate device, the system uses the following three pieces of information to
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identify the hostname of the SSL server:

Server Name Indication (SNI) extension in the client hello message (B): The SNI is an extension in the client hello message of the
SSI/TLS protocol. It indicates the hostname the client is attempting to connect to. This allows FortiGate to identify the server's
hostname during the SSL handshake.

Subject Alternative Name (SAN) field in the server certificate (C): The SAN field in the server certificate lists additional hostnames
or IP addresses that the certificate is valid for. FortiGate inspects this field to confirm the identity of the server.

Subject field in the server certificate (D): The Subject field contains the primary hostname or domain name for which the certificate
was issued. FortiGate uses this information to match and validate the server's identity during SSL certificate inspection.

NEW QUESTION # 49
Refer to the exhibit. Why is the Antivirus scan switch grayed out when you are creating a new antivirus profile for FTP?

New AntiVirus Profile

Name FTP_AV_Profile
Comments Write a comment

AntiVirusscan @ O

Feature set HOITEVETCGE  Proxy-based

Inspected Protocols

HTTP O»
SMTPL.OD
POP3 O
IMAP OB
FTIP O»
CIFS O»

A. FortiGate, with less than 2 GB RAM, does not support the Antivirus scan feature.
B. Antivirus scan is disabled under System -> Feature visibility.

C. None of the inspected protocols are active in this profile.

D. The Feature Set for the profile is Flow-based but it must be Proxy-based.

Answer: C

Explanation:
Enable one or more protocols for inspection, then enable AntiVirus scan for the selected protocols with a specified action.
httpsz/docs.fortinet.convdocument/fortigate/7.6.4/admmistration-guide/922096/mspection-mode- feature-comparison

NEW QUESTION # 50
Refer to the exhibit.
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A network admnistrator is troubleshooting an [Psec tunnel between two FortiGate devices. The administrator has determined that
phase 1 status is up, but phase 2 fails to come up.
Based on the phase 2 configuration shown in the exhibit, which two configuration changes will bring phase 2 up? (Choose two.)

A. On BRI-FGT. set Seconds to 43200

B. On BRI-FGT, set Remote Address to 10.0.11.0/255.255.255.0.
C. On HQ-NGFW. enable Diffie-Hellman Group 2.

D. On HQ-NGFW. set Encryption to AES256.

Answer: B,D

Explanation:

Phase 1 being up confirns the two FortiGate devices can authenticate and build the IKE SA. Phase 2 failing indicates the [Psec
(Quick Mode) SA negotiation is failing due to mismatched Phase 2 parameters.
From the exhibit, the Phase 2 mismatches that would prevent SA establishment are:
1) Phase 2 selectors must mirror each other (Proxy IDs)

HQ-NGFW Phase 2 selector shows:

Local: 10.0.11.0/24

Renote: 172.20.1.0/24

BR1-FGT Phase 2 selector shows:

Local: 172.20.1.0/24

Remote: 10.11.0.0/24 [ does not match HQ's local subnet (10.0.11.0/24)



In FortiOS, Phase 2 comes up only when the peers' selectors (proxy IDs) match as opposite pairs (local on one side = remote on
the other).

[J Fix: A. On BR1-FGT, set Remote Address to 10.0.11.0/255.255.255.0.

2) Phase 2 proposal must match (encryption/authentication)

HQ-NGFW shows encryption AES128 (with SHAT)

BR1-FGT shows encryption AES256 (with SHA1)

For Phase 2 to establish, both peers must have at least one common proposal (same encryption and authentication settings). With
one side set to AES128 and the other to AES256, there is no match.

[ Fix: D. On HQ-NGFW, set Encryption to AES256.

Why the other options are not correct

B . Enable Diffie-Hellman Group 2: The exhibit's mismatch is not resolved by adding DH group 2, and DH group must match when
PFS is enabled. This option does not align the peers based on what's shown.

C . Set Seconds to 43200: Phase 2 lifetime mismatches typically do not prevent Phase 2 from coming up (the negotiated lifetime can
be adjusted by the peers). The hard blockers here are the selectors and proposal mismatch.

NEW QUESTION # 51

Refer to the exhibit. The predefined deep-inspection and custom+deep-inspection profiles exclude some web categories from SSL
nspection, as shown in the exhibit.

For which two reasons are these web categories exempted? (Choose two.)

Exempt from SSL Inspection
Reputable websites »

Web categories Finance and Banking

Health and Wellngss

Addresses B adobe

B Adobe Login

B android

[ #] apple
B appstore

A. These websites are in an allowlist of reputable domain names maintained by FortiGuard.

B. The legal regulation aims to prioritize user privacy and protect sensitive information for these websites.

C. The FortiGate temporary certificate denies the browser's access to websites that use HTTP Strict Transport Security.
D. The resources utilization is optimized because these websites are in the trusted domain list on FortiGate.

Answer: B,C

Explanation:

FortiGate's temporary SSL certificate may cause access denial to sites using HTTP Strict Transport Security (HSTS), so such sites
are exempted from deep SSL inspection. Legal regulations require exemption of certain categories to protect user privacy and
sensitive information, so these web categories are excluded from SSL inspection.

NEW QUESTION # 52

A network admmistrator has configured an SSL/SSH inspection profile defined for full SSL inspection and set with a private CA
certificate. The firewall policy that allows the traffic uses this profile for SSL inspection and performs web filtering. When visiting any
HTTPS websites, the browser reports certificate warning errors.

What is the reason for the certificate warning errors?

e A, With full SSL inspection it is not possible to avoid certificate warning errors at the browser level.
¢ B. The certificate used by FortiGate for SSL inspection does not contain the required certificate extensions.



e C. The SSL cipher compliance option is not enabled on the SSL inspection profile. This setting is required when the SSL
inspection profile is defined with a private CA certificate.
¢ D. The browser does not recognize the certificate in use as signed by a trusted CA.

Answer: D

Explanation:

The certificate warning errors occur because the SSL inspection profile is configured to use a private CA certificate that is not
recognized by the browser as being signed by a trusted CA. For the browser to trust the FortiGate's re-signed certificates, the CA
certificate used by FortiGate for SSL inspection must be installed in the browser's trusted certificate store. Until the browser
recognizes the certificate authority (CA) as trusted, it will continue to display warning errors when accessing HTTPS websites.

NEW QUESTION # 53
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