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rEY Z A
e Convert and format Unix times to UTC-readable time
hEY 71 ¢ Evaluate information for reliability, validity and relevance for use in the process of elimination

o Utilize the MITRE ATT&CK Framework to model threat actor behaviors
ey 72 ¢ Explain what information a bulk (Destination) IP search provides

¢ Locate built-in Hunting reports and explain what they provide
hEY 73 o Identify alternative analytical interpretations to minimize and reduce false positives

¢ Demonstrate how to get a Process Timeline
ey 7 4 ¢ Analyze and recognize suspicious overt malicious behaviors
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¢ Explain what information a Hash Execution Search provides
bEY 7S ¢ Explain what information a Bulk Domain Search provides
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B #37
Lateral movement through a victim environment is an example of which stage of the Cyber Kill Chain?

e A Actions on Objectives
¢ B. Delivery

e C. Command & Control
¢ D. Exploitation

Ef#: C

fEEL:

Lateral movement through a victim environment is an example of the Command & Control stage of the Cyber Kill Chain. The Cyber
Kill Chamn is a model that describes the phases of a cyber attack, from reconnaissance to actions on objectives. The Command &
Control stage is where the adversary establishes and maintains communication with the compromised systens and moves laterally to
expand their access and control.

B #38
What is the main purpose of the Mac Sensor report?

A. To provide a summary view of selected activities on Mac hosts
B. To provide vulnerability assessment for Mac Operating Systems
C. To identify endpomts that are in Reduced Functionality Mode
D. To provide a dashboard for Mac related detections

EfE: A

R -

The Mac Sensor report is a pre-defined report that provides a summary view of selected activities on Mac hosts. It shows
information such as process execution events, network connection events, file write events, etc. that occurred on Mac hosts within a
specified time range. The Mac Sensor report does not identify endpoints that are in Reduced Functionality Mode, provide
vulnerability assessment for Mac Operating Systens, or provide a dashboard for Mac related detections.

B #39
Refer to Exhibit.

What type of attack would this process tree indicate?

A. Web Application Attack
B. Phishing Attack

C. Brute Forcing Attack

D. Man-in-the-middle Attack
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This process tree indicates a phishing attack, as it shows a user opening an email attachment (outlook.exe) that launches a malicious
macro (cmd.exe) that downloads and executes a payload (powershell.exe) that connects to a remote server (svchost.exe). A
phishing attack is a type of social engineering attack that uses deceptive emails or messages to trick users into opening malicious
attachments or links that can compromise their systems or credentials.

H #40
To find events that are outliers inside a network, is the best hunting method to use.

e A searching
¢ B. machine learning
e C. time-based

e D. stacking
IEfE: D
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Stacking (Frequency Analysis) is the best hunting method to use to find events that are outliers inside a network. Stacking nvolves
grouping events by a common attribute and counting their frequency, then sorting them by ascending or descending order to identify
rare or common events. This can help find anomalies or deviations from normal behavior that could indicate malicious activity. Time-
based searching, machine learning, and searching are not specific hunting methods to find outliers.

A #41
To view Files Written to Removable Media within a specified timeframe on a host within the Host Search page, expand and refer to
the dashboard panel.

A. Suspicious File Activity

B. Registry, Tasks, and Firewall

C. Command Line and Admin Tools
D. Processes and Services

EfE: A
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To view Files Written to Removable Media within a specified timeframe on a host within the Host Search page, you need to expand
and refer to the Suspicious File Activity dashboard panel. The Suspicious File Activity dashboard panel shows information such as
files written to removable media, files written to system directories by non-system processes, files written to startup folders, etc. The
other dashboard panels do not show files written to removable media.
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