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EE #288

A company hosts an online shopping portal in the AWS Cloud. The portal provides HTTPS security by using a TLS certificate on
an Elastic Load Balancer (ELB). Recently, the portal suffered an outage because the TLS certificate expired. A SysOps
administrator must create a solution to automatically renew certificates to avoid this issue in the future.

What is the MOST operationally efficient solution that meets these requirements?

¢ A Register a certificate with a third-party certificate authority (CA). Import this certificate nto AWS Certificate Manager
(ACM). Associate the certificate from ACM with the ELB. ACM will automatically manage the renewal of the certificate.

e B. Request a public certificate by using AWS Certificate Manager (ACM). Associate the certificate from ACM with the
ELB. Write a scheduled AWS Lambda finction to renew the certificate every 18 months.

e C. Request a public certificate by using AWS Certificate Manager (ACM). Associate the certificate from ACM with the
ELB. ACM will automatically manage the renewal of the certificate.

e D. Register a certificate with a third-party certificate authority (CA). Configure the ELB to import the certificate directly from
the CA. Set the certificate refiesh cycle on the ELB to refresh when the certificate is within 3 months of the expiration date.

qY:. C
AN,
Reference:

"A certificate is eligible for automatic renewal subject to the following considerations: ELIGIBLE if associated with another AWS
service, such as Elastic Load Balancing or CloudFront. ELIGIBLE if exported since being issued or last renewed. ELIGIBLE if it is
a private certificate issued by calling the ACM RequestCertificate API and then exported or associated with another AWS service.
ELIGIBLE if it is a private certificate issued through the management console and then exported or associated with another AWS
service." httpsz/docs.aws.amazon.convacnylatest/userguide/managed-renewal html

EE #289

A company has AWS accounts that use various AWS Regions. The accounts are in an organization in AWS Organizations. The
company's security team has enabled AWS Security Hub and several security standards by using a delegated administrator account.
Cross-Region aggregation is enabled. Consolidated control findings are turned off:

The security team is receiving multiple copies of Security Hub findings that refer to the same misconfiguration. The extra copies of
findings are causing difficulty for the security team to prioritize remediation.

‘Which solution will consolidate the findings with the LEAST operational overhead?

¢ A. Turn on consolidated control findings in the Security Hub delegated administrator account.

¢ B. Set up an AWS Conlfig aggregator instead of Security Hub. Deploy a custom conformance pack by consolidating AWS
Config rules.

¢ C. Export the Security Hub findings. Consolidate the findings based on control ID. Visualize the findings in Amazon
QuickSight.

¢ D. Launch an Amazon EC2 instance in the organization's management account. Configure a custom script to assume a role in
each linked account to extract and consolidate findings from the accounts.

HE: A
MY

By enabling consolidated control findings in the Security Hub delegated administrator account, Security Hub automatically
aggregates duplicate findings into a single entry. This solution minimizes operational overhead by using native functionality, eliminating
the need for custom scripts or additional data processing, and thereby consolidating the duplicate findings for easier prioritization of
remediation.

ZE #290
A SysOps admnistrator needs to monitor Amazon DynamoDB usage across a company's AWS accounts. The accounts are in an
organization with all features enabled n AWS Organizations.
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The company recently experienced write throttling on a DynamoDB table after the company breached the

AccountProvisioned WriteCapacityUnits quota in a member account.

The SysOps administrator must create alarms to monitor DynamoDB provisioned write capacity units (WCUs) and quota usage in
each account. The SysOps administrator must manage and view the alarms froma single monitoring account.

‘Which combination of steps will meet these requirements? (Choose two.)

¢ A Create a metric stream in each source account by using an Amazon Data Firehose stream
Configure the monitoring account to accept metrics from the Firehouse stream in the source accounts.

¢ B. Create two Amazon CloudWatch alarns in the monitoring account. Use the AccountProvisioned WriteCapacityUnits
metric for the first alarm. Specify a math expression that uses the SERVICE _QUOTA() function as a new metric for the
second alarm.

¢ (. Create two Amazon CloudWatch alars in every account. Use theProvisioned WriteCapacityUnits metric for the first
alarm. Specify a math expression that uses the SERVICE_QUOTA() function as a new metric for the second alarm.

¢ D. Configure the monitoring account to accept metrics from source accounts. Link each source account to the monitoring
account.

¢ E. Configure an Amazon CloudWatch delegated administrator from the organization's management account.

Mg BE

MY

To monitor DynamoDB usage across multiple AWS accounts and manage alarns froma single monitoring account, AWS
Organizations and CloudWatch cross-account monitoring need to be set up properly.

Step 1: Enable Cross-Account Monitoring with CloudWatch

A CloudWatch delegated administrator allows a central monitoring account to collect and view CloudWatch metrics from multiple
member accounts.

This sinplifies monitoring and allows alarms to be managed centrally.

Step 2: Create Alarns for DynamoDB Metrics in the Monitoring Account

CloudWatch provides the AccountProvisionedWriteCapacityUnits metric to track DynamoDB write capacity usage.

The SERVICE QUOTA() finction in CloudWatch metric math can be used to track quota utilization and trigger alarns if usage
approaches the limit.

HE #291

A company has a non-production application that runs on an Amazon EC2 instance. The Amazon CloudWatch agent is installed on
the EC2 instance. The application includes a process that randomly overuses temporary disk space and fills disks to 100% capacity.
A SysOps administrator needs to automate a reboot of the EC2 mnstance after the disks reach 100% capacity. Which solution will
meet this requirement in the MOST operationally efficient way?

e A Create an AWS Lambda function to reboot the EC2 instance. Create a CloudWatch alarm that uses Amazon EventBridge
to invoke the Lambda function.

¢ B. Create an AWS Lambda function to reboot the EC2 instance. Use EC2 health checks to invoke the Lambda function.

e C. Create a CloudWatch alarm for the EC2 stance. Create an Amazon EventBridge event rule that reacts to the
CloudWatch alarm and reboots the EC2 instance.

e D. Create a CloudWatch alarm for the EC2 instance. Create an Amazon Simple Email Service (Amazon SES) notification
that reacts to the CloudWatch alarm and reboots the EC2 mstance.

HE: A

MY

Steps:

* Use CloudWatch Agent to collect disk utilization metrics.

* Set a CloudWatch alarm to trigger when disk usage = 100%.

* Configure EventBridge to invoke an AWS Lambda finction that reboots the instance using the EC2 API (RebootlInstances).
This approach is automated, efficient, and minimizes human intervention.

From CloudWatch and EventBridge integration:

CloudWatch alarns can send events to EventBridge, which can trigger Lambda functions or other automation workflows.

AE #292
A company runs an application on an Amazon EC2 instance A SysOps administrator creates an Auto Scaling group and an
Application Load Balancer (ALB) to handle an increase in demand.



However, the EC2 instances are failing tie health check.
‘What should the SysOps administrator do to troubleshoot this issue?

A. Verify the maximum number of instances in the Auto Scaling group. Change the number if necessary.
B. Verily that the application is running on the protocol and the port that the listens is expecting.

C. Verity that the Auto Scaling group is configured to use all AWS Regions.

D. Verify the listener priority in the ALB. Change the priority if necessary.
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