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Priifungsfragen mit Losungen (Q60-Q65):

60. Frage
Which two features in Aruba CX switches help in automating network-wide policy enforcement? (Select two)

A. Aruba NetEdit

B. Network Analytics Engine (NAE)
C. Dynamic Segmentation

D. Virtual Switching Framework (VSF)
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Antwort: A,C

Begrindung;
Dynamic Segmentation enforces role-based network access, while NetEdit automates configuration changes, ensuring consistent
security policies across the network.

61. Frage
You need to run a packet capture on a CX switch and be able to view the full output on a remote device in real-time. What is the
best way to do this?

A. Inspect the summary of the packets in real time on the switch using tcpdump
B. Configure a mirror session using ERSPAN to a computer running Wireshark
C. Configure a mirror session with another port on the switch as the destination
D. Configure a mirror session to the CPU, use tshark to capture it to a PCAP file

Antwort: B

Begrindung;

To capture packets on an HPE Aruba CX switch and view the output remotely in real-time, the best practice is to use a mirror
session that forwards traffic to a remote device running a packet analyzer such as Wireshark.

ERSPAN (Encapsulated Remote Switched Port Analyzer) allows the mirror traffic to be encapsulated in GRE and sent over an [P
network to a remote monitoring station. This method ensures full packet capture with no local resource constraints and provides full
visibility to the analyst.

Option B (using tcpdump on the switch) only provides summarized or limited capture locally.

Option C (mirroring to another switch port) only allows local monitoring and does not provide remote real- time viewing.

Option D (mirror to CPU and then use tshark) is less efficient and may be resource-intensive on the switch.

Therefore, configuring ERSPAN to a remote Wireshark host is the recommended and best way.

References:

HPE Aruba CX Switch Documentation - Packet Capture and ERSPAN configuration guide ArubaOS-CX Configuration Guide,
Monitoring and Troubleshooting Chapter

62. Frage
Which two QoS features can be adjusted to improve voice traffic performance on an Aruba CX switch? (Select two)

A. Priority queuing

B. VLAN load balancing

C. DSCP marking

D. Weighted Random Early Detection (WRED)

Antwort: A,C

Begriindung;
Priority queuing ensures voice traffic is processed before lower-priority traffic, while DSCP marking classifies packets for
appropriate prioritization in the network.

63. Frage
Refer to the exhibit. Both switches, Core-1 and Core-2, are configured with default spanning-tree priorities. Both switches appear
as primary root bridges. What must be done to have only one spanning tree domain?

A. Set the spanning tree priority to 1 on Core-2.
B. Create MST instances 1 and 2 on Core-2.

C. Create matching MST configuration on Core-2.
D. Set the spanning tree priority to 1 on Core-1.

Antwort: C

Begriindung;
For MSTP, switches belong to the same spanning-tree domain only when they share an identical MST region configuration, which



ncludes:

MST name

MST revision

'VLAN-to-instance mappings

Core-1 and Core-2 have different MST config IDs, revisions, digests, and instance mappings, so each forms its own MST region
and becomes a root bridge independently.

By configuring Core-2 with the same MST regjon parameters as Core- 1, both switches will join the same MST region, allowing a
single spanning-tree domain with a single root bridge.

64. Frage
An admmistrator is implementing a multicast solution in a multi- VLAN network. Which statement is true about the configuration of
the switches in the network?

A. IGMP requires join and leave messages to graft and prune muilticast streams between switches
B. IGMP must be enabled on all routed interfaces where multicast traffic will traverse

C. IGMP nust be enabled on all interfaces where multicast sources and receivers are connected
D. IGMP snooping must be enabled on all interfaces on a switch to intelligently forward traffic

Antwort: B

Begrindung;
If you want the benefits of IGMP in VLAN 30, you must enable it on the routed interface for VLAN
30" and "You enable IGMP on a per VLAN basis.
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