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NEW QUESTION # 74

SD-WAN is configured on a FortiGate. You notice that when one of the internet links has high latency the time to resolve names
using DNS from FortiGate is very high.

You nwst ensure that the FortiGate DN'S resolution times are as low as possible with the least amount of work.
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‘What should you configure?

¢ A. Configure two DNS servers and use DNS servers recommended by the two internet providers.

¢ B. Configure local out traffic to use the outgoing interface based on SD-WAN rules with a manual defined IP associated to a
loopback interface and configure an SD-WAN rule from the loopback to the DNS server.

e C. Configure an SD-WAN rule to the DNS server and use the FortiGate interface IPs in the source address.

¢ D. Configure local out traffic to use the outgoing interface based on SD-WAN rules with the interface IP and configure an
SD-WAN rule to the DNS server.

Answer: D

Explanation:

SD-WAN is a feature that allows users to optimize network performance and reliability by using multiple WAN links and applying
rules based on various criteria, such as latency, jitter, packet loss, etc. One way to ensure that the FortiGate DNS resolution times
are as low as possible with the least amount of work is to configure local out traffic to use the outgoing interface based on SD-WAN
rules with the interface IP and configure an SD-WAN rule to the DNS server. This means that the FortiGate will use the best WAN
link available to send DNS queries to the DNS server according to the SD-WAN rule, and use its own interface IP as the source
address. This avoids NAT issues and ensures optimal DNS performance. Reference:
https:/docs.fortinet.com/document/fortigate/7.0.0/sd-wan/19662/sd-wan

NEW QUESTION # 75

A customer's cybersecurity department needs to implement security for the traffic between two VPCs in AWS, but these belong to
different departments within the company. The company uses a single region for all their VPCs.

Which two actions will achieve this requirement while keeping separate management of each department's VPC? (Choose two.)

e A Create an 1AM account for the cybersecurity department to manage both existing VPC, create a FortiGate HA Cluster on
each VPC and IPSEC VPN to force traffic between the VPCs through the FortiGate clusters

¢ B. Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three VPC to force routing
through the FortiGate cluster

e C. Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering, and use routing tables to
force traffic through the FortiGate cluster.

e D. Migrate all the instances to the same VPC and create 1 AM accounts for each department, then implement a new subnet
for a FortiGate auto-scaling group and use routing tables to force the traffic through the FortiGate cluster.

Answer: B,C

Explanation:

To mplement security for the traffic between two VPCs in AWS, while keeping separate management of each department's VPC,
two possible actions are:

* Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering, and use routing tables to force
traffic through the FortiGate cluster. This option allows the cybersecurity department to manage the transit VPC and apply security
policies on the FortiGate cluster, while the other departments can manage their own VPCs and instances. The VPC peering
connections enable direct commumication between the VPCs without using public IPs or gateways. The routing tables can be
configured to direct all inter- VPC traffic to the transit VPC.

* Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three VPCs to force routing through the
FortiGate cluster. This option also allows the cybersecurity department to manage the security VPC and apply security policies on
the FortiGate cluster, while the other departments can manage their own VPCs and instances. The Transit Gateway acts as a
network hub that connects multiple VPCs and on-premises networks. The routing tables can be configured to direct all inter- VPC
traffic to the security VPC. References: hitps:/docs. fortinet.com/document/fortigate-public- cloud/7.2.0/aws-administration-
guide/506140/connecting-a-local-fortigate-to-an-aws-vpc-vpn
https://docs.fortinet.convdocument/fortigate-public-cloud/7.0.0/sd-wan-architecture- for-enterprise

/166334/sd-wan-configuration

NEW QUESTION # 76
You must analyze an event that happened at 20:37 UTC. One log relevant to the event is extracted from FortiGate logs:



The dewces and the administrator are all located n dJﬂ“erent time zones Dayhght savings time (DST) is disabled
* The FortiGate is at GMT-1000.

* The FortiAnalyzer is at GMT-0800

* Your browser local time zone is at GMT-03.00

You want to review this log on FortiAnalyzer GUI, what time should you use as a filter?

A. 203708
B. 12.37:08
C. 173708
D. 10:37:08

Answer: C

Explanation:

To review this log on FortiAnalyzer GUI, the administrator should use the time filter that matches the local time zone of
FortiAnalyzer, which is GMT-0800. Since the log was generated at 20:37 UTC (GMT+0000), the corresponding time in GMT-
0800 is 20:37 - 8 hours = 12:37. However, since DST is disabled on FortiAnalyzer, the administrator should add one hour to
account for daylight saving time difference, resulting in 12:37 + 1 hour = 13:37. Therefore, the time filter to use is 13:37:08.
Reference: https:/docs. fortinet.comvdocument/fortianalyzer/6.4.0/administration- guide/ 1 03664/time- zone-and-daylight-saving-time

NEW QUESTION # 77
Refer to the exhibit, which shows a FortiGate configuration snippet.

S
set status enable
config members
edit 1
set interface “"wanl
set priority 1
neaxt
edit 2
set interface “USA VPN"
set priority 2
AeXE

end
config service
edit 1

sst name "0U8A Browsing™
ast dat “all® 0

set src “all® S
AAdTReS

hrtxq systan automation-action
edit “"Enable USA Browsing script”™
sat action-type cli-script
seat script "config aystem sdwan
config service

adie 1
sat status enable
next
and
d"
::: HTH-}EI:J- lup-:_adni.n'
nextc

nd
A customer in Costa Rica has a FortiGate with SD-WAN configured to use a VPN connection to the United States to browse the

internet using a public IP from that country. They would like to enable the SD-WAN rule using a webhook.
‘Which configuration must be added to the FortiGate, and which type of HTTP request must be used to accomplish this? (Choose
two.)



Add to the FortiGate the configuration:

config system automation-trigger
adit "Enable USA Browsing”

set event-type incoming-webhook

next

end

config system autocmation-stitch
adit "Enable USA Browsing saidreny

rigger “"EnablegUSH Brewsing”™

config actions

edit 1
set adtleh "Enable USA Browsing script”

set reguired enable

2ERTINE

end

next

Issue an HTTP POST to FE:EHT“-IET

‘https://192.168.1.9%/api /v2/mopiEbT/system/automation-

stitch/webhook/Enabla%20Sa®28Browsing”

F - =

Issue an HTTP GET t S

‘https://192.168.1. 99fa.p;'.;‘v.?!r:.c&:f'ayst.et:!a';tama:icn-
5:it:h;w@bhaak;Enable%EQU%QF{ owsing'

Add to the ForliGate the configuration:
conflg system autcmation-tzigger
edit "Ernable USA Browsing webhook™
aat event-typée incoming-waebhook
next
end
conflig system automation-stitch
adicz "Enable USA Browsing®
aet trigger “EnableyDsk Erchi;Eme'ET
cenfig actdcny
itk
aat acticn "Enable USA Browsing script”
sat rejquired anable
next
end
next

and

e D

Answer: C,D

NEW QUESTION # 78
Refer to the exhibit, which shows a FortiGate configuration snippet.



:onfig system sdwan
set status enable
config members
edit 1
set interface "wanl"”
ssat priority 1
next
edit 2
set interface "USA VPN"
set priority 2
next
end
config service
edit 1
set name "USA Browping’
set dst "all®
set src "all®
set priority-fsmbers 2
next
end
mnd
:onfig system autofiation-action
edit "Enable/M8A Browsing script”
set agtidp~type cli-script
setpaEipt "config system sdwan
config sedvice -
iy oo ZERTINET
set status enable
next
end
md"™
set accprofile "super admin®
next
rnd

A customrer in Costa Rica has a FortiGate with SD-WAN configured to use a VPN connection to the United States to browse the
internet using a public IP from that country. They would like to enable the SD-WAN rule using a webhook.

‘Which configuration must be added to the FortiGate, and which type of HTTP request must be used to accomplish this? (Choose
two.)

Issue an HITP GET to

‘httpa://192.168.1.99/api/v2/mofibor/system/automation

. A atitch/webhook/Enable&2 }-'_ISF\&2DBrow5inFE:E HTInET



\dd to the FAFFGAlFRY ¢brTIETRtion:

ronfig system automation-trigger
edit "Enable USA Browsing webhook"

set event-type incoming-webhook

mnd ‘jfs:‘

ronfig system automation-stit@
edit "Enable USA Browsin%*

set trigger “Enablpﬁa Browsing webhock”™

config act icn\Q
1

edit 1
set a "Enable USA Browsing script"”
39\ ired enable
next
end
next
and

Issue an HTTP FOST to %'

‘hl'.l:];l:l: SA192.1&E8.1. EQ!apL,‘vQIm r,’:l:lrntamfautnmatiun—
astitch/wabhook/Enabla%20U5 M0 J ol

e C.
dd to the FortiGate the configuration:

onfig system autocmation-trigger

edit "Enable USA Browsing"
set event-type incoming-webhook @

nzext oo

onfig system automation-stitch ‘E”
edit "Enable USA Browsing a )
set trigger "Enable U sing™

config actions
edit 1 6
set act able USA Browsing script”™
set raq:S!!d enable
next

end

eD F:RTINET



Answer: A,B

NEW QUESTION # 79

Our Fortinet NSE 8 - Written Exam (NSE8_812) study questions have a high quality, that mainly reflected in the passing rate. More
than 99% students who use our NSE8 812 exam material passed the exam and successfully obtained the relating certificate. This
undoubtedly means that if you purchased NSE8 812 exam guide and followed the information we provided you, you will have a
99% chance of successfully passing the exam. So our NSE8 812 study materials are a good choice for you. In order to gain your
trust, we will provide you with a full refund commitment. If you failed to pass the exam after you purchase NSE8 812 Exam
Material, whatever the reason, you just need to submit your transcript to us and we will give you a full refund. We dare to make
assurances because we have absolute confidence in the quality of Fortinet NSE 8 - Written Exam (NSE8_812) study questions. We
also hope you can believe that NSE8 812 exam guide is definitely the most powerful weapon to help you pass the exam.
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