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Netskope Certified Cloud Security Architect Sample Questions (Q27-Q32):

NEW QUESTION # 27

You created a Real-time Protection policy that blocks all activities to non-corporate S3 buckets, but determine that the policy is too
restrictive. Specifically, users are complamning that normal websites have stopped rendering properly.

How would you solve this problem?

A. Create a Real-time Protection policy to allow the Download activity to the Amazon S3 application
B. Create a Real-time Protection policy to allow the Browse activity to the Amazon S3 application.
C. Create a Real-time Protection policy to allow the Browse activity to the Cloud Storage category
D. Create a Real-time Protection policy to allow the Download activity to the Cloud Storage category
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Answer: C

Explanation:

To solve the problem of normal websites not rendering properly due to a Real-time Protection policy that blocks all activities to non-
corporate S3 buckets, the best solution is to create a Real-time Protection policy to allow the Browse activity to the Cloud Storage
category. This approach will enable users to view content from various cloud storage services, including Amazon S3, without
allowing full access to non-corporate S3 buckets. It's a more granular and less restrictive policy that allows necessary browsing
activities while still maintaining control over the upload and download activities to non-corporate buckets].

The Netskope Knowledge Portal provides information on how to configure Real-time Protection policies, including how to set up
policies that allow certain activities while blocking others1. Additionally, the Netskope Community Forum offers insights into best
practices for policy configuration to avoid overly restrictive rules that can impact normal web browsing

NEW QUESTION # 28

A company's architecture includes a server subnet that is logjcally isolated from the rest of the network with no Internet access, no
default gateway, and no access to DNS. New resources can only be provisioned on virtual resources in that segment and there is a
firewall that is tunnel-capable securing the perimeter of the segment. The only requirement is to have content filtering for any server
that might access the Internet using a browser.

Which two Netskope deployment methods would achieve this requirement? (Choose two.)

A. Install the Netskope Client on the servers

B. Deploy a mobile profile on the servers.

C. Deploy Data Plane on Premises (DPoP) with a proxy configuration on the servers.

D. Deploy IPsec or GRE tunnels in the segment to steer traffic from the servers to Netskope.

Answer: C,D

Explanation:

For a server subnet that is isolated and requires content filtering for any server that might access the Internet using a browser, the
two Netskope deployment methods that would meet this requirement are:

* B. Deploy Data Plane on Premises (DPoP) with a proxy configuration on the servers: Deploying DPoP would allow the isolated
servers to connect to the Netskope cloud for content filtering through a proxy configuration. This setup would enable the servers to
have controlled access to the Internet for content filtering purposes without requiring direct Internet accessl.

* C. Deploy IPsec or GRE tunnels in the segment to steer traffic from the servers to Netskope: By deploying IPsec or GRE tunnels,
the traffic from the servers can be securely directed to Netskope for content filtering, This method is suitable for environments where
servers do not have direct Internet access, as the tunnel provides a secure path for traffic to reach Netskope's cloud services1.
These deployment methods are designed to work in environments with strict network isolation and provide the necessary content
filtering capabilities for servers accessing the Internet.

The deployment methods and their suitability for isolated server subnets are based on Netskope's documentation and resources,
which detail various deployment options and their use cases21.

NEW QUESTION # 29
Your company just had a new Netskope tenant provisioned and you are asked to create a secure tenant configuration. In this
scenario, which two default settings should you change? {Choose two.)

A. Change Untrusted Root Certificate to Block.

B. Change "Disallow concurrent logins by an Admin" to Enabled.
C. Change Safe Search to Disabled

D. Change the No SNI setting to Block.

Answer: A,B

Explanation:

For a new Netskope tenant provisioned, to create a secure tenant configuration, you should consider changing the following default
settings:

* B. Change Untrusted Root Certificate to Block: This setting will ensure that any traffic coming from an untrusted root certificate is
blocked, which is a critical security measure to prevent man-in-the-middle attacks and other types of cyber threats].

* D. Change "Disallow concurrent logins by an Admin" to Enabled: This setting will prevent multiple concurrent logins by the same
admin account, which is an important security control to mitigate the risk of unauthorized access.If an admin's credentials are
compromised, this setting will help limit the potential damage by ensuring that only one session can be active at a timel.



These changes are part of the recommended security hardening guidelines for Netskope tenants to enhance the overall security
posture of the tenant environment.

The recommendations for changing default settings for a secure tenant configuration are based on Netskope' s security hardening
guidelines, which provide detailed instructions on how to enhance the security of Netskope products and components deployed in
custorer environments1.

NEW QUESTION # 30

You are already using Netskope CSPM to monitor your AWS accounts for compliance. Now you need to allow access from your
company-managed devices running the Netskope Client to onty Amazon S3 buckets owned by your organization. You must ensure
that any current buckets and those created in the future will be allowed Which configuration satisfies these requirements?

¢ A Steering: Cloud Apps Only Policy type: Real-time Protection
Constraint: Storage. Bucket Does Not Match *@myorganization.com Action: Block

¢ B. Steering: Cloud Apps Only, All Traffic Policy type: Real-time Protection Constraint: Storage. Bucket Does Not Match -
ALLAccounts Action: Block

e C. Steering: All Web Traffic Policy type: API Data Protection Constraint: Storage, Bucket Does Match
*@myorganization.com Action: Allow

¢ D. Steering: Cloud Apps Only. All Traffic Policy type: Real-time Protection Constraint: Storage. Bucket Does Match -
ALLAccounts Action: Allow

Answer: D

Explanation:

To allow access from company-managed devices rumning the Netskope Client to only Amazon S3 buckets owned by the
organization, the following configuration satisfies the requirements:

Steering Configuration:

Policy Type: Real-time Protection

Constraint: Storage

Bucket Condition: Bucket Does Match - ALLAccounts

Action: Allow

By configuring the policy to allow traffic from company-managed devices (Netskope Clients) to Amazon S3 buckets, the
organization ensures that only buckets owned by the organization are accessible.

The -ALLAccounts condition ensures that both existing and fiture buckets are allowed.

This configuration aligns with the requirement to allow access to organization-owned buckets while blocking access to other buckets.
Reference:

Netskope Cloud Security

Netskope Solution Brief

Netskope Community

NEW QUESTION # 31
You want customers to configure Real-time Protection policies. In which order should the policies be placed in this scenario?

A. Threat, CASB, RBI, Web
B. RBI, CASB, Web, Threat
C. CASB, RBI, Threat, Web
D. Threat, RBI, CASB, Web

Answer: B

Explanation:

* When configuring Real-time Protection policies in Netskope, the recommended order is as follows:

* RBI (Risk-Based Index) Policies: These policies focus on risk assessment and prioritize actions based on risk scores. They help
identify high-risk activities and users.

* CASB (Cloud Access Security Broker) Policies: These policies address cloud-specific security requirements, such as controlling
access to cloud applications, enforcing data loss prevention (DLP) rules, and managing shadow IT.

* Web Policies: These policies deal with web traffic, including URL filtering, web categories, and threat prevention.

* Threat Policies: These policies focus on detecting and preventing threats, such as malware, phishing, and malicious URLs.

* Placing the policies in this order ensures that risk assessment and cloud-specific controls are applied before addressing web and
threat-related issues. References:
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NEW QUESTION # 32
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