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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q269-Q274):

NEW QUESTION # 269
After completing malware removal steps, what is the next step the technician should take?

A. Review system logs

B. Reimage the computer

C. Educate the end user

D. Perform a secondary antivirus scan

Answer: C

Explanation:
End-user education is crucial after malware removal to prevent recurrence. Teaching safe browsing habits and security awareness
completes the remediation cycle.

NEW QUESTION # 270
A technician is using a credential manager to safeguard a large number of credentials. Which of the following is important for using
this application?

A. Restricted log-in times
B. Secure master password
C. Windows lock screen
D. TPM module

Answer: B

Explanation:

Credential managers or password vaults (e.g., Windows Credential Manager, KeePass, or LastPass) store passwords securely. The
integrity of such tools heavily depends on the strength of the master password protecting the vault. If compromised, all saved
credentials could be exposed. Therefore, setting a secure master password is crucial.

A). Login time restrictions are general user account settings, not specific to credential managers.

C). TPM is used more commonly for full disk encryption, not specifically required for password managers.

D). The lock screen protects general access but does not protect stored credentials alone.

Reference:

CompTIA A+ 220-1102 Objective 2.2: Compare and contrast authentication technologies and secure credential storage.

Study Guide Section: Password management and protection best practices

NEW QUESTION # 271
A technician needs to install an operating system on a large number of workstations. Which of the following is the fastest method?

A. Mountable ISO

B. Image deployment
C. Physical media

D. Manual installation

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Image deployment is the fastest and most efficient method for installing operating systerms on multiple machines. It involves creating a
pre-configured image of an OS and deploying it across systens using tools like Windows Deployment Services (WDS) or third-
party imaging solutions. This method saves time and ensures consistency across all devices.

A: Physical media is slow and not scalable.

B: Mountable ISOs are useful but still require manual installation.
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C: Manual installation is time-consuming and not suitable for large-scale deployment.

Reference:

CompTIA A+ 220-1102 Objective 1.4: Given a scenario, use appropriate Microsoft operating system installation methods.
Study Guide Section: Deployment methods - image deployment, automation

NEW QUESTION # 272
When a user is in the office, web pages are loading slowly on the user's phone. Which of the following best explains this issue?

A. Low storage space

B. Degraded network service

C. Sluggish response time

D. Exceeded the data usage limit

Answer: B

Explanation:
Degraded network service in the office, such as weak Wi-Fi signal or network congestion, is the most likely reason web pages are
loading slowly on the user's phone.

NEW QUESTION # 273
A technician needs to configure settings for password complexity and failed log-in attempts before a user is locked out. These
settings canmot be changed by standard users. Which of the following MMC snap-ins should the technician use?

A. gpedit
B. taskschd

C. lusrmgr
D. perfimon

Answer: A

Explanation:

The correct MMC snap-in is Group Policy Editor (gpedit.msc) because password complexity rules and account lockout thresholds
are controlled through Group Policy security settings, not through user- management or performance tools. In Windows, these
settings live under Computer Configuration # Windows Settings # Security Settings # Account Policies, which includes both
Password Policy (complexity, length, age) and Account Lockout Policy (lockout threshold for failed logons). The All-in-One guide
explicitly notes that you configure security requirements like "your login password must be at least ten characters" by using Group
Policy Editor, gpedit.msc. Quentin Docter also explains that gpedit.msc is used to edit local Group Policy and that you can launch
MMC and add the Group Policy Object Editor snap-in when working through MMC. Mike Meyers' Lab Manual reinforces that
password and lockout controls are "security policies" and highlights that gpedit.msc includes the same security-policy items (plus
more), making it the best exam- focused answer.

References: Quentin Docter - CompTIA A+ Complete Study Guide (Group Policy Editor and MMC snap-in); Travis Everett &
Andrew Hutz - CompTIA A+ All-in-One Exam Guide (gpedit.msc for security/password requirements); Mark Soper - Mike
Meyers' A+ Lab Manual (security policies; gpedit vs secpol).

NEW QUESTION # 274
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