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Microsoft Endpoint Administrator Sample Questions (Q253-Q258):
NEW QUESTION # 253 
Hotspot Question
Your company uses Microsoft Endpoint Configuration Manager and purchases a Microsoft 365 subscription.
You need to set up Desktop Analytics.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
Box 1: The Microsoft Endpoint Manager console
How to set up Desktop Analytics.
Use this procedure to sign in to Desktop Analytics and configure it in your subscription. This procedure is a one-time process to set
up Desktop Analytics for your organization.
Initial onboarding
1. Open the Desktop Analytics portal in the Microsoft Endpoint Manager admin center as a user with the Global Admin role. Select
Start. Alternatively, on the Configuration Manager console, go to the Software Library workspace, select the Desktop Analytics
Servicing node, and select Plan deployments.
2. Etc.
Box 2: Configure Azure Services
Use this procedure to connect Configuration Manager to Desktop Analytics, and configure device settings. This procedure is a one-
time process to attach your hierarchy to the cloud service.
In the Configuration Manager console, go to the Administration workspace, expand Cloud Services, and select the Azure Services
node. Select Configure Azure Services in the ribbon.
Reference:
https://docs.microsoft.com/en-us/mem/configmgr/desktop-analytics/connect-configmgr
https://docs.microsoft.com/en-us/mem/configmgr/desktop-analytics/set-up

NEW QUESTION # 254 
You have a Microsoft 365 subscription that contains a user named User1. User1 is assigned a Windows 10/11 Enterprise E3
license.
You use Microsoft Intune Suite to manage devices.
User1 activates the following devices:
- Device1: Windows 11 Enterprise
- Device2: Windows 10 Enterprise
- Device3: Windows 11 Enterprise
How many more devices can User1 activate?

A. 0
B. 1
C. 2
D. 3

Answer: A

NEW QUESTION # 255 
You have an Azure AD tenant that contains the users shown in the following table.
You have the devices shown in the following table.
You have a Conditional Access policy named CAPolicy1 that has the following settings:
* Assignments
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o Users or workload identities: User 1. User1
o Cloud apps or actions: Office 365 Exchange Online
o Conditions: Device platforms: Windows, iOS
* Access controls
o Grant Require multi-factor authentication
You have a Conditional Access policy named CAPolicy2 that has the following settings:
Assignments
o Users or workload identities: Used, User2
o Cloud apps or actions: Office 365 Exch
o Conditions
* Device platforms: Android, iOS
* Filter for devices
* Device matching the rule: Exclude filtered devices from policy
* Rule syntax: device. displayName- contains "1"
* Access controls
* Grant Block access
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Answer:

Explanation:

NEW QUESTION # 256 
You have the on-premises servers shown in the following table.
You have a Microsoft 365 E5 subscription that contains Android and iOS devices. All the devices are managed by using Microsoft
Intune.
You need to implement Microsoft Tunnel for Intune. The solution must minimize the number of open firewall ports.
To which server can you deploy a Tunnel Gateway server, and which inbound ports should be allowed on the server to support
Microsoft Tunnel connections? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation
Box 1: Server4
Microsoft Tunnel is a VPN gateway solution for Microsoft Intune that runs in a container on Linux and allows access to on-premises
resources from iOS/iPadOS and Android Enterprise devices using modern authentication and Conditional Access.
Box 2: TCP 443 and UDP 443 only
Some traffic goes to your public facing IP address for the Tunnel. The VPN channel will use TCP, TLS, UDP, and DTLS over port
443.
By default, port 443 is used for both TCP and UDP, but this can be customized via the Intune Saerver Configuration - Server port
setting. If changing the default port (443) ensure your inbound firewall rules are adjusted to the custom port.
Incorrect:
TCP 1723 is not used.
Reference: https://docs.microsoft.com/en-us/mem/intune/protect/microsoft-tunnel-overview

NEW QUESTION # 257 
You have an Azure AD tenant named contoso.com that contains a user named Used. User! has a user principal name (UPN) of
user1@contoso.com.
You join a Windows 11 device named Client 1 to contoso.com.
You need to add User1 to the local Administrators group of Client1.
How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



Explanation:
net localgroup Administrators /add "AzureAD\user1@contoso.com"
This command will add the Azure AD user with the UPN of user1@contoso.com to the local Administrators group of the device1.
You need to use the AzureAD prefix and double backslashes to specify the user's domain2. You also need to enclose the user's
name in quotation marks if it contains special characters like
@1.
You can run this command from an elevated command prompt on Client1, or remotely by using PowerShell or other tools1. You
can also use the Intune Role Administrator role or the Additional local administrators on all Azure AD joined devices setting to
manage the local administrators group on Azure AD joined devices34.

NEW QUESTION # 258
......
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