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users only. App online version-Be suitable to all kinds of equipment or digital devices. Be supportive to offline exercise on the
condition that you practice it without mobile data.

Do you want to pass your exam buying using the least time? If you do, you can choose us, we have confidence help you pass your
exam just one time. GICSP training materials are edited by skilled professionals, they are familiar with the dynamics for the exam
center, therefore you can know the dynamics of the exam timely. Besides, we offer you free demo for you to have a try before
buying GICSP Test Dumps, so that you can have a deeper understanding of what you are going to buy. Free update for one year is
available, and you can obtain the latest version if you choose us, and the update version for GICSP exam materials will be sent to
your email address automatically.
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We also update frequently to guarantee that the client can get more learning GICSP exam resources and follow the trend of the
times. So if you use our GICSP study materials you will pass the test with high success probability. And our GICSP learning guide is
high-effective. If you study with our GICSP practice engine for 20 to 30 hours, then you can pass the exam with confidence and
achieve the certification as well.

GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q74-Q79):
NEW QUESTION # 74 
Which of the following is part of the Respond function of the NIST CSF (cybersecurity framework)?

A. Performing forensics analysis on a system and eradicating malware
B. Restoring from backup a system that had been compromised
C. Discovering malicious activity on the network using multiple sensors
D. Limiting user access to only those network resources necessary for them to do their jobs

Answer: A

Explanation:
The Respond function of the NIST Cybersecurity Framework (CSF) focuses on activities to contain, mitigate, and eradicate
incidents once detected.
Performing forensic analysis and eradicating malware (B) falls clearly within the Respond function.
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(A) Discovering malicious activity is part of the Detect function.
(C) Restoring from backup is part of the Recover function.
(D) Limiting user access is a Preventive control under the Protect function.
GICSP training maps ICS security activities to the NIST CSF to guide structured incident response.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST CSF Framework (Respond Function)
GICSP Training on Incident Handling and Response

NEW QUESTION # 75 
According to the DHS suggested patch decision tree, what should the next step be if there is a vulnerability with an available patch,
but without an available workaround?

A. Determine if the operational needs are greater than the risk
B. Test and apply the patch
C. Determine if the vulnerability affects the ICS
D. Identify the vulnerability and the available patch

Answer: B

Explanation:
The DHS (Department of Homeland Security) patch decision tree provides a systematic approach for patch management in ICS
environments, balancing security and operational availability.
When a vulnerability is identified and a patch is available, but no workaround exists, the recommended next step is to test and apply
the patch (C). This ensures that the system is protected as quickly as possible while verifying that the patch does not disrupt critical
ICS operations.
(A) Identifying if the vulnerability affects the ICS typically comes earlier in the decision tree.
(B) Evaluating operational needs versus risk is part of risk management but comes after confirming patch availability.
(D) Identifying the vulnerability and patch is a prerequisite step.
This approach aligns with GICSP's emphasis on structured patch management and testing before deployment in critical
environments.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response DHS ICS Patch Management Decision Tree
(Referenced in GICSP) NIST SP 800-82 Rev 2, Section 8.2 (Patch Management)

NEW QUESTION # 76 
During a plant upgrade an architect needs to connect legacy lEDs to a new TCP/IP instrumentation LAN. The lEDs only have RS-
232 communication interfaces available. What would best be used to connect the lEDs?

A. Data diode
B. Communications Gateway
C. Industrial switch
D. Engineering workstation

Answer: B

Explanation:
Legacy devices using RS-232 interfaces require a communications gateway (C) to translate between the serial communication
protocol and the new TCP/IP network.
A data diode (A) is a unidirectional security device, not a protocol translator.
An engineering workstation (B) is a computer, not a protocol conversion device.
An industrial switch (D) operates at the Ethernet layer and does not perform protocol conversion.
GICSP emphasizes gateways as essential for integrating legacy ICS devices into modern IP networks while maintaining protocol
integrity.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
NIST SP 800-82 Rev 2, Section 3.4 (Legacy Protocol Integration)
GICSP Training on ICS Network Architecture and Protocols



NEW QUESTION # 77 
An attacker crafts an email that will send a user to the following site if they click a link in the message. What else is necessary for this
type of attack to work?

A. The user must be authenticated to the HMI interface before clicking the link
B. The user clicking the link must be an administrator on the network
C. The attacker must enclose the URL parameter with <script> tags to run the code
D. The attacker must obtain a session cookie from an authorized HMI user

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The URL indicates a command to disconnect a sensor on an HMI interface, likely part of a Cross-Site Request Forgery (CSRF) or
similar web-based attack.
For such an attack to succeed, the user must be authenticated to the HMI interface before clicking the link (C), so that the request is
executed with valid session privileges.
(A) Obtaining a session cookie would help but is not strictly necessary if the user is already authenticated.
(B) User administrative rights may not be necessary depending on HMI design, but authentication is essential.
(D) URL parameters generally don't require script tags unless exploiting Cross-Site Scripting (XSS).
GICSP emphasizes authentication and session management as critical controls to mitigate web-based attacks on ICS interfaces.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response OWASP Top 10 Web Application Risks
(Referenced in GICSP) GICSP Training on Web Security in ICS

NEW QUESTION # 78 
Which type of process is used to manufacture fuels, chemicals, and plastics?

A. Batch
B. Discrete
C. Continuous

Answer: C

Explanation:
The manufacturing of fuels, chemicals, and plastics typically involves continuous processes (C), where raw materials flow
continuously through reactors, mixers, or other equipment to produce the final product without interruption.
Discrete processes (A) deal with countable units like assembled products.
Batch processes (B) are run in defined lots or batches, common in pharmaceuticals or food production but not typical for fuels and
chemicals.
GICSP emphasizes the need to understand process types to implement appropriate control and cybersecurity measures.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Operations
ISA-88 and ISA-95 Standards
GICSP Training on Process Types and ICS Control Strategies

NEW QUESTION # 79
......
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