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NEW QUESTION # 40
Which of'the following policies to help define what users can and should do to use the network and organization of computer
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B. user policy

C. None

D. general policy

E. remote access policy

Answer: B

NEW QUESTION # 41
Which of'the following is the practice of sending unwanted e-mail messages, frequently with commercial content, in large quantities to
an indiscriminate set of recipients? Each correct answer represents a complete solution. Choose all that apply.

A. Email spoofing
B. Junk mail

C. E-mail spam
D. Ennail jamming

Answer: B,C

Explanation:

E-mail spam, also known as unsolicited bulk email (UBE), junk mail, or unsolicited commercial email (UCE), is the practice of
sending unwanted e-mail messages, frequently with commercial content, in large quantities to an indiscrimnate set of recipients.
Answer option A is incorrect. Email spoofing is a fraudulent email activity in which the sender address and other parts of the email
header are altered to appear as though the email originated from a different source. Emmil spoofing is a technique commonly used in
spam and phishing emails to hide the orign of the email message. By changing certain properties of the email, such as the From,
Return-Path and Reply-To fields (which can be found in the message header), ill-ntentioned users can make the email appear to be
from someone other than the actual sender. The result is that, although the email appears to come from the address indicated in the
From field (found in the email headers), it actually comes from another source. Answer option D is incorrect. Email jamming is the
use of sensitive words in e-mails to jam the authorities that listen in on them by providing a form of a red herring and an intentional
annoyance. In this attack, an attacker deliberately includes "sensitive" words and phrases in otherwise innocuous emails to ensure
that these are picked up by the monitoring systens. As a result the senders of these emails will eventually be added to a "harmless"
list and their emails will be no longer intercepted, hence it will allow them to regain some privacy.

NEW QUESTION # 42

James is a network administrator working at a student loan company in Minnesota. This company processes over 20,000 student
loans a year from colleges all over the state. Most communication between the company schools, and lenders is carried out through
emails. Much of the email communication used at his company contains sensitive information such as social security numbers. For
this reason, James wants to utilize email encryption. Since a server-based PKI is not an option for him, he is looking for a low/no
cost solution to encrypt emails. What should James use?

A. James can enforce mandatory HTTPS in the email clients to encrypt emails
B. James can use MDS algorithm to encrypt all the emails

C. James should utilize the free OTP software package.

D. James could use PGP as a fiee option for encrypting the company's emails.

Answer: D

NEW QUESTION # 43
Which of the following is also known as slag code?

A. Trojan

B. Logic bomb
C. IRC bot

D. Worm

Answer: B

Explanation:
Explanation/Reference:



NEW QUESTION # 44
‘Which risk management phase helps in establishing context and quantifying risks?

A. Risk treatment

B. Risk identification
C. Risk review

D. Risk assessment

Answer: D

NEW QUESTION # 45
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