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EC-COUNCIL Computer Hacking Forensic Investigator (CHFI-v11) Sample
Questions (Q27-Q32):
NEW QUESTION # 27 
Ron, a computer forensics expert, is investigating a case involving corporate espionage. He has recovered several mobile computing
devices from the crime scene. One of the evidence that Ron possesses is a mobile phone from Nokia that was left in ON condition.
Ron needs to recover the IMEI number of the device to establish the identity of the device owner. Which of the following key
combinations can he use to recover the IMEI number?

A. *IMEI#
B. #06#*
C. #*06*#
D. *#06#
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Answer: C

NEW QUESTION # 28 
Which of the following tools is not a data acquisition hardware tool?

A. UltraKit
B. Atola Insight Forensic
C. F-Response Imager
D. Triage-Responder

Answer: C

NEW QUESTION # 29 
The investigator wants to examine changes made to the system's registry by the suspect program. Which of the following tool can
help the investigator?

A. What's Running
B. Regshot
C. TRIPWIRE
D. RAM Capturer

Answer: B

NEW QUESTION # 30 
What layer of the OSI model do TCP and UDP utilize?

A. Data Link
B. Network
C. Transport
D. Session

Answer: C

NEW QUESTION # 31 
During the course of an investigation, you locate evidence that may prove the innocence of the suspect of the investigation. You must
maintain an unbiased opinion and be objective in your entire fact finding process. Therefore you report this evidence. This type of
evidence is known as:

A. mandatory evidence
B. Terrible evidence
C. Inculpatory evidence
D. exculpatory evidence

Answer: D

NEW QUESTION # 32
......
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