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NEW QUESTION # 267
As a cybersecurity analyst for SecureNet, you are performing a security assessment of a new mobile payment application. One of
your primary concerns is the secure storage of customer data on the device. The application stores sensitive information such as
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credit card details and personal identification numbers (PINs) on the device. Which of the following measures would best ensure the
security of this data?

A. Enable GPS tracking for all devices using the app.
B. Encrypt all sensitive data stored on the device.

C. Implement biometric authentication for app access.
D. Regularly update the app to the latest version.

Answer: B

Explanation:

Encrypting all sensitive data stored on the device is the best measure to ensure the security of this data, because it protects the data
from unauthorized access or disclosure, even if the device is lost, stolen, or compromised. Encryption is a process of transforming
data into an unreadable format using a secret key or algorithm. Only authorized parties who have the correct key or algorithm can
decrypt and access the data.

Encryption can be applied to data at rest, such as files or databases, or data in transit, such as network traffic or messages.
Encryption can prevent attackers from stealing or tampering with the customer data stored on the device, such as credit card details
and PINs, which can cause financial or identity fraud.

The other options are not as effective or sufficient as encryption for securing the customer data stored on the device. Implementing
biometric authentication for app access may provide an additional layer of security, but it does not protect the data from being
accessed by other means, such as malware, physical access, or backup extraction. Enabling GPS tracking for all devices using the
app may help locate the device in case of loss or theft, but it does not prevent the data from being accessed by unauthorized parties,
and it may also pose privacy risks. Regularly updating the app to the latest version may help fix bugs or vulnerabilities, but it does not
guarantee the security of the data, especially if the app does not use encryption or other security features. References:

* Securely Storing Data | Security.org

* Data Storage Security: 5 Best Practices to Secure Your Data

* MO: Insecure Data Storage | OWASP Foundation

NEW QUESTION # 268

You are a security officer of a company. You had an alert from IDS that indicates that one PC on your Intranet is connected to a
blacklisted IP address (C2 Server) on the Internet. The IP address was blacklisted just before the alert. You are starting an
mvestigation to roughly analyze the severity of the situation. Which of the following is appropriate to analyze?

A. 1DS log

B. Event logs on the PC

C. Internet Firewall/Proxy log

D. Event logs on domain controller

Answer: C

Explanation:

In CEH v13 Module 04: Enumeration and Module 06: Malware Threats, when investigating Command-and- Control (C2)
communication, it is important to determine whether the communication actually occurred and what data was sent.

C). Internet Firewall/Proxy log

Best source to confirm outbound connections to external IPs.

Proxy logs show which internal host made the connection, the timestamp, and sometimes even URL and payload.
Firewalls can indicate port usage, traffic volume, and connection duration.

This data gives a direct view of how severe the incident is, whether data exfiltration occurred, and which internal system is affected.
Why Other Options Are Less Effective Initially:

A). IDS Log: Only tells you that an alert was generated. May be false positive or triggered by a failed connection.

B). Event logs on Domain Controller: Useful for user account behavior, but not for network connections.

D). Event logs on the PC: May lack detail or be tampered with by malware.

Reference:

Module 06 - Incident Response Triage & Forensics Logs

CEH iLabs: Proxy Log Analysis and Malware C2 Detection

NEW QUESTION # 269
What is a NULL scan?



A. A scan with an illegal packet size

B. A scan in which all flags are on

C. A scan in which all flags are turned off

D. A scan in which certain flags are off

E. A scan in which the packet size is set to zero

Answer: C

Explanation:

ANULL scan is a type of TCP scan where no TCP flags are set in the packet. This unconventional packet is used to evade firewalls
and intrusion detection systems and to determine the state of a port based on the response.

Behavior:

* Open port # No response

* Closed port # RST (Reset)

From CEH v13 Courseware:

* Module 3: Scanning Networks

* Topic: TCP Flag Scanning Methods

CEH v13 Study Guide states:

"A NULL scan sends a TCP packet with all flags turned off. The system's response (or lack thereof) allows the attacker to infer
whether a port is open or closed, especially on UNIX-based systens." Incorrect Options:

* B: Vague and naccurate

* C: Refers to Xmas scan (URG, PSH, FIN)

* D/E: Irrelevant to TCP flags

Reference:CEH v13 Study Guide - Module 3: Scanning Networks # TCP NULL ScansRFC 793 - TCP Protocol Behavior

NEW QUESTION # 270
During an Xmas scan what indicates a port is closed?

A.SYN

B.RST

C. ACK

D. No return response

Answer: B

NEW QUESTION # 271

In your cybersecurity class, you are learning about common security risks associated with web servers. One topic that comes up is
the risk posed by using default server settings. Why is using default settings ona web - server considered a security risk, and what
would be the best mitial step to mitigate this risk?

A. Default settings reveal server software type; change these settings

B. Default settings cause server malfunctions; simplify the settings

C. Default settings allow unlimited login attempts; setup account lockout
D. Default settings enable auto-updates; disable and manually patch

Answer: A

Explanation:

Using default settings on a web server is considered a security risk because it can reveal the server software type and version, which
can help attackers identify potential vulnerabilities and launch targeted attacks. For example, if the default settings include a server
signature that displays the name and version of the web server software, such as Apache 2.4.46, an attacker can search for known
exploits or bugs that affect that specific software and version. Additionally, default settings may also include other insecure
configurations, such as weak passwords, unnecessary services, or open ports, that can expose the web server to unauthorized
access Or COmpromnise.

The best mitial step to mitigate this risk is to change the default settings to hide or obscure the server software type and version, as
well as to disable or remove any unnecessary or insecure features. For example, to hide the server signature, one can modify the
ServerTokens and ServerSignature directives in the Apache configuration filel. Alternatively, one can use a web application firewall
or a reverse proxy to mask the server information from the client requests2. Changing the default settings can reduce the attack
surface and make it harder for attackers to exploit the web server.



References:
* How to Hide Apache Version Number and Other Sensitive Info
* How to hide server information from HTTP headers? - Stack Overflow

NEW QUESTION # 272
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