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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q487-Q492):
NEW QUESTION # 487 
Thomas, a cloud security professional, is performing security assessment on cloud services to identify any loopholes. He detects a
vulnerability in a bare-metal cloud server that can enable hackers to implant malicious backdoors in its firmware. He also identified
that an installed backdoor can persist even if the server is reallocated to new clients or businesses that use it as an IaaS.
What is the type of cloud attack that can be performed by exploiting the vulnerability discussed in the above scenario?

A. Metadata spoofing attack
B. Man-in-the-cloud (MITC) attack
C. Cloudborne attack
D. Cloud cryptojacking
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Answer: C

Explanation:
In CEH v13 Module 16: Cloud Computing and Container Security, Cloudborne attacks are described as threats specific to bare-
metal cloud infrastructure.
Characteristics of a Cloudborne Attack:
Targets firmware-level vulnerabilities in reused physical servers.
Malware or backdoors can persist even after VM or OS reinstallation.
Can lead to compromise of new tenants or clients once servers are reallocated.
First highlighted in Project X by Eclypsium.
Option Clarification:
A: MITC: Exploits synchronization in cloud storage, not firmware.
B: Cryptojacking: Mining cryptocurrency using cloud resources.
C: Cloudborne attack: Correct - targets firmware on bare-metal cloud servers.
D: Metadata spoofing: Exploits cloud instance metadata services, unrelated to firmware.
Reference:
Module 16 - Advanced Cloud Attacks # Cloudborne Threats
CEH eBook: Firmware-Level Threats in Cloud Environments

NEW QUESTION # 488 
Clark is gathering sensitive information about a competitor and uses a tool to input the target's server IP address to identify network
range, OS, and topology. What tool is he using?

A. AOL
B. ARIN
C. DuckDuckGo
D. Baidu

Answer: B

Explanation:
ARIN (American Registry for Internet Numbers) is a Regional Internet Registry (RIR) that provides information about IP address
allocations and autonomous systems in North America. It's used for WHOIS lookups and footprinting in reconnaissance.

NEW QUESTION # 489 
Which of the following tools is used to detect wireless LANs using the 802.11a/b/g/n WLAN standards on a linux platform?

A. Kismet
B. Abel
C. Netstumbler
D. Nessus

Answer: A

Explanation:
https://en.wikipedia.org/wiki/Kismet_(software)
Kismet is a network detector, packet sniffer, and intrusion detection system for 802.11 wireless LANs. Kismet will work with any
wireless card which supports raw monitoring mode, and can sniff 802.11a, 802.11b, 802.11 g, and 802.11n traffic.

NEW QUESTION # 490 
Which command can be used to show the current TCP/IP connections?

A. Net use
B. Netsh
C. Net use connection
D. Netstat

Answer: D



Explanation:
Comprehensive and Detailed Explanation:
The netstat (network statistics) command is used to display:
* Current TCP/UDP connections
* Listening ports
* Routing tables
* Interface statistics
This is one of the most common tools for network troubleshooting and monitoring on Windows and Linux.
From CEH v13 Courseware:
* Module 3: Scanning Networks # System and Network Utilities
Reference:CEH v13 Study Guide - Netstat Command Overview

NEW QUESTION # 491 
What would you enter if you wanted to perform a stealth scan using Nmap?

A. nmap -sT
B. nmap -sS
C. nmap -sU
D. nmap -sM

Answer: B

Explanation:
In CEH v13 Module 03: Scanning Networks, stealth scanning refers to a method of scanning that avoids detection by not
completing the TCP handshake.
-sS = TCP SYN scan (Stealth scan)
Sends SYN packet.
If SYN-ACK is returned, the port is open; then a RST is sent back instead of completing handshake.
Harder to detect via IDS/IPS.
Option Analysis:
A). -sM: TCP Maimon scan (rarely used).
B). -sU: UDP scan.
C). -sS: Stealth SYN scan.
D). -sT: TCP Connect scan (not stealthy).
Reference:
Module 03 - Nmap Scan Types
CEH Labs: Using -sS for Low-Profile Port Scanning

NEW QUESTION # 492
......
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