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HA #127

SCENARIO

Please use the following to answer the next question:

Zandelay Fashion ('Zandelay') is a successful international online clothing retailer that employs approximately 650 people at its
headquarters based in Dublin, Ireland. Martin is their recently appointed data protection officer, who oversees the company's
compliance with the General Data Protection Regulation (GDPR) and other privacy legislation.

The company offers both male and female clothing lines across all age demographics, including children. In doing so, the company
processes large amounts of information about such customers, including preferences and sensitive financial information such as credit
card and bank account numbers.

In an aggressive bid to build revenue growth, Jerry, the CEO, tells Martin that the company is launching a new mobile app and
loyalty scheme that puts significant emphasis on profiling the company's customers by analyzing their purchases. Martin tells the CEO
that: (a) the potential risks of such activities means that Zandelay needs to carry out a data protection impact assessment to assess
this new venture and its privacy implications; and (b) where the results of this assessment indicate a high risk in the absence of
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appropriate protection measures, Zandelay may have to undertake a prior consultation with the Irish Data Protection Commissioner
before implementing the app and loyalty scheme.

Jerry tells Martin that he is not happy about the prospect of having to directly engage with a supervisory authority and having to
disclose details of Zandelay's business plan and associated processing activities.

‘What would MOST effectively assist Zandelay in conducting their data protection impact assessment?

A. Existing DPIA guides published by local supervisory authorities.

B. Data breach documentation that data controllers are required to maintain.

C. Records of processing activities that data controllers are required to maintain.
D. Information about DPIAs found in Articles 38 through 40 of the GDPR.

EfE: A

b«

A data protection impact assessiment (DPIA) is a process to help identify and minimise the data protection risks of a project that
involves personal data, especially when using new technologies or processing that is likely to result in a high risk to individuals1. The
UK GDPR requires data controllers to carry out a DPIA before starting such processing and to consult the supervisory authority if
the DPIA indicates a high risk that cannot be mitigated1. The UK GDPR also provides some general guidance on the content and
methodology of a DPIA, but it does not prescribe a specific format or procedurel. Therefore, to effectively assist Zandelay in
conducting their DPIA, it would be helpful to refer to existing DPIA guides published by local supervisory authorities, such as the
ICO mthe UK or the DPC in Ireland23. These guides offer more detailed and practical advice on how to conduct a DPIA, what to
include in it, how to assess and mitigate the risks, and when to consult the authority23. They also provide templates, checklists,
examples, and case studies to illustrate the DPIA process23. By following these guides, Zandelay can ensure that their DPIA is
comprehensive, consistent, and conpliant with the UK GDPR and the relevant national laws.

The other options are not as effective as option C, because:

Option A: Information about DPIAs found in Articles 38 through 40 of the UK GDPR is too general and vague to assist Zandelay in
conducting their DPIA. These articles only outline the basic requirements and principles of a DPIA, but do not provide any specific
guidance on how to conduct one, what to include in it, or how to assess and mitigate the risks1. Zandelay would need more detailed
and practical advice to effectively performa DPIA.

Option B: Data breach documentation that data controllers are required to maintain is not relevant to conducting a DPIA. A data
breach is a security incident that leads to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access
to, personal datal. A data controller must document any data breaches, including the facts, effects, and remedial actions taken, and
notify the supervisory authority and the affected individuals without undue delayl. However, a data breach is not the same as a data
protection risk, which is the potential for adverse effects on individuals as a result of the processing of their personal data2. A DPIA
is a proactive and preventive measure to identify and minimise the data protection risks of a project, not a reactive and corrective
measure to deal with the consequences of a data breach2.

Option D: Records of processing activities that data controllers are required to maintain are not sufficient to assist Zandelay in
conducting their DPIA. A record of processing activities is a document that contains information about the purposes, categories,
recipients, transfers, retention periods, and security measures of the processing of personal data by a data controller or a data
processorl. A data controller must maintain a record of processing activities under its responsibility and make it available to the
supervisory authority upon request1. However, a record of processing activities is not the same as a DPIA, which is a more in-depth
and systematic analysis of the data protection risks and the measures to address them2. A record of processing activities may
provide some useful information for a DPIA, such as the nature, scope, context, and purposes of the processing, but it does not
cover other aspects, such as the necessity, proportionality, compliance, and impact of the processing?.
https//blog.netwrix.cony2021/02/17/data-protection-impact-assessment/

https/ico.org, uk/for-organisations-2/guide-to-data-protection/guide-to- the- general-data- protection-regulation- gdpr/accountability-
and-governance/data-protection-impact-assessments/

B R #128

A multinational company is appointing a mandatory data protection officer. In addition to considering the rules set out in Article 37
(1) of the GDPR, which of the following actions must the company also undertake to ensure compliance in all EU jurisdictions in
which it operates?

e A Revise the data processing activities of the company that affect more than one jurisdiction to evaluate whether they comply
with the principles of privacy by design and by default.

e B. Conduct a Data Protection Privacy Assessment on the processing operations of the company in all the countries it
operates.

e (. Assess whether the company has more than 250 employees in each of the EU member-states in which it is established.

e D. Consult national derogations to evaluate if there are additional cases to be considered in relation to the matter.
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What is the consequence if a processor makes an independent decision regarding the purposes and means of processing it carries
out on behalf of a controller?

A. The processor will be liable to pay compensation to affected data subjects

B. The controller will be liable to pay an administrative fine

C. The processor will be considered to be a controller in respect of the processing concerned

D. The controller will be required to demonstrate that the unauthorized processing negatively affected one or more of the
parties involved

Ef#: A

A -
Explanation/Reference: https:/ico.org.uk/for-organisations/guide-to-data-protection/guide- to-the- general-data-protection-
regulation-gdpr/key-definitions/controllers-and-processors/

H #130
What type of data lies beyond the scope of the General Data Protection Regulation?

A. Anonymized

B. Encrypted

C. Pseudonymized
D. Masked

Ef: A

B #131

A Spanish electricity customer calls her local supplier with questions about the company's upcoming merger. Specifically, the
customer wants to know the recipients to whom her personal data will be disclosed once the merger is final. According to Article 13
ofthe GDPR, what must the company do before providing the customer with the requested mnformation?

A. Verify that the identity of the customer can be proven by other means.

B. Verify that the purpose of the request from the customer is in line with the GDPR.

C. Verify that the request is applicable to the data collected before the GDPR entered into force.
D. Verify that the personal data has not already been sent to the customer.
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