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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q460-Q465):
NEW QUESTION # 460 
Users of a company's internal web application recently experienced application performance issues for a brief period The application
includes frontend web servers that run in an Amazon Elastic Kubernetes Service (Amazon EKS) cluster The application also
includes a bacKend Amazon Aurora PostgreSQL DB cluster that includes one DB instance.
A SysOps administrator determines that the source of the performance issues was high utilization of the DB cluster. The single writer
instance experienced more than 90% utilization for 11 minutes The cause of the high utilization was an automated report that is
scheduled to run one time each week What should the SysOps administrator do to ensure that users do not experience performance
Issues each week when the report runs?

A. Increase the size of the DB instance. Monitor the performance during the next scheduled run of the report
B. Add a reader instance. Change the database connection string of the report application to use the newly created reader
instance.
C. Add another writer instance Change the database connection string of the report application to use the newly created
writer instance.
D. Configure auto scaling for the DB cluster Set the minimum capacity units, maximum capacity units, and target utilization
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Answer: A

Explanation:
Increasing DB Instance Size:
Increasing the instance size provides more CPU and memory resources, which can help handle higher loads.
Steps:
Go to the AWS Management Console.
Navigate to RDS and select the DB instance.
Modify the instance to increase its size.
Apply the changes during the next maintenance window or immediately if it is a critical issue.
Monitoring Performance:
After resizing, monitor the instance during the next report run to ensure that it handles the load effectively.

NEW QUESTION # 461 
A compliance team requires all administrator passwords tor Amazon RDS DB instances to be changed at toast annually Which
solution meets this requirement in the MOST operationally efficient manned

A. Store the database credentials as a parameter in the RDS parameter group Create a database trigger to rotate the
password every 365 days
B. Store the database credentials in a private Amazon S3 bucket Schedule an AWS Lambda function to generate a new set
of credentials every 365 days
C. Store the database credentials in AWS Systems Manager Parameter Store as a secure string parameter Configure
automatic rotation for the parameter every 365 days
D. Store the database credentials in AWS Secrets Manager Configure automate rotation for the secret every 365 days

Answer: D

Explanation:
AWS Secrets Manager allows you to store, manage, and automatically rotate database credentials. This service is designed to be
used for such requirements efficiently.
* Store Database Credentials in AWS Secrets Manager:
* Open the AWS Secrets Manager console at AWS Secrets Manager Console.
* Choose Store a new secret.
* Select Credentials for RDS database and provide the database connection details and credentials.
* Choose Next to configure the secret.
* Configure Rotation:
* Enable automatic rotation for the secret.
* Set the rotation interval to 365 days.
* Select or create a Lambda function that will be used to rotate the secret. AWS Secrets Manager provides a template for this
function which can be customized if necessary.
* Apply and Monitor:
* Apply the changes and ensure that your application retrieves credentials from AWS Secrets Manager.
* Monitor the rotation activity in Secrets Manager to ensure that the credentials are being rotated as expected.
References:
* AWS Secrets Manager
* Rotating Your AWS Secrets Manager Secrets

NEW QUESTION # 462 
A company plans to migrate several of its high performance computing (MPC) virtual machines (VMs) to Amazon EC2 instances on
AWS. A SysOps administrator must identify a placement group for this deployment. The strategy must minimize network latency
and must maximize network throughput between the HPC VMs.
Which strategy should the SysOps administrator choose to meet these requirements?

A. Deploy the instances in a cluster placement group in one Availability Zone.
B. Deploy the instances in a partition placement group in two Availability Zones
C. Deploy the instances in a partition placement group in one Availability Zone
D. Deploy the instances in a spread placement group in two Availably Zones

Answer: A



Explanation:
For high-performance computing (HPC) applications that require minimized network latency and maximized network throughput, the
best strategy is to use a cluster placement group. Here's why:
Cluster Placement Group:
Instances in a cluster placement group are placed within a single Availability Zone, which allows them to communicate using high-
bandwidth, low-latency connections.
This is ideal for HPC workloads that require high network throughput and low latency.
Reference:
High-Bandwidth, Low-Latency Networking:
Instances in a cluster placement group benefit from enhanced networking features, which significantly improve the communication
speed between instances.
Operational Benefits:
By grouping instances in a single Availability Zone, network traffic remains local to the zone, reducing latency compared to inter-
zone communication.
This setup also simplifies the architecture for performance-critical applications.
By deploying your HPC instances in a cluster placement group in one Availability Zone, you ensure that network latency is minimized
and throughput is maximized, meeting the performance requirements of your HPC applications.

NEW QUESTION # 463 
A company has two VPC networks named VPC A and VPC B. The VPC A CIDR block is 10.0.0.0/16 and the VPC B CIDR
block is 172.31.0.0/16. The company wants to establish a VPC peering connection named pcx-
12345 between both VPCs.
Which rules should appear in the route table of VPC A after configuration? (Select TWO.)

A. Destination: 10.0.0.0/16, Target: Local
B. Destination: 172.31.0.0/16, Target: Local
C. Destination: 10.0.0.0/16, Target: pcx-12345
D. Destination: 172.31.0.0/16, Target: pcx-12345
E. Destination: 10.0.0.0/16. Target: 172.31.0.0/16

Answer: A,D

Explanation:
https://docs.aws.amazon.com/vpc/latest/peering/vpc-peering-routing.html When establishing a VPC peering connection between two
VPCs, you need to update the route tables of both VPCs to allow traffic to flow between them.
* Route Table of VPC A (10.0.0.0/16):
* Local Route: This route is automatically created to allow traffic within the VPC.
* Destination: 10.0.0.0/16, Target: Local
* Peering Connection Route: This route directs traffic destined for VPC B (172.31.0.0/16) through the VPC peering connection.
* Destination: 172.31.0.0/16, Target: pcx-12345
* Route Table of VPC B (172.31.0.0/16):
* Local Route: This route is automatically created to allow traffic within the VPC.
* Destination: 172.31.0.0/16, Target: Local
* Peering Connection Route: This route directs traffic destined for VPC A (10.0.0.0/16) through the VPC peering connection.
* Destination: 10.0.0.0/16, Target: pcx-12345
References:
* VPC Peering Routing

NEW QUESTION # 464 
A SysOps administrator must ensure that a company's Amazon EC2 instances auto scale as expected The SysOps administrator
configures an Amazon EC2 Auto Scaling Lifecycle hook to send an event to Amazon EventBridge (Amazon CloudWatch Events),
which then invokes an AWS Lambda function to configure the EC2 distances When the configuration is complete, the Lambda
function calls the complete Lifecycle-action event to put the EC2 instances into service. In testing, the SysOps administrator
discovers that the Lambda function is not invoked when the EC2 instances auto scale.
What should the SysOps administrator do to reserve this issue?

A. Update the Lambda function execution role so that it has permission to call the complete lifecycle-action event
B. Add a permission to the Lambda function so that it can be invoked by the EventBridge (CloudWatch Events) rule.



C. Change the lifecycle hook action to CONTINUE if the lifecycle hook experiences a fa* we or timeout.
D. Configure a retry policy in the EventBridge (CloudWatch Events) rule to retry the Lambda function invocation upon failure.

Answer: B

Explanation:
If a Lambda function is not being invoked by an Amazon EventBridge (formerly CloudWatch Events) rule, the likely issue is a
missing permission. The Lambda function needs permission to be invoked by the EventBridge rule.
Steps:
Add Permission to Lambda Function:
Open the AWS Lambda console.
Select your Lambda function.
Choose "Configuration" and then "Permissions".
Under the "Resource-based policy" section, add a policy that grants EventBridge permission to invoke your function.
Example policy:
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:REGION:ACCOUNT_ID:function:FUNCTION_NAME",
"Condition": {
"ArnLike": {
"AWS:SourceArn": "arn:aws:events:REGION:ACCOUNT_ID:rule/RULE_NAME"
}
}
}
]
}
Verify the EventBridge Rule:
Open the Amazon EventBridge console.
Select the rule that targets your Lambda function.
Ensure that the rule is correctly configured to match events and the target is your Lambda function.
Reference:
AWS Lambda Permissions Model
Amazon EventBridge Rules

NEW QUESTION # 465
......
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