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PECB Certified ISO/IEC 27001 Lead Auditor exam Sample Questions (Q50-
Q55):

NEW QUESTION # 50

You are carrying out your first third-party ISMS surveillance audit as an Audit Team Leader. You are presently in the auditee's data
centre with another member of your audit team.

You are currently in a large room that is subdivided into several smaller roons, each of which has a numeric combination lock and
swipe card reader on the door. You notice two external contractors using a swipe card and combination number provided by the
centre's reception desk to gain access to a client's suite to carry out authorised electrical repairs.

You go to reception and ask to see the door access record for the client's suite. This indicates only one card was swiped. You ask
the receptionist and they reply, "yes it's a common problem. We ask everyone to swipe their cards but with contractors especially,
one tends to swipe and the rest simply 'tailgate’ their way in" but we know who they are from the reception sign-in.

Based on the scenario above which one of the following actions would you now take?

A. Raise an opportunity for improvement that contractors must be accompanied at all times when accessing secure facilities

B. Raise a nonconformity against control A.7.1 'security perimiters' as a secure area is not adequately protected

C. Determine whether any additional effective arrangements are in place to verify individual access to secure areas e.g. CCTV

D. Raise a nonconformity against control A.5.20 'addressing information security in supplier relationships' as information

security requirements have not been agreed upon with the supplier

¢ E. Raise a nonconformity against control A.7.6 'working in secure areas' as security measures for working in secure areas
have not been defined

¢ F. Raise an opportunity for improvement to have a large sign in reception reminding everyone requiring access must use their

swipe card at all times

Answer: C

Explanation:

Explanation

The best action to take in this scenario is to determine whether any additional effective arrangements are in place to verify individual
access to secure areas, such as CCTV. This action is consistent with the audit principle of evidence-based approach, which requires
the auditor to obtain sufficient and appropriate audit evidence to support the audit findings and conclusions1. By verifying the
existence and effectiveness of other security controls, the auditor can assess the extent and impact of the nonconformity observed,
and determine the appropriate audit finding and recommendation.

The other options are not the best actions to take i this scenario, because they are either premature or inappropriate. For example:
*Option A is inappropriate, because it is not the auditor's role to suggest specific solutions or improvements to the auditee, but rather
to report the audit findings and recommendations based on the audit criteria and objectives2. A large sign in reception may not be an
effective or feasible solution to address the issue of tailgating, and it may not reflect the root cause of the problem.

*Option C is premature, because it assumes that the control A.7.1 'security perimeters' is not adequately implemented, without
verifying the existence and effectiveness of other security controls that may compensate for the observed nonconformity. The auditor
should not jump to conclusions based on a single observation, but rather gather sufficient and appropriate audit evidence to support
the audit finding3.

*QOption D is premature, because it assumes that the control A.7.6 'working in secure areas' is not adequately implemented, without
verifying the existence and effectiveness of other security controls that may compensate for the observed nonconformity. The auditor
should not jump to conclusions based on a single observation, but rather gather sufficient and appropriate audit evidence to support
the audit finding3.

*QOption E is mappropriate, because it is not related to the observed nonconformity, which is about the access control to secure
areas, not the information security requirements agreed upon with the supplier. The auditor should not raise a nonconformity based
on irrelevant or incorrect audit criteria4.

*QOption F is mappropriate, because it is not the auditor's role to suggest specific solutions or improvements to the auditee, but rather
to report the audit findings and recommendations based on the audit criteria and objectives2. Requiring contractors to be
accompanied at all times when accessing secure facilities may not be an effective or feasible solution to address the issue of tailgating,
and it may not reflect the root cause of the problem

References: 1:1SO 190112018, 5.2; 2: 1SO 19011:2018, 6.6; 3:ISO 190112018, 6.2; 4:1SO 190112018,

6.3; :1SO 19011:22018; : ISO 19011:22018; : ISO 19011:2018; : ISO 190112018
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NEW QUESTION # 51

You are performing an ISMS audit at a residential nursing home called ABC that provides healthcare services.

You find all nursing home residents wear an electronic wristband for monitoring their location, heartbeat, and blood pressure always.
You learned that the electronic wristband automatically uploads all data to the artificial intelligence (Al) cloud server for healthcare
monitoring and analysis by healthcare staff.

To verify the scope of ISMS, you interview the management system representative (MSR) who explains that the ISMS scope
covers an outsourced data center.

Select three options for the audit evidence you need to find to verify the scope of the ISMS.

e A The auditee has ISO 9001 certification

¢ B. The auditee has identified the resident's needs and expectations on the comfort facility, medical professional's competence,
and clean environment

¢ C. The auditee is considering the purchase of a healthcare monitoring app from an external software company

D. The auditee has identified the governmental authorities' needs and expectations on healthcare services and patient data

handling

E. The auditee has identified the resident's needs and expectations on the facility and environmental safety

F. The IT service agreement with the data center where the artificial intelligence (Al) cloud server is located

G. The auditee has identified the resident's needs and expectations on how they should protect the resident's personal data

H. The auditee has identified the resident's needs and expectations on healthcare medical treatment services

Answer: D,F,G

Explanation:

Explanation

According to ISO 27001:2022 clause 4.3, the organisation shall determine the scope of the information security management system
(ISMS) by considering the internal and external issues, the requirements of nterested parties, and the nterfaces and dependencies
with other organisations12 In this case, the ISMS scope covers an outsourced data center that hosts the artificial intelligence (Al)
cloud server for healthcare monitoring and analysis of the residents' data. Therefore, the audit evidence you need to find to verify the
scope of the ISMS should include:

The auditee has identified the governmental authorities' needs and expectations on healthcare services and patient data handling, This
is an external issue and an interested party requirement that affects the ISMS scope, as the auditee has to comply with the relevant
laws and regulations regarding the quality, safety, and privacy of healthcare services and patient datal2 The auditee has identified the
resident's needs and expectations on how they should protect the resident's personal data. This is an external issue and an interested
party requirement that affects the ISMS scope, as the auditee has to ensure the confidentiality, integrity, and availability of the
resident's personal data that is collected, processed, and stored by the electronic wristband and the Al cloud server12 The IT
service agreement with the data center where the artificial intelligence (Al) cloud server is located. This is an interface and
dependency with another organisation that affects the ISMS scope, as the auditee has to control the externally provided processes,
products, and services that are relevant to the ISMS, and to implement appropriate contractual requirements related to information
security]2 The following options are not relevant or sufficient for verifying the scope of the ISMS:

The auditee has identified the resident's needs and expectations on the facility and environmental safety.

This is an external issue and an interested party requirement, but it does not affect the ISMS scope, as 1t is not related to information
security]l2 The auditee has ISO 9001 certification. This is an indication of the auditee's quality management system, but it does not
verify the scope of the ISMS, as 1t is not related to information securityl2 The auditee has identified the resident's needs and
expectations on the comfort facility, medical professional's competence, and clean environment. These are external issues and
interested party requirements, but they do not affect the ISMS scope, as they are not related to information securityl2 The auditee
has identified the resident's needs and expectations on healthcare medical treatment services. These are external issues and interested
party requirements, but they do not verify the scope of the ISMS, as they are not specific to information securityl2 The auditee is
considering the purchase of a healthcare monitoring app from an external software company. This is a potential change that may
affect the ISMS scope in the future, but it does not verify the current scope of the ISMS, as 1t is not yet implemented or controlled12
References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) Course by CQI and IRCA Certified Training 1
2: ISO/IEC 27001 Lead Auditor Training Course by PECB 2

NEW QUESTION # 52
The following options are key actions involved in a first-party audit. Order the stages to show the sequence in which the actions
should take place.
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Appoint an audit team leader Y \
Prepare the audit checklist | 3 | L ( I 3
Gather objective evidence J

Review audit evidence

Document findings

Issue the report

To complete the sequence click on the blank section you want to complete so that itis.highiighted in red, and then click on the applicable text from the options below. Alternatively, you may drag and
drop the options to the appropriate blank section.

‘ Prepare the audit checklist‘ Gather objective evtdence! fLRevIewaudltevldence‘ {Documentﬂndings

The correct order of the stages is:

* Prepare the audit checklist

* Gather objective evidence

* Review audit evidence

* Document findings

* Audit preparation: This stage involves defining the audit objectives, scope, criteria, and plan. The auditor also prepares the audit
checklist, which is a list of questions or topics that will be covered during the audit. The audit checklist helps the auditor to ensure
that all relevant aspects of the ISMS are addressed and that the audit evidence is collected in a systematic and consistent manner12.
* Audit execution: This stage involves conducting the audit activities, such as opening meeting, interviews, observations, document
review, and closing meeting. The auditor gathers objective evidence, which is any information that supports the audit findings and
conclusions. Objective evidence can be qualitative or quantitative, and can be obtained from various sources, such as records,
statements, physical objects, or observations123.

* Audit reporting: This stage involves reviewing the audit evidence, evaluating the audit findings, and documenting the audit resuilts.
The auditor reviews the audit evidence to determine whether it is sufficient, reliable, and relevant to support the audit findings. The
auditor evaluates the audit findings to determine the degree of conformity or nonconformity of the ISMS with the audit criteria. The
auditor

* documents the audit results in an audit report, which is a formal record of the audit process and outcomes. The audit report
typically includes the following elements123:



* An introduction clarifying the scope, objectives, timing and extent of the work performed

* An executive summary indicating the key findings, a brief analysis and a conclusion

* The intended report recipients and, where appropriate, guidelines on classification and circulation

* Detailed findings and analysis

* Recommendations for improvement, where applicable

* A statement of conformity or nonconformity with the audit criteria

* Any limitations or exclusions of the audit scope or evidence

* Any deviations from the audit plan or procedures

* Any unresolved issues or disagreements between the auditor and the auditee

* A list of references, abbreviations, and definitions used in the report

* A list of appendices, such as audit plan, audit checklist, audit evidence, audit team members, etc.

* Audit follow-up: This stage involves verifying the implementation and effectiveness of the corrective actions taken by the auditee to
address the audit findings. The auditor monitors the progress and completion of the corrective actions, and evaluates their impact on
the ISMS performance and conformity. The auditor may conduct a follow-up audit to verify the corrective actions on-site, or may
rely on other methods, such as document review, remote interviews, or self-assessment by the auditee.

The auditor documents the follow-up results and updates the audit report accordingly123.

References:

* PECB Candidate Handbook ISO 27001 Lead Auditor, pages 19-25

*1SO 19011:2018 - Guidelines for auditing management systens

* The ISO 27001 audit process | ISMS.online

NEW QUESTION # 53

A couple of years ago you started your company which has now grown from 1 to 20 employees. Your company's information is
worth more and more and gone are the days when you could keep control yourself

You are aware that you have to take measures, but what should they be? You hire a consultant who advises you to start with a
qualitative risk analysis.

What is a qualitative risk analysis?

e A This analysis is based on scenarios and situations and produces a subjective view of the possible threats.
¢ B. This analysis follows a precise statistical probability calculation in order to calculate exact loss caused by damage.

Answer: A

NEW QUESTION # 54
You are an ISMS audit team leader assigned by your certification body to carry out a follow-up audit of a Data Centre client.
According to ISO 19011:2018, the purpose of a follow-up audit is to verify which one of the following?

A. Conypletion and effectiveness of corrective actions
B. The effectiveness of the management system

C. Inplementation of ISMS objectives

D. Implementation of risk treatment plans

Answer: A

Explanation:

The purpose of a follow-up audit is to verify the completion and effectiveness of corrective actions taken by the auditee in response
to the nonconformities identified in a previous auditl. A follow-up audit is a type of audit that is conducted after an initial audit, and it
focuses on the specific areas where nonconformities were found and corrective actions were agreed upon2. A follow-up audit can
be conducted as a separate audit or as part of a scheduled audit, depending on the nature and severity of the nonconformities and
the audit programme objectives3.

The other options are not the purpose of a follow-up audit, but rather the purpose of other types of audits. For exanmple:

*QOption A is the purpose of a performance audit, which is a type of audit that evaluates the effectiveness of the management system
n achieving its intended results4.

*Option B is the purpose of a compliance audit, which is a type of audit that verifies the conformity of the management system with
the specified requirements, such as the ISMS objectives5.

*Option C is the purpose of a process audit, which is a type of audit that examines the inputs, activities, outputs, and interactions of
a specific process within the management system, such as the risk treatment process.

References: 1: ISO 19011:2018, 6.7; 2: ISO 19011:2018, 3.7; 3:ISO 190112018, 5.5.2; 4:1SO 1901122018,

3.6; 5:1SO 19011:2018, 3.5; : ISO 190112018, 3.4; : ISO 19011:2018; : ISO 19011:2018; : ISO 19011:2018;
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