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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q11-Q16):

NEW QUESTION # 11

Michael, a digital forensic responder, enters a server room after a suspected data breach. He ensures all individuals not involved in
the investigation are escorted out, avoids altering any device configurations, and isolates the server from the network without
powering it down. What is the main goal of Michael's actions?

A. Collecting volatile memory

B. Securing and evaluating the crime scene
C. Cloning the affected server

D. Creating a chain of custody

Answer: B

Explanation:

Comprehensive and Detailed Explanation (ECIH-aligned):

Michael's actions reflect crime scene control, a foundational first-response principle in the ECIH forensic readiness module. Securing
the area, preventing unauthorized access, and avoiding system changes preserve evidence integrity.

Option C is correct because his primary objective is to secure and evaluate the digital crime scene before evidence collection begins.
ECIH stresses that scene control prevents contamination, tampering, and accidental evidence destruction.

Options A, B, and D may follow but are not the immediate objective.

NEW QUESTION # 12
OmegaTech Corp identified unauthorized remote access to its primary server and data exfiltration tunnels.
Simultaneously, loT device firmware corruption was reported. As the first responder, what should Olivia prioritize?

A. Start reinstalling [oT firmware

B. Alert all divisions to initiate a system-wide shutdown

C. Engage the Al-driven security systemto trace unauthorized access
D. Begin isolating the primary server and cutting off remote access

Answer: D

Explanation:

Comprehensive and Detailed Explanation (ECIH-aligned):

ECIH prioritizes containment of the most critical threat vector. The primary server actively exfiltrating data represents the highest
risk.

Option B is correct because isolating the primary server immediately stops data loss and attacker control. IoT remediation can
follow once core assets are secured.

Options A and D delay containment. Option C causes unnecessary disruption.

ECIH stresses that responders must address the most damaging threat first, making Option B correct.

NEW QUESTION # 13

Risk management consists of three processes, risk assessment, mitigation and evaluation. Risk assessment determines the extent of
the potential threat and the risk associated with an IT system through its SDLC. How many primary steps does NIST's risk
assessment methodology involve?

A. Twelve
B. Nine
C. Six

D. Four

Answer: B



NEW QUESTION # 14

MegaHealth, a global healthcare provider, experienced a sudden malfunction in its MRI machines.

Investigations revealed malware that tweaked MRI results and communicated with an external command-and- control server. With
tools like an advanced endpoint protection system and a network monitor, what should be the first step?

A. Inform the patients about a potential compromise of their data.

B. Deploy the endpoint protection on MRI machines to detect and halt the malware.
C. Use the network monitor to identify and block the C&C server communication.
D. Update the MRI machines' firmware and software.

Answer: B

Explanation:

Comprehensive and Detailed Explanation (ECIH-aligned):

This incident involves malware actively impacting medical devices, posing patient safety risks. According to ECIH malware incident
handling principles, the first priority is containment and eradication at the endpoint level

Option D is correct because deploying endpoint protection directly detects and halts malware execution on the MRI machines,
stopping both manipulation of results and further malicious activity. Endpoint containment is essential before network-level or
recovery actions.

Option B addresses communication but does not stop local manipulation. Option C alters system state without containment. Option
A is a regulatory step that follows validation.

ECIH emphasizes that in critical infrastructure and healthcare environments, immediate endpoint containment is essential to protect
safety and data integrity.

NEW QUESTION # 15

Mr. Smith is a lead incident responder of a small financial enterprise having few branches in Australia. Recently, the company
suffered a massive attack losing USD 5 million through an inter-banking system. After in-depth investigation on the case, it was
found out that the incident occurred because 6 months ago the attackers penetrated the network through a minor vulnerability and
maintained the access without any user being aware of it. Then, he tried to delete users' fingerprints and performed a lateral
movement to the computer of a person with privileges in the inter-banking system.

Finally, the attacker gained access and did fraudulent transactions.

Based on the above scenario, identify the most accurate kind of attack.

A. Ransomware attack

B. Denial-of-service attack
C. Phishing

D. APT attack

Answer: D

Explanation:

The scenario described fits the characteristics of an Advanced Persistent Threat (APT) attack. APTs are sophisticated, stealthy, and
continuous computer hacking processes often orchestrated by groups targeting a specific entity. These attackers penetrate the
network through vulnerabilities, maintain access without detection, and achieve their objectives, such as data exfiltration or financial
theft, over an extended period.

The fact that attackers exploited a minor vulnerability, maintained access for six months, and performed lateral movements to access
critical systems for fraudulent transactions highlights the strategic planning and persistence typical of APT attacks.
References:Incident Handler (ECIH v3) certification materials discuss APTs in detail, including their methodologies, objectives, and
the importance of comprehensive security strategies to detect and mitigate such threats.

NEW QUESTION # 16
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