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NEW QUESTION # 28 
All access requests to the existing/adminresource must be captured in the audit log. How should this be accomplished?

A. Set Splunk audit logging for/admin
B. Enable the Audit option for the/adminresource
C. Enable the Audit option for the/*resource
D. Setlog4j2.xmlaudit logging for/admin

Answer: B

Explanation:
PingAccess resources have anAudit flag. When enabled, all access attempts (allowed or denied) are recorded in the audit logs.
Exact Extract:
"To audit access requests to a specific resource, enable the Audit option on that resource in the application configuration."
* Option Ais correct - enabling audit for/adminensures its access requests are logged.
* Option Bis incorrect - enabling audit for/*is overly broad and logs everything, not just/admin.
* Option Cis incorrect - Splunk integration is for log forwarding, not per-resource auditing.
* Option Dis incorrect -log4j2.xmlcontrols log destinations/levels, not resource-specific auditing.
Reference:PingAccess Administration Guide -Resource Audit Logging

NEW QUESTION # 29 
A PingAccess API deployment requires multiple Access Token Managers to maintain compliance with customer requirements.
Which feature must be set on the Token Provider configuration?

A. Client Secret
B. Use Token Introspection Endpoint
C. Send Audience
D. Subject Attribute Name

Answer: C

Explanation:
When using multiple Access Token Managers, theSend Audienceoption ensures that tokens are scoped properly and validated
against the intended resource/application.
Exact Extract:
"EnableSend Audiencein the token provider configuration to support environments with multiple Access Token Managers and
enforce correct audience restrictions."
* Option A (Subject Attribute Name)is unrelated - it maps user identity but not token manager selection.
* Option B (Send Audience)is correct - required when multiple ATMs are in use.
* Option C (Use Token Introspection Endpoint)is optional and depends on deployment, not mandatory for multiple ATMs.
* Option D (Client Secret)is part of OAuth client credentials, not specific to multiple ATMs.
Reference:PingAccess Administration Guide -Access Token Management

NEW QUESTION # 30 
During a business review of an application, the administrator needs to change the Resource Authentication to anonymous. What are
the two effects of making this change to the resource? (Choose 2 answers.)

A. The resource requires no further authentication, and all Access Control rules still apply.
B. Requests to this resource are not logged, and Identity Mappings are applied.
C. The resource requires no further authentication, and Processing rules still apply.
D. The resource requires no further authentication, and no rules will apply.
E. The resource requires no further authentication, and Identity Mappings still apply.

Answer: C,E

Explanation:
When a resource is configured asanonymous, PingAccess does not challenge the user for authentication.
However, certain processing and identity propagation still occur.
Exact Extract:



"Anonymous resources do not require authentication. Identity mappings and request/response processing rules still apply."
* Option Ais incorrect because rules such as identity mappings and processing still apply.
* Option Bis correct - Identity Mappings can still forward attributes, even for anonymous access.
* Option Cis correct - Processing rules (e.g., request/response modifications) still apply.
* Option Dis incorrect - requestsarelogged; anonymous does not disable logging.
* Option Eis incorrect - access control rules (authorization) are not evaluated for anonymous resources.
Reference:PingAccess Administration Guide -Resource Authentication

NEW QUESTION # 31 
A company has removed the requirement to record back-channel requests from PingAccess to PingFederate in the audit log.
Where should the administrator update this behavior without affecting existing applications?

A. Token Validation
B. Web Sessions
C. Token Provider
D. Sites

Answer: A

Explanation:
PingAccess can be configured to log or suppress back-channel requests that occur duringtoken validation with an OAuth/OpenID
Connect provider such as PingFederate. These requests happen when PingAccess calls PingFederate to validate access tokens or
retrieve key material.
* Exact Extract from PingAccess documentation:
"Back-channel requests are logged during token validation by default. To prevent these requests from being written to the audit log,
update theToken Validationsettings in PingAccess." This makesToken Validationthe correct location for changing the behavior
without modifying application- specific configurations.
Why other options are wrong:
* B. Web Sessions
* Incorrect. Web Sessions control user session management and cookie handling, not back-channel token validation traffic.
* C. Sites
* Incorrect. Sites are the definitions of backend servers that PingAccess proxies to. This setting does not affect back-channel logging
to PingFederate.
* D. Token Provider
* Incorrect. The Token Provider defines the OIDC/OAuth server (e.g., PingFederate) and its endpoints, but the logging of back-
channel requests is not controlled here.
Thus, the correct answer isA. Token Validation.
Reference:PingAccess Administration Guide-Managing Token Validationsection.

NEW QUESTION # 32 
An administrator configures the following:
* HTTP Request Parameter Rule for"can_read=yes"
* Web Session Attribute Rule forOpt-in = yes
* Web Session Attribute Rule forgroup = customerService
* Rule SetA(ALL) # includes (HTTP Request Parameter Rule)
* Rule SetB(ANY) # includes (Opt-in yes, group customerService)
* Rule Set GroupC(ALL) # includes (Rule Set A, Rule Set B)Assigned to the web application.
Which set of conditions must be met to be able to access the application?

A. The request requires a parameter called can_read with a value of yes unless the authenticated user is in either customer
service or has the opt-in attribute set to yes.
B. The request requires a parameter called can_read with a value of yes. The authenticated usermust be either in customer
service or have the opt-in attribute set to yes.
C. The request requires a parameter called can_read with a value of yes. Additionally, the authenticated user must be in
customer service and have the opt-in attribute set to yes.
D. The request requires a parameter called can_read with a value of yes unless the authenticated user is in customer service
and the opt-in attribute set to yes.

Answer: B



Explanation:
The Rule Set GroupC(ALL) requiresboth Rule Set A and Rule Set Bto evaluate to true.
* Rule Set A (ALL)requirescan_read=yes.
* Rule Set B (ANY)requireseitherOpt-in=yesORgroup=customerService.
* Together in Rule Set Group C (ALL), both conditions must hold:
* can_read=yesmust be present in the request.
* User must have eitheropt-in=yesor be in thecustomerServicegroup.
This matchesOption Dexactly.
* Option Ais incorrect; it requires both attributes in Rule Set B, but B is ANY (either is sufficient).
* Option Bis incorrect; the "unless" wording is misleading - the parameter is always required because Rule Set A uses ALL.
* Option Cis incorrect; same reasoning as above, B is ANY not AND.
* Option Dis correct -can_read=yesAND(opt-in=yesORgroup=customerService).
Reference:PingAccess Administration Guide -Rules, Rule Sets, and Rule Set Groups
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