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Exam Description: implementing Cico SD-WAN Sctutions v1.1 {ENSDW) 300-415) is a S0-mirate exam
associated with the CONP Entevprise Certification, Thes exam 1ests o candidate’s krovwdedge of Cisca's
SO-WAN solution inciuding SD-WAN architecture, controlier deployment, WAN Edge router deployment,
pobcies, security, quality of sarvice, multicast, and management and operations. This courses,
Implernerting Crico SD-WAN Solutions, helgs Candidatied 1o pregare Por this exsm

Thie {edlawing topics are general guidelines for the content Bely 1o be included on the exam. However,
other related topics may slio appesr on 2ny specdic delvery of the exam. To better reflect the conternts
of the exam and for clasity purpases, the guldelngs below may change at any time without notics,

% 1.0 Architecture
Ll Describe Cisco 50-WAN architecture and companenis
1is Orchestration plane {vBand, NAT]}
1.Lb  Management plang (vManage]
1le  Control pline [venart, OMP)
11d Oataplane (WAN Edge)
Lld{ijy T
Lid i) 1Psec and GRE
1.1.d (i) vRoute
1.1 (i) BFD

12 Describe Cisoo 50-WAN Edge platforms and capabilities

i3 Describe Ciseo SD-WAN Clowd OnRamp
13a 5335
1ib s
13.c  Colocation

15% 2.0 Controller Deployment
1 Dedcribe controles cloud deployment
22 Describe controlier on-premises deplayment
.33  Hosting plasform [KVM and Hyperdisa]
238 inutalling controlfers
2.2.¢  Scalabsbiny and radundancy

23 Configure certificates and device Bsts
24 Trouhleshoot control plane connectivity between controllers

W 30 Router Deployment
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Cisco Implementing Cisco SD-WAN Solutions Sample Questions (Q447-
Q452):
NEW QUESTION # 447

Drag and Drop Question
Drag and drop the functions fiom the left onto the correct templates on the right.

o OV

il

O 1‘ : management VPN
senvice VPN
system information
Answer:
Explanation:
NEW QUESTION # 448

An engineer is troubleshooting a vEdge router and identifies a "DCONFAIL - DTLS comnection failure" message. What is the
problem?

A. memory issue

B. connectivity issue

C. organization mismatch
D. certificate mismatch

Answer: B

Explanation:
Explanation
httpsy/community.cisco.com/tS/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38



NEW QUESTION # 449
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An engineer configures Rome WAN Edge 10 use MPLS cloud as the preferred link to reach Paris WAN Edge and use biz-internet
as a backup. Which policy configuration must be led in the outbound direction toward Rome to accomplish the task?

™ L
policy Ki5co
tloc-list TLOC-1
tloc 10.1.1.101 color mpls ancap ipsec preference S00
° A. tioe 10.1.1.101 color biE.imiemst sncap ipsec prefsrence 400

 tloc-list TLOC-1
1 It16£ 10.1.1.102 color mpls encap ipsec preference 500
C | Uoc10.1.1.102 color biz-intgrmet encap ipsec preference 400

e B.
policy
lists
tloc-list TLOC-1
tloc 10.1.1.103 color mpls encap ipsec preference 500
tioc 10.1.1.103 color biz-internet encap ipsec preference 400

e C

tioc-list TLOC-1
tioc 10.1.1.104 colar

P ipsec preference 500
tloc 10.1.1. 104 eglor ME encap ipsec preference 400

e D.
Answer: B

Explanation:

To configure Rome WAN Edge to prefer the MPLS cloud for reaching Paris WAN Edge, and use biz-internet as a backup, the
policy must be set correctly to define the preference for each transport link.

* Understanding TLOCs (Transport Locator): TLOCs represent the transport network paths (MPLS, Internet, etc.) available for
SD-WAN. The preference values assigned to TLOCs determine their priority. A lower preference value indicates a higher priority.
* Policy Configuration Analysis:

* Option A: This option correctly configures the TLOC list for the system IPs representing the MPLS and biz-internet links with the
appropriate preferences (500 for MPLS and 400 for biz internet).

* Other options either repeat the TLOC configuration incorrectly or reference wrong system IPs.

* Policy Configuration:

policy

lists

tloc-list TLOC-1

tloc 10.1.1.102 color mpls encap ipsec preference 500

tloc 10.1.1.102 color biz-internet encap ipsec preference 400

NEW QUESTION # 450
‘Which two requirements must be met for DNS inspection when integrating with cisco umbrella? (Choose two)



A. Attach security policy to the device template.

B. Create and attach a System feature template with the Umbrella registration credentials.
C. Configure the Umbrella token on the vManage

D. Upload the WAN Edge serial allow list to the Umbrella portal.

E. Register and configure the vManage public IP and serial number in the Umbrella portal.

Answer: A,C

Explanation:
httpsy//www.connection.com/~/media/pdfs/brands/c/cisco/security/cnxn-cisco-sd-wan-and-umbrella. pdf?la=en

NEW QUESTION # 451
What is a default protocol for control plane connection?

A. DTLS
B. TLS

C. HTTPS
D. IPsec

Answer: C

NEW QUESTION # 452
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