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Nutanix Certified Professional - Business Continuity (NCP-BC) 7.5 Sample
Questions (Q98-Q103):
NEW QUESTION # 98 
Recently, several new VMs were deployed as part of an application expansion. Within 24 hours, the administrator notices no
recovery points are being created for the new VMs.
During investigation, the administrator observes:
* Existing VMs in the Protection Policy continue to replicate successfully.
* No replication task failures are reported.
* Network connectivity between clusters is healthy.
* Storage capacity at the remote site is sufficient.
* The Protection Policy uses category-based entity selection.
* The newly deployed VMs were provisioned by a separate team.
What is the most likely root cause of the issue?

A. The recovery plan must be recreated.
B. The new VMs were not added to the required category.
C. Snapshot retention settings are too low.
D. The replication schedule must be changed to Nearsync.

Answer: B

Explanation:
Nutanix Disaster Recovery (formerly Leap) utilizes a " policy-driven " approach where virtual machines are protected based on
assigned " Categories " rather than individual VM names. This allows for automated protection: any VM tagged with a specific
category (e.g., App:Web) is automatically picked up by the associated Protection Policy. When existing VMs are replicating fine but
new ones are not, and there are no network or storage errors, the root cause is almost always an administrative oversight during
provisioning.
If the separate team that deployed the VMs followed a checklist that didn ' t include category assignment, those VMs exist as "
unprotected entities " in the eyes of Prism Central. The Protection Policy will ignore them because they do not match the entity
selection criteria defined in the policy ' s configuration. To resolve this, the administrator must simply apply the correct category to
the new VMs. Once tagged, the Cerebro service will identify the new members during its next scan and initiate the initial full seed
replication to the recovery site. This scenario highlights the critical need for cross-team coordination and the use of automated
deployment tools (like Nutanix Self-Service or Calm) to ensure that security and BCDR requirements are applied consistently during
the VM lifecycle.

NEW QUESTION # 99 
A Protection Domain exists with a VM, but no new snapshots are being created and replication never starts.
Which is the most likely DR setup issue?

A. The Protection Domain has no schedule configured
B. The Protection Domain has no entities that are protected
C. The remote site has no vStore mapping
D. Bandwidth throttling is set too low

Answer: A

Explanation:
In a Nutanix legacy Protection Domain (PD) configuration, three primary elements must be in place for data protection to occur: the
entities (VMs), the remote site (destination), and the schedule. Even if a VM has been added to a Protection Domain (negating
Option A), the cluster will not take any action unless it is explicitly told " when " and " how often " to do so.
If no new snapshots are being created locally and replication is not starting, the most likely issue is that no " Schedule " has been
configured for that Protection Domain. The schedule defines the RPO (e.g., hourly, daily) and the retention period for the snapshots.
Without an active schedule, the Cerebro service simply has no instruction to initiate the snapshot process. While a missing vStore
mapping (Option C) would cause the " replication " to fail, the " local snapshots " would still be created in the PD. Similarly, low
bandwidth throttling (Option D) would cause the replication to move slowly or time out, but it would not prevent the initial creation
of the local recovery points. Therefore, verifying the presence of a valid, active replication schedule is the mandatory first step for an
administrator when a Protection Domain appears to be " idle " despite having VMs assigned to it.



NEW QUESTION # 100 
An administrator is validating a newly created Recovery Plan and receives the following warning:
IP addresses xxx.xxx.xxx.xxx cannot be preserved/mapped for VM REPORTVM01.
IP addresses cannot be preserved/mapped for entities
IP might be already in use or will be used by some other VM for recovery. IP cannot be mapped.
Only one IP address can be preserved for a vNIC in an IP address management enabled network.
What can the administrator do to resolve this warning without changing the existing IP address assigned to the VM?

A. Add an additional vNIC to the VM and assign the IP address to the new vNIC to bypass the IPAM conflict.
B. Remove and re-add the VM to the Recovery Plan to trigger a fresh IP address mapping validation.
C. Configure Custom VM IP Mapping in the Recovery Plan to define explicit IP address mapping for the VM.
D. Disable IPAM on the recovery site subnet to allow Nutanix DR to preserve static IP addresses during failover.

Answer: C

Explanation:
IP address management (IPAM) in Nutanix networks ensures that IP assignments are tracked to prevent conflicts. When a
Recovery Plan is validated, the orchestrator checks if it can successfully assign the required IPs at the recovery site. The warning
occurs when the system detects a potential conflict or cannot automatically " guarantee " the preservation of a static IP, often due to
overlapping pools or the way IPAM is configured on the destination subnet.
To resolve this without changing the VM ' s assigned IP, the administrator should use " Custom VM IP Mapping " . This feature
allows the administrator to override the default automatic assignment and explicitly state which IP the VM must receive at the
recovery site. By manually defining this mapping, the administrator
" claims " the IP within the Recovery Plan ' s logic, satisfying the validation check and ensuring that the VM boots with its correct
identity during a failover. Disabling IPAM (Option A) is often not feasible in production environments, and adding a vNIC (Option
B) complicates the VM ' s OS configuration. Custom IP mapping is the purpose-built administrative tool for resolving IP assignment
ambiguity and ensuring predictable recovery in complex, IPAM-enabled networking environments.

NEW QUESTION # 101 
Which port needs to be opened between two Prism Centrals to ensure a successful AZ pairing?

A. 0
B. 1
C. 2
D. 3

Answer: D

Explanation:
Disaster recovery orchestration in the Nutanix environment often involves the pairing of two separate Availability Zones (AZs), each
managed by its own Prism Central instance. For these two management planes to communicate, exchange metadata, and
synchronize Protection Policies and Recovery Plans, specific firewall ports must be open between them.
Port 9440 is the standard port used for all Prism Central and Prism Element web interface and API traffic.
During the AZ pairing process, the primary Prism Central must reach the recovery Prism Central ' s API to establish the trust
relationship and pair the sites. Other ports mentioned, such as 2009 (Option A) and 2020 (Option B), are used for data replication
between Controller VMs (CVMs) but are not used for the initial management-plane pairing between Prism Central instances. Port
2074 (Option C) is typically used for Nutanix Guest Tools (NGT) communication with the cluster. Therefore, ensuring port 9440 is
open between the two Prism Central instances is a mandatory prerequisite for successful disaster recovery site pairing.

NEW QUESTION # 102 
An administrator managing critical VMs has been tasked with designing a Disaster Recovery solution where the VMs are brought up
on the target cluster if the source cluster experience any issues. The failover needs to be triggered without any user intervention and
with minimal downtime. What automatic failure execution solution is best suited?

A. Synchronous Protection policy with witness VM
B. Nearsync Protection policy and no witness VM
C. Synchronous Protection policy and no witness VM



D. Asynchronous Protection policy with witness VM

Answer: A

Explanation:
To achieve the goal of " minimal downtime " and " no user intervention, " a zero-RPO solution with automated failover capabilities is
required. In the Nutanix ecosystem, this is accomplished through Synchronous Replication. Unlike Asynchronous or NearSync
replication, which rely on snapshot intervals and manual failover triggers, Synchronous replication ensures that data is written to both
the local and remote clusters simultaneously. This architecture provides the foundation for zero data loss during a site failure.
However, the " automatic " part of the requirement is fulfilled by the addition of a Witness VM. Without a Witness, a secondary
cluster cannot independently determine if the primary cluster has actually failed or if there is merely a network partition. In a " no
witness " scenario (Option C), the secondary cluster stays in a passive state to prevent " split-brain " data corruption, requiring an
administrator to manually promote the storage. By deploying a Witness VM at a third, independent site, the secondary cluster can
communicate with the Witness to " acquire the lock " on the protection domain. Once the Witness confirms the primary site is
unreachable, the orchestrator automatically promotes the secondary container and powers on the VMs. This combined solution of a
Synchronous Protection Policy and a Witness VM provides the highest level of availability and the fastest possible recovery without
requiring human action during the disaster event.

NEW QUESTION # 103
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