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Which of the following expressions are valid AIDE rules?
(Choose TWO correct answers.)

A. /etc ptitutg

B. !/var/run/.*

C. append: /var/log/*
D. #/bi/

E. /usr=all

IEf#: A. B

HRE#53

‘Which permission bit allows a file to be executed?

e A SetUID
e B. Read
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o C. Write
e D. Execute

IEf#: D

HH #54
Which of the following statements is true regarding eCryptfs?

¢ A. After unmounting an eCryptfs directory, the directory hierarchy and the original file names are still visible, although, it is not
possible to view the contents of the files.

¢ B. The content of all files in an eCryptfs directory is stored in an archive file similar to a tar file with an additional index to

improve performance.

C. eCryptfs cannot be used to encrypt only directories that are the home directory of a regular Linux user.

D. When a user changes his login password, the contents of his eCryptfs home directory has to be re- encrypted using his

new login password.

e E. For every file in an eCryptfs directory there exists a corresponding file that contains the encrypted content.

EfE: C

B #55
Which file is used to configure AIDE?

A. /etc/maldet.conf

B. /etc/aide/aide.conf
C. /etc/audit/auditd.conf
D. /etc/rkhunter.conf

M
R

: B

B #56
Which of the following statements is true about chroot environments?

¢ A Hard links to files outside the chroot path are not followed, to increase security

¢ B. Symbolic links to data outside the chroot path are followed, making files and directories accessible

e C. When using the command chroot, the started command is running in its own namespace and cannot communicate with
other processes

e D. The chroot path needs to contain all data required by the progranms running in the chroot environment

¢ E. Programs are not able to set a chroot path by using a finction call, they have to use the command chroot

IEf#: D
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