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A 290
¢ Troubleshooting and Repairing: Covers log interpretation, real-time analytics enablement, health score
FH1 analysis, and diagnosing issues including the effect of WAF on logging behavior.

¢ Admunistrative and Operational Tasks: Covers day-to-day admmnistrative tasks, specifically the process of
=M 2 creating and managing virtual services.

¢ Installing, Configuring, and Setup: Covers the installation, mitial configuration, and setup procedures for the
M3 Avi Load Balancer.

¢ Performance-tuning, Optimization, Upgrades: Covers Service Engine and group capacity limits, the impact
A 4 of elastic scale out, and the performance trade-offs of enabling real-time analytics and logging.
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A2 #193

A DevOps engineer is using an Ansible playbook to create a new HTTPS virtual service. The playbook fails with an error: "SSL
Profile is required for HTTPS service port 443",

The engineer's playbook definition is shown below.

- name: Create Web VS

avi_virtualservice:

name: vs-secure-app

services:

- port: 443

pool _ref. /api/pool?name=pool-secure-app

vip:

- ip_address: 10.10.10.50

‘What must be added to the playbook task to resolve this error?

A. Anse group ref'to specify where the virtual service should be placed.
B. An application profile refpointing to the System-L4- Application profile.
C. Anssl profile refpomnting to a valid SSL Profile.

D. A waf policy refto enable WAF on the virtual service.

X
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A Security Administrator is deciding on a certificate strategy for a company's web services. The company has a mix of modern,
high-performance public APIs and older internal applications with legacy clients. Which statements accurately describe the trade-offs
between EC and RSA certificates in this context? (Choose 2.)

A. RSA certificates offer stronger security than EC certificates at every key size.

B. EC certificates are always self-signed and cannot be issued by a public CA.

C. RSA certificates should be used for the internal applications to ensure compatibility with legacy clients.
D. EC certificates should be used for the public APIs to minimize handshake latency.

E. Both certificate types consume the same amount of CPU on the Avi Service Engines.

d¥d: CD
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‘Which method does not identify why a server has been marked down by a Health Monitor?

A. Pool> Server > Health Score icon
B. Pool > Server > Analytics screen

C. Virtual Service > Logs

D. Pool > Events > Server Down event

HE: C

MY

Avi provides several places to troubleshoot why a pool server is marked down by a health monitor. VMware Avi documentation
describes server health-monitor troubleshooting through pool and server health information, ncluding the Health Score icon, server
analytics, and system events such as server-down events.

These views are intended to expose health monitor state and the reason a server failed the monitor. However, Virtual Service client
logs are application traffic logs; Avi documentation specifically notes that health monitor transactions are not ncluded when recording
client traffic logs for a Virtual Service. Therefore, looking in Virtual Service > Logs does not identify why a server was marked down
by a health monitor. The correct answer is Virtual Service Logs.
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An application team reports intermittent HTTP 503 "Service Unavailable" errors. An Avi administrator reviews the Virtual Service
analytics and sees the following information.

- Health Score: 70

- Performance Score: 95

- Resource Score: 25

- Anomaly Score: 90

- Security Score: 100

- Pool: app-pool-prod

- Server '10.10.1.5": UP

- Server "10.10.1.6": DOWN (Health Monitor: tcp-hm failed)

- Server "10.10.1.7": DOWN (Health Monitor: tcp-hm failed)

Based on these analytics, what are the most likely causes of the user-reported errors? (Choose

2)
¢ A The remaining active server (10.10.1.5) is overloaded with traffic that would normally be distributed to three servers.
e B. There is high network latency between clients and the Service Engmnes.
e C. Two of the three backend servers in the pool are failing their health checks and are marked down.
e D. The application is responding slowly, causing performance degradation.
e E. The WAF policy is too restrictive and is blocking valid requests.
HE. AC
HE #197

The "M" in N+M Elastic HA refers to which Service Engine Group parameter?

A. Maximum number of Service Engines

B. Maximum number of Virtual Services per Service Engine
C. Number of buffer Service Engines

D. Minimum scale per Virtual Service

HE. C

MH.

In Avi Elastic HA N+M mode, the N value represents the minimum active scale required for a Virtual Service, while M represents
additional capacity maintained for resiliency. Broadcomi's Avi documentation explains that in N+M Elastic HA, M is the number of
additional or buffer Service Engines that the Avi Load Balancer Controller maintains in the Service Engine Group. These buffer
Service Engines provide spare capacity for failover, scale-out, and placement flexibility. This is separate from the maximum number
of Service Engines in the group, which defines the upper limit of SEs that can exist. It is also separate from the maximum number of
Virtual Services per Service Engine. Therefore, the "M" in N+M Elastic HA refers to the number of buffer Service Engines .
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