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NEW QUESTION # 39 
Refer to the exhibit, which contains a partial command output.

The administrator has configured BGP on FortiGate. The status of this new BGP configuration is shown in the exhibit.
What configuration must the administrator consider next?

A. Configure the local AS to 65300.
B. Configure a static route to 100.65.4.1.
C. Contact the remote peer administrator to enable BGP
D. Enable ebgp-enforce-multihop.

Answer: D

Explanation:
From the BGP neighbor status output, the key issue is that BGP is stuck in the "Idle" state, meaning the FortiGate is unable to
establish a BGP session with its peer 100.65.4.1 (Remote AS 65300).
The output also shows:
# "Not directly connected EBGP" # This means the BGP peer is not on the same subnet, requiring multihop BGP.
# "Update source is Loopback" # Since a loopback interface is used, FortiGate must be configured to allow BGP neighbors over
multiple hops.
To resolve this issue, the administrator must enable ebgp-enforce-multihop, which allows BGP sessions to be established even when
the neighbors are not directly connected.

NEW QUESTION # 40 
During the maintenance window, an administrator must sniff all the traffic going through a specific firewall policy, which is handled by
NP6 interfaces. The output of the sniffer trace provides just a few packets.
Why is the output of sniffer trace limited?

A. inspection-mode is set to proxy in the firewall policy.
B. The option npudbg is not added in the diagnose sniff packet command.
C. The traffic corresponding to the firewall policy is encrypted.
D. auto-asic-off load is set to enable in the firewall policy,

Answer: D

Explanation:
FortiGate devices with NP6 (Network Processor 6) acceleration offload traffic directly to hardware, bypassing the CPU for
improved performance. When auto-asic-offload is enabled in a firewall policy, most of the traffic does not reach the CPU, which
means it won't be captured by the standard sniffer trace command.
Since NP6-accelerated traffic is handled entirely in hardware, only a small portion of initial packets (such as session setup packets or
exceptions) might be seen in the sniffer output. To capture all packets, the administrator must disable hardware offloading using:
config firewall policy
edit <policy_ID>
set auto-asic-offload disable
end
Disabling ASIC offload forces traffic to be processed by the CPU, allowing the sniffer tool to capture all packets.



NEW QUESTION # 41 
A FortiGate device with UTM profiles is reaching the resource limits, and the administrator expects the traffic in the enterprise
network to increase.
The administrator has received an additional FortiGate of the same model.
Which two protocols should the administrator use to integrate the additional FortiGate device into this enterprise network? (Choose
two.)

A. FGCP in active-active mode and with switches
B. FGSP with external load balancers
C. FGCP in active-passive mode and with VDOM disabled
D. VRRP with switches

Answer: A,B

Explanation:
When adding an additional FortiGate to an enterprise network that is already reaching its resource limits, the goal is to distribute
traffic efficiently and ensure high availability.
FGSP (FortiGate Session Life Support Protocol) with external load balancers FGSP allows session-aware load balancing between
multiple FortiGate units without requiring them to be in an HA (High Availability) cluster.

With external load balancers, incoming traffic is evenly distributed across multiple FortiGate devices.

This approach is useful for scaling out traffic handling capacity while ensuring that sessions remain synchronized between firewalls.



FGSP is effective when stateful failover is required but without the constraints of traditional HA.

FGCP (FortiGate Clustering Protocol) in active-active mode and with switches FGCP active-active mode enables multiple
FortiGate devices to share traffic loads, increasing throughput and efficiency.

Active-active mode is suitable for balancing UTM processing across multiple FortiGates, making it ideal when resource limits are a
concern.



Using switches ensures redundancy and avoids single points of failure in the network.

This mode is commonly used in enterprise networks where both scalability and redundancy are required.

NEW QUESTION # 42 
A vulnerability scan report has revealed that a user has generated traffic to the website example.com (10.10.10.10) using a weak
SSL/TLS version supported by the HTTPS web server.
What can the firewall administrator do to block all outdated SSL/TLS versions on any HTTPS web server to prevent possible



attacks on user traffic?

A. Enable auto-detection of outdated SSL/TLS versions in the SSL/SSH inspection profile to block vulnerable websites.
B. Use the latest certificate, Fortinet_SSL_ECDSA256, and replace the CA certificate in the SSL/SSH inspection profile.
C. Configure the unsupported SSL version and set the minimum allowed SSL version in the HTTPS settings of the SSL/SSH
inspection profile.
D. Install the required certificate in the client's browser or use Active Directory policies to block specific websites as defined
in the SSL/SSH inspection profile.

Answer: C

Explanation:
The best way to block outdated SSL/TLS versions is to configure the SSL/SSH inspection profile to enforce a minimum SSL/TLS
version and disable weak SSL versions.
By setting the minimum allowed SSL version in the HTTPS settings of the SSL/SSH inspection profile, FortiGate will:
# Block any connection using outdated SSL/TLS versions (such as SSLv3, TLS 1.0, or TLS 1.1).
# Enforce secure communication using only strong SSL/TLS versions (such as TLS 1.2 or TLS 1.3).
# Protect users from man-in-the-middle (MITM) and downgrade attacks that exploit weak encryption.

NEW QUESTION # 43 
An administrator must standardize the deployment of FortiGate devices across branches with consistent interface roles and policy
packages using FortiManager.
What is the recommended best practice for interface assignment in this scenario?

A. Enable metadata variables to use dynamic configurations in the standard interfaces of FortiManager.
B. Create interfaces using device database scripts to use them on the same policy package of FortiGate devices.
C. Use the Install On feature in the policy package to automatically assign different interfaces based on the branch.
D. Create normalized interface types per-platform to automatically recognize device layer interfaces based on the FortiGate
model and interface name.

Answer: A

Explanation:
When standardizing the deployment of FortiGate devices across branches using FortiManager, the best practice is to use metadata
variables. This allows for dynamic interface configuration while maintaining a single, consistent policy package for all branches.
# Metadata variables in FortiManager enable interface roles and configurations to be dynamically assigned based on the specific
FortiGate device.
# This ensures scalability and consistent security policy enforcement across all branches without manually adjusting interface settings
for each device.
# When a new branch FortiGate is deployed, metadata variables automatically map to the correct physical interfaces, reducing
manual configuration errors.

NEW QUESTION # 44
......
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