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Fortinet FCP - FortiSandbox 5.0 Administrator Sample Questions (Q27-
Q32):
NEW QUESTION # 27 
To allow access to the FortiSandbox GUI the administrator must configure an IP address and a default gateway. Which two
commands must the administrator use to accomplish this task? (Choose two answers)

A. set port1-ip <IP address>
B. set admin-port port1
C. set api-port port1
D. set default-gw <IP Address>

Answer: A,D

Explanation:
From the Deployment and System Settings lesson, the Study Guide explicitly states:
"Initial port1 IP configuration must be performed from the console, using the commands shown on this slide. If your management
computer is on a separate subnet from FortiSandbox, you must specify a gateway address using the commands shown on this slide."
The two required commands are:
set port1-ip <IP address> - to assign the IP address to port1 for GUI access set default-gw <IP Address> - to configure the default
gateway so the management computer can reach FortiSandbox from a different subnet Option B (set api-port port1) is for API
access configuration, and Option C (set admin-port port1) is not a valid FortiSandbox CLI command for this purpose.

NEW QUESTION # 28 
A FortiSandbox VM has been deployed and has been functioning correctly for several months. Suddenly, the system begins
rejecting file submissions with an error message indicating a licensing problem. How can you determine, using the CLI, if the license
is still valid? (Choose one answer)

A. vm-status
B. vm-license -1
C. hc-setting -1
D. status

Answer: D

Explanation:
From the Deployment and System Settings lesson, the Study Guide explicitly states:
"The status command shows information about the system, including firmware level, device serial number, disk usage, Windows VM
status, states of the boot and data disks, and more. For VM appliances, it will also show the FortiSandbox license status." The key
phrase is "For VM appliances, it will also show the FortiSandbox license status" - making the status command the correct choice for
verifying license validity on a FortiSandbox VM deployment.
While vm-license -l shows installed Windows/Microsoft Office license keys, and vm-status shows guest VM image information,
neither directly reports on the FortiSandbox appliance license validity. The status command is the definitive command for checking
overall system and license status.

NEW QUESTION # 29 
A FortiSandbox HA cluster is configured with the MTA adapter. What does the primary node do when it receives MTA jobs?
(Choose one answer)

A. It assigns the MTA jobs only to worker members.
B. It distributes the MTA jobs to secondary members.
C. It distributes the MTA jobs to itself or to worker nodes.
D. It assigns the MTA jobs to itself

Answer: C

Explanation:
The Study Guide states that in an HA cluster, "As well as normal scanning duties, the primary node also manages the cluster,
distributes jobs, and gathers the verdicts." It also says that "The worker nodes provide load balancing. The primary node distributes



scan jobs to the worker nodes." From those official statements, the primary node is not just a coordinator. It also performs normal
scanning duties itself, while distributing scan jobs across worker nodes for load balancing. That rules out A, because the secondary
node is for failover, not normal job distribution. It rules out C, because the primary is not restricted to itself only. It also rules out D,
because the primary can still perform scanning duties and is not limited to sending all jobs only to workers. Therefore, when the
primary receives MTA jobs, the correct behavior is that it distributes the MTA jobs to itself or to worker nodes.

NEW QUESTION # 30 
You are attempting to troubleshoot a FortiGate device that is not sending samples to FortiSandbox. Which CLI command will
provide you with useful diagnostic information? (Choose one answer)

A. diagnose test application quarantined 8
B. diagnose test application ipsmonitor 99
C. diagnose debug application quarantine -1
D. diagnose antivirus quarantine purge

Answer: C

Explanation:
From the FortiGate Integration lesson, the Study Guide explicitly states:
"The quarantine daemon is involved in submitting files to FortiSandbox." From the Lab Guide (Exercise 3 - Using FortiGate
Diagnostics), the following is explicitly documented:
"Enter the following commands to enable debugging for the quarantine daemon: diagnose debug application quarantine -1 diagnose
debug enable"
"Use the following CLI debug command to diagnose the connection and file transfer issue between HQ-FGT-1 and HQ-FSA-1:
diagnose debug application quarantine -1" This command enables real-time debug output for the quarantine daemon on FortiGate,
which is specifically responsible for submitting files to FortiSandbox and receiving verdicts. Option B clears the analytics cache
rather than providing diagnostic information, and the other options relate to different functions entirely.

NEW QUESTION # 31 
Which stage of the Cyber Kill Chain does FortiSandbox and FortiClient EMS integration help to block? (Choose one answer)

A. Reconnaissance
B. Command and control
C. Delivery
D. Weaponization

Answer: C

Explanation:
From the FortiClient EMS Integration lesson, the Study Guide states that FortiSandbox and FortiClient EMS integration helps break
the kill chain by monitoring all downloads, removable media, mapped network drives, and email client file downloads - intercepting
threats at the Delivery stage before they can execute on the endpoint.
Additionally, from the Attack Methodologies section: "When a USB is attached to a host protected with FortiClient, FortiClient can
send the files on the USB drive to FortiSandbox for analysis, before allowing the user access to the files" - further confirming the
Delivery stage focus.

NEW QUESTION # 32
......
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