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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q21-Q26):
NEW QUESTION # 21 
An administrator is tasked to deploy two FortiGate devices in two different zoned to achieve geographical redundancy.
Which two architectural considerations must the administrator address? (Choose two.)

A. The FortiGate devices can be deployed in the same subnet.
B. The FortiGate devices must not be deployed in the same VPC.
C. The FortiGate devices must be deployed in two different regions.
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D. The FortiGate devices cannot be assigned the second IP address in the subnets that they are deployed in.

Answer: C,D

Explanation:
Deploying FortiGate devices in different regions ensures geographic redundancy.
The second IP address in a subnet is reserved for the default gateway in Google Cloud, so FortiGate devices cannot use that IP.

NEW QUESTION # 22 
Refer to the exhibit.

Which three conclusions can you draw from the Google Cloud custom route? (Choose three.)

A. A health check was created.
B. At least one instance group was created.
C. The next hop must be updates manually in the custom route if the current next hop goes down.
D. Atarget pool-based passthrough network load balancer was created.
E. A group-based passthrough network load balancer was created.

Answer: A,B,C

Explanation:
The route's next hop is a forwarding rule for a backend service, which indicates a group-based passthrough load balancer.
Group-based load balancers require health checks to monitor instance health.
Backend services attach to instance groups to distribute traffic, so at least one instance group exists.

NEW QUESTION # 23 
Which Fortinet proprietary protocol do you use when deploying an active-passive high-availability (HA) cluster in Google Cloud?

A. Anycast FGSP
B. Broadcast FGCP
C. Unicast FGCP
D. Multicast FGSP

Answer: C

Explanation:
Unicast FGCP (FortiGate Clustering Protocol) is the proprietary protocol used for active-passive HA clusters in Google Cloud,
enabling state synchronization and failover communication between cluster members.

NEW QUESTION # 24 
Your organization has decided to deploy a Fortinet web application firewall (WAF) in Google Cloud.
Why would the organization choose FotiWeb Cloud over FortiWeb VM?

A. Because the organization requires a WAF with highly customizable WAF rules and settings



B. Because the organization requires a WAF with SSL offloading and load balancing
C. Because the organization requires a fully managed WAF solution
D. Because the organization requires advanced bot detection and mitigation

Answer: C

Explanation:
FortiWeb Cloud is a fully managed web application firewall service, ideal for organizations seeking a cloud- native, hands-off WAF
deployment without the need to manage virtual appliances.

NEW QUESTION # 25 
A cloud administrator is tasked with protecting web applications hosted in Google Cloud.
Which three cloud offerings can the administrator use to accomplish the task? (Choose three.)

A. FortiWeb VM
B. Google Cloud Run
C. Google Cloud Armor
D. Google Cloud IAM
E. FortiWeb Cloud

Answer: A,C,E

Explanation:
FortiWeb VM is a web application firewall (WAF) deployed on Google Cloud to protect web apps.
Google Cloud Armor provides DDoS and application-level protection.
FortiWeb Cloud offers cloud-native WAF services to protect applications hosted in Google Cloud.

NEW QUESTION # 26
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