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Cisco Securing Email with Cisco Email Security Appliance Sample Questions
(Q141-Q146):
NEW QUESTION # 141 
Refer to the exhibits. What must be done to enforce end user authentication before accessing quarantine?
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A. Enable SPAM Quarantine Notification and add the %quarantine_url% variable.
B. Change the end user quarantine access from None authentication to SAAS.
C. Change the end user quarantine access setting from None authentication to Mailbox.
D. Enable SPAM notification and use LDAP for authentication.

Answer: D

Explanation:
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118692-configure- esa-00.html#anc7

NEW QUESTION # 142 
Which two certificate authority lists are available in Cisco ESA? (Choose two.)

A. user
B. custom
C. system
D. demo
E. default

Answer: B,C

Explanation:
* System: This is the default list of trusted certificate authorities that is provided by Cisco and updated automatically. It contains the
certificates of well-known and widely used certificate authorities, such as VeriSign, Thawte, and GoDaddy.
* Custom: This is the list of additional certificate authorities that you can add manually or import from a file. It allows you to trust
certificates that are issued by your own or third-party certificate authorities that are not included in the system list.
Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/
b_ESA_Admin_Guide_11_1/b_ESA_Admin_Guide_11_1_chapter_011000.html#task_1194859

NEW QUESTION # 143 
What are two primary components of content filters? (Choose two.)

A. policies



B. content
C. subject
D. actions
E. conditions

Answer: D,E

Explanation:
Content filters are rules that allow Cisco ESA to perform actions on messages based on predefined or custom conditions, such as
headers, envelope, body, attachments, etc.
The two primary components of content filters are:
Conditions, which are the criteria that determine whether a message matches a content filter rule or not, such as message size, sender
address, attachment type, etc.
Actions, which are the operations that Cisco ESA performs on a message if it matches the conditions of a content filter rule, such as
deliver, drop, quarantine, encrypt, etc.
The other options are not primary components of content filters on Cisco ESA.

NEW QUESTION # 144 
Drag and drop the steps to configure Cisco ESA to use SPF/SIDF verification from the left into the correct order on the right.

Answer:

Explanation:

NEW QUESTION # 145 



An analyst creates a new content dictionary to use with Forged Email Detection.
Which entry will be added into the dictionary?

A. Alpha.Beta@mycompany.com
B. mycompany.com
C. Alpha Beta
D.
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