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CompTIA Linux+ Certification Exam Sample Questions (Q697-Q702):

NEW QUESTION # 697
Which of the following technologies provides load balancing, encryption, and observability in containerized environments?

A. Service mesh

B. Virtual private network
C. Overlay network

D. Sidecar pod

Answer: A
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Explanation:

"A service mesh controls the delivery of service requests in an application. Common features provided by a service mesh include
service discovery, load balancing, encryption and failure recovery."
httpsy//www.techtarget.convsearchitoperations/definition/service-mesh

NEW QUESTION # 698
A systerms administrator wants to back up the directory /data and all its contents to /backup/data on a remote server named remote.
Which of'the following commands will achieve the desired effect?

A. scp -p /data remote/backup/data
B. cp -r /data /remote/backup/

C. ssh-i/remotes/backup/ /data

D. rsync -a /data remotev/backup/

Answer: D

Explanation:

The command that will back up the directory /data and all its contents to /backup/data on a remote server named remote is rsync -a
/data remoter/backup/. This command uses the rsync tool, which is a remote and local file synchronization tool. It uses an algorithm
to minimize the amount of data copied by only moving the portions of files that have changed. The -a option stands for archive mode,
which preserves the permissions, ownership, timestamps, and symbolic links of the files. The /data argument specifies the source
directory to be backed up, and the remoter/backup/ argument specifies the destination directory on the remote server. The rsync tool
will create a subdirectory named data under /backup/ on the remote server, and copy all the files and subdirectories from /data on
the local server.

The other options are not correct commands for backing up a directory to a remote server. The scp -p /data remote’/backup/data
command will copy the /data directory as a file named data under /backup/ on the remote server, not as a subdirectory with its
contents. The -p option preserves the permissions and timestamps of the file, but not the ownership or symbolic links. The ssh -1
/remote:/backup/ /data command will try to use

/remoter/backup/ as an identity file for SSH authentication, which is not valid. The cp -r /data /remote/backup/ command will try to
copy the /data directory to a local directory named /remote/backup/, not to a remote server. References: CompTIA Linux+ (XKO0-
005) Certification Study Guide, Chapter 18: Automating Tasks; rsync(1) - Linux manual page

NEW QUESTION # 699
Which of'the following data structures is written in JSON?

A
B.
C.
D.

Answer: C

Explanation:

Explanation

Option C is the only data structure that is written in JSON format. JSON stands for JavaScript Object Notation, and it is a
lightweight and human-readable data interchange format. JSON uses curly braces to enclose objects, which consist of key-value
pairs separated by commas. JSON uses square brackets to enclose arrays, which consist of values separated by commas. JSON
supports six data types: strings, numbers, booleans, null, objects, and arrays. Option C follows these rules and syntax of JSON,
while the other options do not. Option A is written in XML format, which uses tags to enclose elements and attributes. Option B is
written in YAML format, which uses indentation and colons to define key-value pairs. Option D is written in INI format, which uses
sections and equal signs to define key-value pairs. References: CompTIA Linux+ (XK0-005) Certification Study Guide, Chapter
21: Automating Tasks with Ansible, page 591.

NEW QUESTION # 700
A junior systens administrator has just generated public and private authentication keys for passwordless login. Which of the
following files will be moved to the remote servers?



A.id_dsa.pem
B.id ecdsa
C.id rsa

D. id rsa.pub

Answer: D

Explanation:

The file id_rsa.pub will be moved to the remote servers for passwordless login. The id_rsa.pub file is the public authentication key
that is generated by the ssh-keygen command. The public key can be copied to the remote servers by using the ssh-copy-id
command or manually. The remote servers will use the public key to authenticate the user who has the corresponding private key
(id_rsa). This will allow the user to log in without entering a password. The other options are incorrect because they are either
private keys (id_rsa, id dsa.pem or id_ecdsa) or non-existent files (id_dsa.pemor id ecdsa). References: CompTIA Linux+
(XK0-005) Certification Study Guide, Chapter 13: Managing Network Services, page 410.

NEW QUESTION # 701

A systens administration team has decided to their systens as immutable instances. They keep the desired state of each of their
systems in version control and apply automation whenever they provision a new instance. If there is an issue with one of their
servers, instead of troubleshooting the issue they terminate the instance and rebuild it using autormation.

Which of the following is this an example of?

A. Orchestration

B. Agentless deployment
C. Infrastructure as code
D. Inventory

Answer: C

Explanation:
The benefit of employing infrastructure as code techniques is that the process of deploying the app and its environment can be easily
automated ( infrastructure automation ).

NEW QUESTION # 702
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