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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q454-Q459):
NEW QUESTION # 454 
A SysOps administrator must ensure that all of a company's current and future Amazon S3 buckets have logging enabled If an S3
bucket does not have logging enabled an automated process must enable logging for the S3 bucket.
Which solution will meet these requirements?

A. Use AWS Trusted Advisor 10 perform a check for S3 buckets that do not have logging enabled Configure the check to
enable logging for S3 buckets that do not have logging enabled.
B. Use the s3-bucket-logging-enabled AWS Config managed rule. Add a remediation action that uses an AWS Lambda
function to enable logging.
C. Use the s3-bucket-logging-enabled AWS Config managed rule. Add a remediation action that uses the AWS-
ConfigureS3BucketLoggmg AWS Systems Manager Automation runbook to enable logging.
D. Configure an S3 bucket policy that requires all current and future S3 buckets to have logging enabled
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Answer: B,C

Explanation:
* AWS Config Managed Rule for S3 Logging:
The s3-bucket-logging-enabled AWS Config rule checks whether S3 buckets have logging enabled.
Steps:
Go to the AWS Management Console.
Navigate to AWS Config.
Create a rule using s3-bucket-logging-enabled.
Add a remediation action using an AWS Lambda function or Systems Manager Automation runbook.
Reference:
* Using AWS Lambda for Remediation:
Create a Lambda function that enables logging on S3 buckets.
Steps:
Write a Lambda function in Python or Node.js to enable logging.
Configure the function to trigger on non-compliant buckets.
* Using AWS Systems Manager Automation:
The AWS-ConfigureS3BucketLogging runbook automates enabling logging.
Steps:
Go to the AWS Management Console.
Navigate to Systems Manager.
Create an Automation document or use the existing AWS-ConfigureS3BucketLogging runbook.
Configure the remediation action to use this runbook.

NEW QUESTION # 455 
A company's SysOps administrator has created an Amazon EC2 instance with custom software that will be used as a template for
all new EC2 instances across multiple AWS accounts. The Amazon Elastic Block Store (Amazon EBS) volumes that are attached to
the EC2 instance are encrypted with AWS managed keys.
The SysOps administrator creates an Amazon Machine Image (AMI) of the custom EC2 instance and plans to share the AMI with
the company's other AWS accounts. The company requires that all AMIs are encrypted with AWS Key Management Service
(AWS KMS) keys and that only authorized AWS accounts can access the shared AMIs.
Which solution will securely share the AMI with the other AWS accounts?

A. In the account where the AMI was created, create a customer master key (CMK). Modify the key policy to provide
kms:DescrlbeKey, kms:ReEncrypt\ kms:CreateGrant, and kms:Decrypt permissions to the AWS accounts that the AMI will
be shared with. Create a copy of the AMI. and specify the CMK.
Modify the permissions on the copied AMI to make it public.
B. In the account where the AMI was created, create a customer master key (CMK). Modify the key policy to provide
kms:DescribeKey, kms ReEncrypf, kms:CreateGrant, and kms:Decrypt permissions to the AWS accounts that the AMI will
be shared with. Modify the AMI permissions to specify the AWS account numbers that the AMI will be shared with.
C. In the account where the AMI was created, create a customer master key (CMK). Modify the key policy to provide
kms:DescribeKey, kms:ReEncrypt*. kms:CreateGrant, and kms;Decrypt permissions to the AWS accounts that the AMI will
be shared with. Create a copy of the AMI. and specify the CMK.
Modify the permissions on the copied AMI to specify the AWS account numbers that the AMI will be shared with.
D. In the account where the AMI was created, modify the key policy of the AWS managed key to provide
kms:DescnbeKey. kms:ReEncrypt\ kms:CreateGrant, and kms:Decrypt permissions to the AWS accounts that the AMI will
be shared with. Modify the AMI permissions to specify the AWS account numbers that the AMI will be shared with.

Answer: C

Explanation:
Step-by-Step Explanation:
* Understand the Problem:
* Share an AMI with other AWS accounts while ensuring it is encrypted with AWS KMS keys and accessible only to authorized
accounts.
* Analyze the Requirements:
* Encrypt the AMI with a customer-managed key (CMK).
* Share the AMI securely with specific AWS accounts.
* Evaluate the Options:
* Option A: Create a CMK and modify the key policy but do not create a copy of the AMI.



* This does not re-encrypt the AMI with the CMK.
* Option B: Create a CMK, modify the key policy, create a copy of the AMI, and specify the CMK.
* This ensures the AMI is encrypted with the CMK and shared securely.
* Option C: Create a CMK, modify the key policy, create a copy of the AMI, and make it public.
* Making the AMI public does not meet the requirement of sharing with specific accounts only.
* Option D: Modify the key policy of the AWS managed key and share the AMI.
* AWS managed keys cannot have their key policies modified to add permissions for other accounts.
* Select the Best Solution:
* Option B: Creating a CMK, modifying the key policy, creating a copy of the AMI with the CMK, and specifying the permissions
ensures the AMI is securely shared with specific AWS accounts.
References:
* Copying an AMI
* Creating and Managing Keys
* Sharing AMIs
This solution ensures the AMI is encrypted with a customer-managed key and shared securely with the specified AWS accounts.

NEW QUESTION # 456 
A company uses Amazon S3 to aggregate raw video footage from various media teams across the US. The company recently
expanded into new geographies in Europe and Australia. The technical teams located in Europe and Australia reported delays when
uploading large video files into the destination S3 bucket in the United States.
What are the MOST cost effective ways to increase upload speeds into the S3 bucket? (Choose two.)

A. Use AWS Global Accelerator for file uploads into the destination S3 bucket from the branch offices in Europe and
Australia.
B. Use Amazon S3 Transfer Acceleration for file uploads into the destination S3 bucket.
C. Use multipart uploads for file uploads into the destination S3 bucket from the branch offices in Europe and Australia.
D. Create multiple AWS Site-to-Site VPN connections between AWS and branch offices in Europe and Australia for file
uploads into the destination S3 bucket.
E. Create multiple AWS Direct Connect connections between AWS and branch offices in Europe and Australia for file
uploads into the destination S3 bucket.

Answer: B,C

Explanation:
C & E - are the most cost effective solutions to upload objects to S3. In particular, S3 transfer acceleration will only charge you if
the upload is indeed accelerated. Multi-part upload is recommended by AWS when object's size exceeds 100MB. Also, it's
recommended to maximise the use of available bandwidth.

NEW QUESTION # 457 
A company hosts a web application on Amazon EC2 instances behind an Application Load Balancer (ALB).
The company uses Amazon Route 53 to route traffic.
The company also has a static website that is configured in an Amazon S3 bucket.
A SysOps administrator must use the static website as a backup to the web application. The failover to the static website must be
fully automated.
Which combination of actions will meet these requirements? (Choose two.)

A. Create a primary failover routing policy record. Configure the value to be the ALB. Associate the record with a Route 53
health check.
B. Create a secondary failover routing policy record. Configure the value to be the static website. Associate the record with a
Route 53 health check.
C. Create an AWS Lambda function to switch from the primary website to the secondary website when the health check
fails.
D. Create a primary failover routing policy record. Configure the value to be the ALB.
E. Create a secondary failover routing policy record. Configure the value to be the static website.

Answer: A,D

Explanation:
To use the static website as a backup to the web application and ensure automated failover, the SysOps administrator should set up



failover routing policies in Amazon Route 53.
* Failover Routing Policies:
* Route 53 failover routing allows you to route traffic to a primary resource when it is healthy and automatically failover to a
secondary resource when the primary becomes unhealthy.
* Steps to Implement:
* Primary Failover Record: Create a primary failover routing policy record and set the value to the ALB. Associate this record with
a Route 53 health check that monitors the ALB.
* Secondary Failover Record: Create a secondary failover routing policy record and set the value to the static website.
* References:
* Amazon Route 53 Failover Routing

NEW QUESTION # 458 
A company's customers are reporting increased latency while accessing static web content from Amazon S3 A SysOps
administrator observed a very high rate of read operations on a particular S3 bucket What will minimize latency by reducing load on
the S3 bucket?

A. Create an Amazon CloudFront distribution with the S3 bucket as the origin.
B. Use cross-region replication to replicate all of the data to another region
C. Migrate the S3 bucket to a region that is closer to end users' geographic locations
D. Use Amazon ElastiCache to cache data being served from Amazon S3

Answer: A

Explanation:
To minimize latency and reduce the load on an Amazon S3 bucket serving static web content, creating an Amazon CloudFront
distribution with the S3 bucket as the origin is the most effective solution.
* Amazon CloudFront:
* CloudFront is a content delivery network (CDN) that caches copies of your content at edge locations around the world, reducing
latency by serving content closer to end users.
* By using CloudFront, you can offload the read operations from your S3 bucket to the edge locations, reducing the load on the
bucket.
* Creating a CloudFront Distribution:
* Go to the CloudFront console and click "Create Distribution."
* Select "Web" as the delivery method and specify the S3 bucket as the origin.
* Configure the distribution settings, including cache behaviors and restrictions if needed.
* Once the distribution is deployed, update your application to use the CloudFront URL for accessing static content.
References:
* Amazon CloudFront
* Creating a CloudFront Distribution

NEW QUESTION # 459
......
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