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¢ Cloud Security: This domain covers cloud architectures, security challenges across application security,
cloud posture, and runtime security, protection technologies like CSPM and CWPP, Cloud Native
FE 1 Application Protection Platforms, and Cortex Cloud functionality.

o Cybersecurity: This domain covers foundational security concepts including AAA framework, MITRE
FEE ATT&CK techniques, Zero Trust principles, advanced persistent threats, and common security
technologies like IAM, MFA, mobile device management, and secure email gateways.

o Network Security: This domain addresses network protection through Zero Trust Network Access,
firewalls, microsegmentation, and security technologies like IPS, URL filtering, DNS security, VPN, and
SSL
FE 3 .
# e TLS decryption, plus OT
¢ JoT concerns, NGFW deployments, Cloud-Delivered Security Services, and Precision Al.

e Security Operations: This domain focuses on security operations including threat hunting, incident response,
SIEM and SOAR platforms, Attack Surface Management, and Cortex solutions including XSOAR,
*E4 Xpanse, and XSIAM.
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On which security principle does virtualization have positive effects?

A. confidentiality
B. availability
C. non-repudiation

D. integrity
EX: B

i RE S«

Virtualization improves the availability of IT systens and resources by enabling features such as12:

Resource optimization: Virtualization allows multiple virtual instances to share the same physical infrastructure, reducing hardware
costs and increasing resource utilization.

Scalability: Virtualization enables rapid provisioning and deprovisioning of virtual instances, allowing organizations to scale up or
down their IT capacity according to demand.

Disaster recovery: Virtualization facilitates backup and replication of virtual instances, allowing organizations to restore their IT
systerms and data in the event of a disaster or outage.

Fault tolerance: Virtualization supports high availability and load balancing of virtual instances, ensuring that IT systerms and services
remain operational even if one or more virtual instances fail. Reference: Virtualization Benefits: How Virtualization Improves
Efficiency and Security | VMware, Virtualization Security - A Conplete Guide - CyberExperts.com
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What type of DNS record maps an IPV6 address to a domain or subdomain to another hostname?

A. SOA
B. MX

C. AAAA
D. NS

ER:. C

R -

An AAAA record is a type of DNS record that maps a domain name or a subdomain to an [Pv6 address. IPv6 is the latest version
of the Internet Protocol (IP) that uses 128-bit addresses to identify devices on the internet. An AAAA record is similar to an A
record, which maps a domain name or a subdomain to an IPv4 address, but with a different format and length. An exanmple of an
AAAA record is:

example-website.com. IN AAAA 2001:db8::1234

In the example above, the record is made up of the following elements:

example-website.com.: The domain name or the subdomain that is mapped to an IPv6 address.

IN: The class of'the record, which indicates that it is on the internet.

AAAA: The type of the record, which indicates that it is an [Pv6 address record.

2001:db8::1234: The [Pv6 address that is mapped to the domain name or the subdomain. The address is written in hexadecimal
notation, with colons separating each 16-bit segment. Double colons (::) can be used to compress consecutive zero segments.

Palo Alto Networks Certified Cybersecurity Entry-level Technician (PCCET) - Palo Alto Networks DNS AAAA record |
Cloudflare What's an AAAA record? - DNSimple Help List of DNS record types - Wikipedia
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What are two functions of User and Entity Behavior Analytics (UEBA) data in Prisma Cloud CSPM? (Choose two.)

A. Detecting and correlating anomalies
B. Assessing severity levels

C. Unifying cloud provider services

D. Identifying misconfigurations

Z%X: AB

e

Assessing severity levels - UEBA data helps prioritize incidents by evaluating the risk and severity based on user and entity behavior.
Detecting and correlating anomalies - UEBA continuously analyzes activity to identify abnormal behavior and correlate anomalies
that may indicate insider threats or compromised accounts.
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Organizations that transmit, process, or store payment-card information must comply with what standard?

A. GDPR
B. CISA

C. PCIDSS
D. HIPAA

ZER: C
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PCI DSS stands for Payment Card Industry Data Security Standard, which is a set of requirements intended to ensure that all
companies that process, store, or transmit credit card information maintain a secure environment1. The standard is administered by
the Payment Card Industry Security Standards Council, and its use is mandated by the major card brands2. PCI DSS covers 12
requirenents for compliance, organized into six control objectives, such as building and maintaining a secure network and systems,
protecting cardholder data, and implementing strong access control measures3. Reference: Payment Card Industry Security
Standards, PCI Security Standards Council - Protect Payment Data with Industry-driven Security Standards, Training, and
Programs, What is PCI Compliance? 12 Requirements & More - Digital Guardian
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Anthem server breaches disclosed Personally Identifiable Information (PII) froma number of its servers. The infiltration by hackers
was attributed to which type of vulnerability?

A. exploitation of an unpatched security vulnerability

B. a phishing scheme that captured a database administrator's password
C. access by using a third-party vendor's password

D. an intranet-accessed contractor's system that was compromised

Z%: B

L EER

The Anthem data breach of 2015 was caused by a phishing scheme that captured a database administrator's password. According
to the U.S. Department of Health and Human Services (HHS) Office for Civil Rights (OCR), hackers sent phishing emails to an
Anthem subsidiary. At least one employee responded. Attackers were able to plant malware on the company's system and gain
remote access to confidential informationl. The breach exposed the electronic protected health information of almost 79 million
people, including names, Social Security numbers, medical identification numbers, addresses, dates of birth, email addresses, and
employment information2. Reference:

Anthem Pays OCR $16 Million in Record HIPAA Settlement Following Largest U.S. Health Data Breach How Anthem Data
Breach Exposed Personnel Records - IDStrong
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